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PREFACE

This document was prepared by the Range Commanders
Council (RCC) Frequency Management Group (FMG) in response

to RCC task FM-2,

sources of radio interference,
find (DF) emitter locations,

Spectrum Monitoring Procedures and Techni-
ques. It is intended

to provide basic information on

methods used to direction
procedures used to monitor

frequency spectrum use, and ways to protect emitter systems.
In addition, the document lists DF stations and assets of

the RCC FMG membership used by test range frequency manage-
ment to monitor and control the spectrum,
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SCHEDULING

The first step towards operating an emitter on a test range is to
contact the local frequency manager to establish a schedule, Since
restricted radio frequency bands and operations are different at each
test range location, most testing is accomplished by sharing the spec-
trum available with all range users. The telemetry bands in parti-
cular require spectrum activity scheduling,

The objective is to resolve scheduling conflicts prior to opera-
tions. When two programs or projects request to use the same spec-
trum, their activity can be separated by guard bands, discrete
frequencies, time, or operating locations (terrain masking). Prior-
ities assigned to each program usually dictate which program will be
scheduled first; however, use of priorities to schedule activities
should be avoided and only considered as a last resort. When a sched-
uling conflict cannot be resolved using these techniques, it is
brought to the attention of the responsible program managers., When
scheduling activities involve other federal or nonfederal agencies, it
is in the best interest of program managers to be as flexible as
possiblie.

MANAGEMENT'S RELATIONSHIP TO MONITORING

Complete surveillance of spectrum activity and usage is an expen-
sive process, and the results are limited to the signals in the imme-
diate vicinity of the monitoring system. Therefore, monitoring is
usually undertaken to detect unauthorized use and to obtain informa-
tion that is not available from the normal spectrum management files
or from analysis and simulation., Because the functinns of spectrum
management and spectrum monitoring require close coordination,
management of both functions should be in one office. In summary,
spectrum management

a. provides spectrum monitoring with official lists of assigned
frequencies; however, signals not on these lists can be assumed to be
cperating without proper authorization and are of special interest to
monitoring;

b. provides general guidance to spectrum monitoring on particu-
lar bands, on support level required, on suspected problem areas, and
on future monitoring requirements; and

c. assigns specific jobs to spectrum monitoring that involve
interference resolution, electromagnetic compatibility (EMC) problems,
quality control measurements, utilization reports, and special
measurements.

Spectrum monitoring provides information to spectrum management
on clear frequencies for assignment and general band crowding assess-
ments. Furthermore, spectrum monitoring provides feedback to spectrum
management on the general state of technical and administrative dis-
cipline in radio bands, identifies particular problem areas, and
enforces spectrum management decisions by identifying transmitters not




in compliance with rules and by causing appropriate action to be
taken. In general, spectrum management should provide guidance and
direction to spectrum monitoring activities, especially in the area of
fong-term planning for the type and amount of support needed from the
monitoring program. It is vital that continuing close coordination be
maintained between these functions to ensure that spectrum management
does not base policies on monitoring results that are misleading.

ANALYSIS

To obtain additional detailed information on the technical or
operational characteristics of emitter systems, spectrum analysis is
used. This process might typically include a detailed measurement of
the emission spectrum of a transmitter or the antenna pattern of a
microwave antenna. These measurements can be made to provide informa-
tion needed in a particular EMC analysis, to verify compliance with
the characteristics specified in a particular frequency assignment
record, or as part of an acceptance process to ensure that a particu-
lar type of equipment will operate compatibly with other emitter
systems operating in the same spectrum, Finally, a spectrum analysis
might be made merely to ascertain that a given transmitter was operat-
ing within allowable limits,

The requirements of each test range differ according to the
mission., Radio frequency (RF) analysis from a calibrated source can
provide managers with solutions, engineers with alternatives, and
historical data for files. A measurement technique must be selected
that will allow various types of signals to be measured in a quantita-
tively useful way. Thus, the analysis system should employ a variety
of bandwidths and video signal processing that is selected individ-
ually for the signal being measured. Radio frequency analysis can
differentiate between signals by measuring and cataloging the follow-
ing parameters:

Freguencz

Center frequency is the most important parameter to frequency
managers and is the reference point for all frequency administration
matters., 1In addition, center frequency is the initial measuring point
for all RF analysis.

Bandwidth

Bandwidth is the second most important parameter in cataloging an
RF emitter, Emitter bandwidth actually defines the amount of RF spec-
trum required for a particular application. Interference control is
based upon the accurate measurement and cataloging of this parameter,

Amplitude

Amplitude is actually the square root of the quantity measured,
which has the dimension of power in watts, or decibels (dB) referred
to a reference power, The radiated watts of a known RF emitter can be
monitored over a period of time to verify any user equipment changes.




Bearing

The azimuth and (if applicable elevation) angle between one or
more receivers of known location are used to determine the source of
an unknown emission.

Time

Potential interference sources can be located after the emitter
has stopped transmitting by recording time parameters. If accurate
time recordings are taken when interference starts and stops, these
times could be compared to the scheduled RF range activity of range
users. Where range activities match the recorded interference times,
further analysis and investigation may reveal the source. The trouble
with this type of problem solving is that most ranges do not record or
schedule all spectrum activity.

Modulation

Detecting differences in modulation can help discriminate between
two emitters operating on the same frequency. As authorization for
different types of modulation operating in the same portion of spec-
trum increases, the importance of this parameter increases., Being
abl'e to demodulate may be the only way of identifying an unknown
source,

Radar Characteristics

There are several characteristics of puised systems that can be
used to distinguish radars operating on the same frequency. By cata-
Toging and recording these differences and by identifying changes in
operating parameters, interference between systems can be located,.
These important characteristics of pulsed systems are

Pulse Width, A parameter of time that measures the radar
pulse at the half-power points located between the rise and fall times
of each pulse.

Pulse Repetition Frequency (PRF). A parameter that measures
the frequency of radar pulses per second; usually measured in time,
then converted to frequency.

Antenna Spin Rate, A parameter that measures the time
between main antenna lobe peaks, usually converted into revolutions
per minute,

Antenna Pattern., A measurement of signal strength plotted
over time that can be used to determine the antenna pattern; reveals
the main and side lobes of the radar antenna in a linear plot.

Polarization

Signal polarization can be used to identify an emitter. An incor-
rectly characterized polarization makes a difference of at least 3 dB
and may approach 20 dB or more in typical situations, Location of a




fixed signal from two or more locations on the basis of signal
strength alone is rarely possible. Knowing proper polarization may
allow emitter identification,

NOTE

Any analysis products that 1ink a particular platform or
aircraft to specific frequency analysis information become
sensitive in classification and the appropriate security
guidelines must be followed.

INTERFERENCE CONTROL

Spectrum surveillance and analysis measurements are usef 1l in
resolving the cause of interference with authorized transmitters.
Such measurements may detect the presence of unauthorized transmitters
causing the interference, the more subtle conditions resulting from a
combination of transmitters, or the unintended spurious emissions,
Although a wide variety of spectrum measurement and engineering analy-
sis techniques may be needed to resolve some types of interference,
good spectrum measurements often play an important role in this pro-
cess. Accordingly, spectrum monitoring is often useful in identifying
transmitters involved in the interference.

Because unauthorized transmitters are the most common cause of
interference, there will often be a close association between the
ability to solve interference problems and the ability to detect and
to identify unauthorized transmitters, A major problem with detecting
unauthorized transmitters is that it is often difficult to separate
the authorized from the unauthorized signals, This separation is
acute in the crowded telemetry bands where the scheduled emission
shares the same spectrum as the unscheduled interfering signal.
Detection of unauthorized signals can sometimes be accompiished by
aural monitoring on frequencies where authorized users have complained
of interference, or where frequency assignment records show no author-
ized assigned users. Direction-finding (DF) processes, mobile track-
ing vans, and aural monitoring intelligence are helpful in identifying
and in locating unauthorized transmitters after they have been
detected,

Some sources of interference are not truly interference at all,
but an artifact of the type or location of the receiving system being
used. Interference may occur when received signals cause cross modul-
ation within the receiving system, or occur because local oscillators
in the receiving system interfere with one another. Such interference
is a significant contributor to problems, and it is rare that someone
notices that the receivers and the received signals are spaced by one
or two intermediate frequency (IF) bandwidths., The subsequent para-
graphs contain information relating to identification and location of
radiated signals and sources of broad and narrow band interferences.




Identification and Location of Signals

Normal transmissions such as amplitude modulation, frequency
modulation, continuous wave, teletype, and facsimile can be identified
by call letters, frequency, date, transmission time, and emission type,
The sources of these signals can normally be located by directing an
inquiry through appropriate channels.

The identification and location of interference signals is
usually more complicated. The aural and visual presentations provided
by various equipment must be studied carefully to achieve favorable
results. Written material on interference, in addition to that pre-
sented here, is readily available and should be used. Information on
various signals as seen on panoramic adapters is particularly useful.
Identification of most aural signals is associated with narrow and
broad band interference., Material on audible indications associated
with interference is provided in table 1.

TABLE 1. AUDIBLE INDICATIONS ASSOCIATED WITH INTERFERENCE

Audible Interference Type Possible Source and Mechanism

Whistling and Co-channel, adjacent channel, harmon-

squeals ics, IF oscillations, intermodulation

60 or 120 cycle Power line noise, fluorescent lights,

hum power supply hum

Popping Ignition systems, magnetos

Cracking Regulators, corona discharge, static
discharge

Sputtering, loud Arc welders, high frequency apparatus,

and continuous diathermy, arc lamps

Co-channel Occurs when the interfering signal and

the desired signal share (at least in
part) the same receiver passband.

Image frequency Occurs when the image frequency of a de-
sired signal is strong enough to not be
fully attenuated in the resonant receiver
circuits used to reject the signal., (The
signal mixes with the local oscillator
frequency and is passed through.)

Undesired Co-channel, adjacent channel, harmonics,
transmission intermodulation, intermediate frequency




TABLE 1 (Con.). AUDIBLE INDICATIONS ASSOCIATED WITH
INTERFERENCE

Audible Interference Type Possible Source and Mechanism

Clicking, regular,
or irregular

Buzzing

Whining

Frying

Adjacent channel

Harmonics

Intermodulation
(communication
receiver)

Cross modulation

Intermodulation
(radar receivers)

Shock excitation

Electric calculating machines, code
code machines, ignition, mercury arc
rectifiers, relays, switches, teletype-
writers, thermostatic control

Buzzers, vibrators
Rotating machines, radar modulator puise

Electric arcs, continuously arcing
contacts

Occurs when the undesired signal's pass-
band is entirely outside that of the
desired signal but cannot be eliminated
by the receiver,

Occurs when a signal, generated in the
input circuits, is produced at the
receiver IF by local oscillator fre-
quency harmonics; received signals other
than the desired signal,

Occurs with simultaneous reception of
two or more signals which combine in
receiver input circuits to produce the
desired frequency to which the receiver
is tuned or in response to a spurious
response frequency of the receiver,

Qccurs when the modulation of an unde-
sired signal is impressed upon a desired
signal in the receiver input circuits.

Results when a combination of (radar
receivers) local oscillator (LO) fre-
quency and spectral line frequency pro-
duces a signal of sufficient amplitude
at the receivers IF, or when the separ-
ation between spectral lines is equal
to the IF of the receiver,

Occurs when a short duration pulse sig-
nal is applied to a resonant circuit,
setting up damped oscillation at the
natural resonant frequency of the tuned
circuits for a few cCycles,




Sources of Narrow Band Interference

Narrow band interference consists of co-channel, adjacent-channel
harmonics and other signals at a distant frequency. Undesirable
response appears in a narrow tuning range when these signals are
detected. Most signals of this type are listed in table 1. Co-chan-
nel and adjacent-channel transmissions consist of authorized or
unauthorized transmissions present simultaneously with a desired sig-
nal. Unusual propagation conditions, frequency spectrum crowding,
excessively high power use, improper maintenance procedures, or off-
frequency operations may cause such signals,

Harmonics can be present in the radiated output of a transmitter
employing a class "C" final output stage. This condition is caused by
faulty amplification characteristics of class “C" operation. Inter-
modulation and cross-modulation signals can be generated if two trans-
mitter signals are mixed in a common nonlinear impedance and then
transmitted normally. These intermodulation products can occur if
electromagnetic energy from one transmitter is coupled to another.
Parasitics are undesirable oscillations generated in a transmitter
from combinations of stray inductance and capacitance., Other spurious
outputs consist of undesirablie signals associated with frequency
multiplication or modulation present in a transmitter output. In some
cases, receivers act as transmitters by radiating energy at their
local oscillator frequency or harmonics.

Radar transmitters can cause interference in other radars when
operating with excessive or high-level sidebands. Drifting from the
assigned frequency in a radar network or nonsynchronized pulse recur-
rence frequencies between two radar systems can cause interference.

Sources of Broad Band Interference

Broad band interference is principally caused by transients for-
med when current carrying circuits are opened or closed, It consists
of a wide range of frequencies detectable by receivers over a broad
band tuning range. There are many sources of broad band interference,
One of the most common sources is power-line interference caused by
sudden changes in potential because of current surges, corona, arcing,
or interruption of a power circuit. Fluorescent lights can create
such interference because of normal gas ionjzation within the tube or
by defective components., Similarly, arc welding interference is
generated by the arc and associated equipment. Electric ignition
interference is caused by transients in low and high tension ignition
circuits, while rotating machinery causes transients because of com-
mutation arcing or static discharge., Also, such apparatus as diathermy
equipment, X-ray machines, or induction heaters can emanate RF inter-
ference.

Since a radar modulator pulse is made up of harmonics of the
basic PRF, these harmonics may be received directly from the radar
antenna or from metal portions of the radar equipment. Consequently,
intermittent connections and static discharges from wires or other
metallic objects may cause transients, In addition, ambient noise
interference may be generated by such factors as static discharge




(thunderstorms, precipitation static, cosmic noise and discharges from
snow, dust, rain, and hail),.

DIRECTION FINDING

Direction finding is an art because accuracy is directly depend-
ent on operator training and proficiency. There is no single approach
to locating an unknown emitter, only a complex mix of interrelated
processes.

The environment in which a DF antenna is expected to operate must
be taken into account because radio wave propagation, reflection, and
reradiation distorts DF measurements. Therefore, the accuracy of the
DF system must be ensured by protecting the antenna from nearby
reflections, collocated emitters and reradiation from collocated
antennas.

DF Systems

The two common systems used to direction find are fixed and
mobile. The methods of location differ with each system. The advan-
tages and disadvantages of both fixed and mobile systems must be
understood to select the best method for direction finding.

Fixed DF Sites

Advantages. The ability to provide 24-hour a day, real-time,
DF information is the main advantage of operating with fixed sites.
With autcmation of DF and monitoring equipment, any manpower restric-
tions can be overcome. Fixed sites allow the range to establish what
areas are monitored and what areas are not. The cost of maintaining
and operating a fixed site is lower than a mobile site.

Disadvantages. The fixed-site method requires the use of
three tfixed stations to locate emitters. The requirement for the
third site comes from emitters operating on the same bearing as any
two DF sites. No matter how much planning or engineering takes place,
the signal that causes the most trouble will most likely be outside of
the fixed site's ability to receive.

Mobile DF Sites

Advantages., The ability to DF is based on the overall
system sensitivity, the beam width of the antenna, and the distance
from the emitting source. Because sensitivity and detection distance
are directly proportional, as the sensitivity increases so does the
ability to DF greater distances, The emitting source distance is
usually unknown, not controllable, and beyond a fixed site's sensitiv-
ity. With mobile DF systems, sensitivity can always be compensated by
driving around until the signal is received. Mobile DF allows the
emitting source to be fdentified with an on/off sequence.

Disadvantages. The mobile system is manpower intensive,
usually requiring two individuals: one driver and one system operator.




Interior space is at a premium with the vehicle's size restricting
off-road capability. Vehicle maintenance, road conditions and weather
further reduce the mobile system's advantages.

Direction Finding Techniques and Guidelines

NOTE

For Operational Security (OPSEC) reasons, when reporting on
or coordinating interference that has been linked to a
location, platform, or specific equipment, handle that
information as classified until contact with the user has
been completed and the information has been identified as
unclassified.

There are several factors which will degrade the DF's ability to
accurately determine the line of bearing (L0OB) from the DF antenna to
the emitter antenna. It is important to know that these factors will
degrade any DF system's performance, some systems more than others and
some factors more than others, An appreciation and knowledge of these
factors can help the operator to get the best performance from the DF
system., Listed below are the major error factors which should be
taken into consideration when deploying for operational use or
evaluation testing:

signal polarization
signal path

site location

DF processing instrument
emitter source

mobile platforms

mast mounting

other error sources

TWQ 4HD O 0o
. .

Each of these error-producing factors is discussed briefly. Keep
in mind that in most cases there is more than one error-producing
factor. Moreover, the total errors are a combination of each of the
individual error factors.

Signal Polarization Errors

Most radio direction finders operating in the low very high fre-
quency (VHF) through high ultra high frequency (UHF) frequency range
are designed to operate against vertically polarized signals, because
the majority of the "of interest" target emitters are from mobile and
fixed site communication transmitters using vertical (whip) antennas.
Most of these antennas have an omni-directional radiation pattern
(particularly handheld, manpack, and mobile units mounted on
vehicles).

There are, however, other radiation polarizations used in this
frequency range. They are slant (45 O circular (left and right),
and horizontal polarization, Commercial frequency modulation (FM)




circular, and horizontal polarization. Television (TV) uses horizon-
tal predominantly. Because these commercial stations are not verti-
cally polarized, confusion may result when the DF system tries to make
a bearing measurement on the station, Many times, this anomaly shows
up as a 90 or 180° error on automated DF processing systems. For the
most part, since the location of these stations is known and because
there are special DF antennas which can be operated against them, it
is not very important to determine an LOB on one of these or similar
type of polarized emitter, It is recommended that commercial FM and
TV stations not be used to evaluate the DF system performance or be
used as reference targets for calibration because of the possible DF
error caused by these polarizations.

broadcast stations (88 to 108 MHz in the United States) use slant, ~ ‘

Signal Path Errors

Path errors result from the direction changes of the radio wave
from its "directional path" (shortest distance between two points).
The factors which cause these changes are reflection, scattering,
absorption, reradiation, and refraction. The effects of these factors
usually result in more than one radio wave front (from the same
emitter) arriving at the receiver antenna (DF system) simultaneousiy.
This phenomenon is more commonly known as “"multipath.” Multipath
signals can arrive at the receiver antenna at varying amplitudes,
phases, and times., 1f the sources of multipath are relatively fixed
and do not change, the DF system will typically indicate a wrong
bearing. The bearing degree is dependent upon the total levels and
directions of arrival of the multipath signals. Should the multipath
contamination vary such as when the emitter or DF antenna is moving,
the resultant bearing will average to the more correct value. The
effects of multipath for fixed emitters and DF sites can be reduced by
using specially designed "wide aperture” antenna systems. For the
most part, wide aperture antenna systems are large, more costly, and
not readily transportable, or easily wielded., A detailed description
of each of the path error factors is discussed next.

Reflections, Radio waves can strike and bounce off such
objects as mountains, hills, buildings, bridges, towers, metal
objects, and people. When this bouncing happens, it is termed
"reflection.” The amount and angle of reflection is dependent on the
relative size, shape, composition, and position of the object. If the
reflective object is near the DF antenna, large errors can occur, SO
the DF antenna should be kept away from such reflectors as much as
possible.

Scattering. Scattering is a phenomena usually attributed to
radio waves entering the ionosphere. Upon entering the ionosphere,
the radio wave may be scattered in several directions causing the
polarization of the radio wave to change from vertical to horizontal.
It is very difficult to obtain accurate DF bearing on received signals
"scattered"” from the ionosphere. This scattering is usually the cause
when dealing with "skywaves."

Absorption. Absorption occurs when the radio wave is obstructed
by natural or man-made objects and reduced in level. Typically, it
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becomes a source of DF error indirectly when the "direct path” signal

is absorbed and another indirect path signal (multipath) becomes pre-

dominant. The DF system will, as it does in all cases, show the bear-
ing of the strongest signal or combination of signals.

Reradiation., Reradiation occurs when the radio wave strikes
an object, usually metal, and causes that object to behave as though
it were an emitter itself. This secondary emitter produces radio
waves (reradiates) which can also be received by the DF system, Since
these reradiated radio waves are from a different source (angle) than
that of the direct path radio waves, a resultant bearing error is
produced.

Refraction. MWhen radio waves pass from one medium to another,
they may be bent. This bending is similar to the way light bends
through a tens, The bending redirects the radio waves and gives an
erroneous bearing reading. For example, dry air may be considered one
medium while moist air is considered another., This refraction can be
seen in areas such as deserts, lakes, and coastlines,

Site Location Errors

Site location errors are produced when the DF antenna is placed
in an area where the path error factors, described previously, can
affect the DF accuracy. An ideal site, sometimes called a "class A"
site, is a place where the effects of these factors can be kept to a
minimum, No ideal site may really exist; consequently, a site with
varying degrees of compromise is usually the case. Such a site loca-
tion should be the highest point in the vicinity and be as far as
possible from other objects to reduce the effects of reradiation and
reflections which cause multipath. Objects such as hills, cars,
trucks, wire fences, power lines, radio antennas and towers, water
towers, buildings, foliage, streams and lakes should be as far as
possible from the DF antenna. Table 2 delineates some guidelines in
selecting a site location,

When a DF system is intended for mobile or transportable use, it
obviously becomes increasingly more difficult to select an operation
site meeting all the criteria shown in table 2, The operator will
have to make the best of the situation. In these situations, the
confidence factor for each bearing will have to be learned through
experience., Some factors indicating a high confidence bearing are

a. bearing display is fairly constant (fixed site) over time,
that is, 1 to 3% jitter using and automated DF system;

b. no signal fading is present;

¢. the signal is reasonably strong and active for a long period
of time (greater than 30 seconds); and

d. no other signals are heard at the same time on the received
frequency,
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If multipath is suspected, the operator may, if possible, move
the DF antenna a few inches and observe the bearing display for a
change. Remember, the operator cannot be near the DF antenna when
taking bearings. If there is little or no change, it can be assumed
that there is no multipath present for that signal; however, there may
be multipath present for other signals, even at the same frequency.

TABLE 2. RECOMMENDED DISTANCES TO OBSTRUCTIONS
(FIXED SITE)
Obstruction Recommended Distance

High cliffs and mountains 7 kilometers

Hills and deep ravines 1 kilometer
Lakes, rivers, and streams 300 meters
Railroad tracks 300 meters
Power and telephone lines 300 meters
Large metal towers 250 meters
! Water towers and chimney stacks 250 meters
! Wire fences 250 meters
Large buildings 250 meters
Small buildings 250 meters
Large trucks 200 meters
Buried metallic conductors 200 meters
Automobiles 150 meters
Small trucks (1/4 ton) 150 meters
Scattered trees and shrubs 100 meters
Personnel 25 meters

When using an automated DF system on the move (DF in track and
hold mode), the bearing display unit indicator will shift the indi-
cated bearing up to *+ 90°, In this situation, the operator can easily
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integrate the average bearing by eye. Although when moving, particu-
larly in the urban environment, accuracy is more difficult to achieve
because the display moves or jitters more, When traveling in larger
towns or cities, particularly between buildings, the radio waves may
be funneled down the streets. This "canyon effect"” indicates that the
emitter is located forward, rearward, or to the side of the DF vehi-
cle. The operator then drives toward the signal and as the vehicle
with the DF system approaches the intersection, the operator will see
the bearing indication change and point more to the origin of the
emitter, Once operators acquire the "feeling" for the system, they
will learn to trust the bearing readings.

Automated DF Processing (Instrument) Error

The current industry/market series of automated direction finder
processors have a processing accuracy of + 1°, This accuracy is
related to the processor's ability to determine a bearing from an
ideal source. Usually, this source (for testing purposes) is a
special test fixture which generates a suitable output for the DF
processor to evaluate and to produce a bearing indication, By using a
special test fixture, the DF processor can be aligned and calibrated
to meet its specified performance easily. While some industry DF pro-
cessors evaluate the signal to 0.1°%, which suggests a resolution of
0.1%, it has been found that it is not beneficial or practical to dis-
play the bearing to any resolution better than 1°,

There are some factors which can affect the DF processor (instru-
ment) bearing accuracy. The major factors affecting instrument pro-
cessing ability, and consequently instrumental error, are signa:
level and quality. To the operator, a signal, in the 30 to 40 dB
range, would be a very good signal-to-noise ratio (S+N/N) and would
sound clear to the operator with little or no noise (other than the DF
processing signal)., Receiver signal strength would be better than =50
dBm. Another signal quality factor, contamination, occurs when more
than one signal occupies the same frequency bandwidth; for example,
two or more transmitters operating at one time.

Emitter Source Errors

Emitter source errors occur at the transmitting (emitter) site,
Normally, they are due to the type of transmitting antenna used, col-
located obstructions, and local terrain. In most cases, the DF opera-
tor has no control over these conditions. The major effect on DF is
redirection of the transmitted signal. This redirection is similar to
an "antenna beam formation" where the antenna radiation pattern is
modified from an omni-directional pattern to a directive beam. The DF
error is then more often caused by reception of an indirect radio wave
reflecting (bouncing) off another object such as a hill or large
building far away. The indirect radio wave received has become larger
than the direct radio wave and consequently affects the bearing accu-
racy.
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In those instances where the transmitting antenna is nearby,
these procedures should be followed:

a. Reflectors should not be nearby.

b. The signal polarization must match the DF system.

c. The distance between the transmitter antenna and the DF
antenna should be greater than 10 wavelengths (far field). Minimum
distance in meters = 300/(F (in MHz) X 10).

d. If the transmitter output power is too high, the DF system
receiver will be blocked.

e. Clear line of sight between the DF antenna and the trans-
mitting antenna must be maintained.

Mobile Platform Errors

Depending upon the overall size and shape of the vehicle, there
may be some frequencies where a significant bearing error can occur,
In many cases, there are only 5 to 10 frequencies where the vehicle
may grossly affect the bearing accuracy. These worst case errors have
been measured as high as 359 put typically are less than 159, The
vehicle effects on bearing accuracy are primarily due to etther the
vehicle acting as a nonsymmetrical ground plane for the DF antennas or
the vehicle resonating with the arriving signals creating standing
waves on the vehicle, or both factors could apply.

For the most part, ground plane interaction is fairly broad
creating moderate bearing errors typically no higher than 10°%, venicle
resonances, on the other hand, tend to be narrow in frequency (less
than 10 percent bandwidth) and are attributed to higher bearing
errors, typically 10 to 18° with very few errors as high as 35",
Vehicle resonance may occur at any longitudinal or diagonal section of
the vehicle where the wavelength or wavelength fraction of the re-
ceived signal is equal to that sectional length.

Frequencies associated with a particular vehicle where resonance
can occur resulting in significant bearing errors can be calculated
with the following formula:

F1 = 308 X L {10%

F2 = 616 X L {1032
where
F1 = first frequency in MHz of potential error
F2 = second frequency in MHz of potential error
L = longitudinal or diagonal length of hood, roof, or truck
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If the hood dimension is different from the roof dimension, there
may be multiple groups of suspected frequencies. For automobiles with
nonrelated length~-to-width ratios, the effect of resonance is diffi-
cult to predict for all frequencies.

NOTE
In cases of airborne or shipborne deployments,

resonance may occur on any structure (masts, rails,
antennas, and wing lengths),

Mast Mounting Errors

Many deployments of DF antennas require the antenna be mounted on
a2 mast. In these instances, the resonance effects of the mast itself
should be accounted for, At certain frequencies, the mast on which
the DF antenna is mounted will appear to be a resonant stub. This res-
onant effect will be at subharmonics or harmonics of a wavelength (for
example, 1/8, 1/4, 1/2, 1, 2). Should the mast become an efficient
resonator, significant bearing errors may occur. Mast resonances may
be eliminated or reduced by

a. making mast of nonmetallic structure,

‘ b. placing wavelength of insulating mast section between the
mast and the DF antenna (see NOTE below),

c. placing ferrite toroids (Ql and Q6 ferrite materials offer
good performance) on the mast and RF down feed control cable to
detune it, and

d. placing radial ground planes at the base of the antenna.
Consult manufactures for part numbers.

NOTE
Care must also be taken to eliminate the resonant

effects of the RF down feed control cable from the
DF antenna.

Other Error Sources

Other sources of DF error may be attributed to the items listed
next.

a. Imprecise alignment of DF antenna to its north reference or
other reference point,

‘ b. Inappropriate automatic DF processor front panel setting

which may include incorrect bearing offset, calibration not set to
zero, incorrect antenna frequency range selected, threshold set too
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high or too low, air/ground set to incorrect mode, 0/180° reference - '
set incorrect, calibrate/DF switch left in calibrate, low batteries or
power input,.

¢c. Inappropriate receiver front panel setting which may include
IF bandwidth set too wide or too narrow, automatic gain control (Auc)
set to manual or fast, receiver off tuned, squelch or carrier operated
relay {COR) set incorrect,

d. Inappropriate automatic DF processor input levels from
receiver with IF or audio set too high or too low.

e. Incompatible IF or audio inputs.

f. ODF antenna output not connected to correct receiver
antenna input when using receivers with selectable RF inputs.

NOTE

Some receivers may have front panel selectable
antenna inputs which may be se. to an incarrect
input,

7. Received signal is outside the operating frequency range of
the DF antenna or system.

h. The emitter antenna and the DF system antenna not clear of ‘
their respective Fresnel zones.

i. lInsufficient or asymmetric DF antenna ground plane, Many
mobile applications having an automatic DF antenna installed on the
roof may have higher errors noted around 45, 135, 225, and 315°
because of this effect,

j. Incorrect antenna receiver interconnect coax cable.

NOTE

This cable must be 100 percent shielded to elimi-
nate "signal ingress.” Regular RG58 or RG59 cables
are not suitable.

k. Platform resonances at various frequencies. This phenomenon
usually occurs at functions of the received signal wavelengths, for
example, 1/8 wavelength and 1/2 wavelength (see Mobile Platform
Errors).

1. The received signal may be arriving at an extremely high -
elevation angle outside of the optimum performance area of the DF
antenna. This high elevation angle may be noted at lower frequencies .
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where skywaves are present and when operating against airborne sig-
nals, that is, automated DF processor on the ground target emitter in
the air or vice versa,

Operators of systems must thoroughly acquaint themselves with the
inherent errors produced by their system when operating in the OF
mode. Accordingly, a daily DF calibration should be made using a
known source, from a known distance, operating at a known power level.
This calibration provides a daily status of the DF system's perfor-
mance and deterioration over time.

When direction finding on an omni-directional antenna, the signal
strength continually increases as the mobile DF system approaches the
source, When direction finding on a directional antenna, the direc-
tional antenna's gain characteristics affect the signal strength read-
ings. While trying to DF a microwave link, DF operators who rely too
heavily on signal strength readings may become confused when the sig-
nal strength changes as the mobile DF system moves outside of the
antenna's beam width,

When operating a spectrum analyzer to measure power or emission,
do not overlook selection of the proper resolution bandwidth. The
displayed signal distortion (convolution theory) must be held to a
minimum to produce accurate measurements.

a. If the analyzer's resolution bandwidth (IF) is less than the
bandwidth of the signal, only power is being measured. The analyzer
captures the peak signal strengths while sweeping over the analyzer's
span, and the narrow IF bandwidth prevents the display from distorting
the signal amplitude, However, the narrow IF distorts the display
tandwidth by failing to capture the entire signal's bandwidth all at
once. (Signal strength is accurate, emission bandwidth is not).

b. If the analyzer's resolution bandwidth (IF) is equal to or
greater than the bandwidth of the signal, emission is being measured.
With each sweep, the analyzer captures the entire signal's bandwidth.
The wide IF bandwidth allows the display to accurately present the
entire signal; however, the analyzer's signal amplitude will not be
accurate., (Emission bandwidth is accurate, signal strength is not}.

SPECTRUM MONITORING

As the number of projects and programs increases at each range
location, so does the demand for more efficient spectrum use., As a
result, each test range has to protect the limited amount of spectrum
resources available for range operations. See appendixes A through M
for procedures used at various ranges. While scheduling spectrum
activity will reduce user conflicts, monitoring is the management tool
used to ensure range safety, schedule compliance and spectrum effi-
ciency. The task of frequency monitoring involves the extensive use
of RF surveillance and analysis equipment for searching and scanning
the RF spectrum to identify signals that may interfere with any elec-
tronic range facility. Tnhus, the purpose of monitoring is to ensure
an interference free environment prior to and during operations.

17




Accordingly, specirum monitoring includes planning, contract quality
control, range safety, and encroachment,

P]anning

Spectrum information monitoring provides a data base on frequency
efficiency and use that managers and engineers rely on to plan future
requirements., The data base also establishes a historical record of
spectrum signal activity which must be considered when adding more
users to an established net (increasing frequency efficiency) or
assigning a new operating frequency (based on use). In addition,
spectrum monitoring data allows management to make decisions based on
historical signal activity instead of spectrum availability. This
data permits the frequency manager to select, at a glance, the fre-
guency with the lowest potential for conflict and the highest poten-
tial for success.

Quality Control

Spectrum use by automated weapons systems has increased the
demand for additional monitoring. Quality control of seeker systems,
threat parameters, and test results is now being accomplished by moni-
toring spectrum activities. Questions frequently asked include Did
the unit under test receive the correct signal? Was there another
signal interfering? Was the correct modulation used? Was the output
pawer at the correct strength? Because the answers to these and other
questions may make the difference between a project's success or fail-
ure, spectrum monitoring provides the project engineer and contract
specialist with the documentation needed to reach a decision.

Range Safety

Range safety relies on fast, accurate, real-time monitoring to
provide the range safety officer the best possible data during criti-
cal periods. Moreover, monitoring can provide the protection neces-
sary to ensure a safe RF environment prior to operations, During
operations, flight termination frequencies for unmanned test platforms
are high interest range safety items because the range safety officer
does not want to discover an unknown signal during a live-fire test,

Encroachment

As the local communities around the test ranges grow, encroach-
ment on the range spectrum becomes more of & problem. The range fre-
quency manager protects the interests of the test range and ensures
the best response from the loca)l Federal Communications Commission
(FCC) and the nonfederal user by monitoring range assets and spectrum
use, by identifying unknown signals received and their sources, and by
eliminating any interference as soon as possible., Usable range
spectrum must be maintained. However, current trends indicate that
all usable range spectrum will have been saturated long before any
range closes because of population growth, noise control abatement, or
poor air quality.
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TELEMETRY MONITORING INSTRUCTIONS

Telemetry monitoring protects range users from unintentional RF
interference and ensures that all frequency users are duly authorized
and scheduled and that they adhere to all tolerance, emission type and
bandwidth restrictions imposed.

Duties

a. Monitor spectrums (1435-1535, 2200-2300 and 2310-2390 MHz),
identify signals, measure signals and frequency, and log all
signals intercepted.

b. Inform station supervisor of all pertinent information con-
cerning monitoring position including tolerance violations, unautho-
rized emissions, interfering signals, and noncompliance with
instructions.

¢, Operate with other monitoring sites and mobile facilities as
required.

Equipment

Spectrum and signal analysis, frequency measurement, direction
finding.

Signal Analysis

a. Type
(1) Frequency modulation (FM)
(2) Amplitude modulation (AM)
(3) Continuous wave (CW)
(4) Modulated continuous wave (MCW)
(5) Telemetry
(6) Pulse
b. Bandwidth 60 dB down from unmodulated peak
¢. Relative signal strength
Method
a. Check the operations schedule for daily telemetry frequency
assignments to ensure that frequency assignments do not conflict. Al
assignment discrepancies shall be referred to the frequency manager
for appropriate action,
b. Log all signals intercepted ard enter required data on stan-

dard 10g sheet,
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¢. Identify all signals intercepted with those frequencies
assigned to projects for daily operations, [If a signal cannot be
identified as an authorized assignment, determine whether it is of
local or remote origin by coordinating direction finding results with
the other monitoring stations such as the mobile facility.

(1) If the signal is determined to be of local origin,
frequency management will dispatch a mobile facility to the suspicious
area to locate and identify the transmission source,

(2) If the signal is determined to be of remote origin,
attenpt to identify the origin area such as Los Angeles or desert
activities. Frequency management will direct a mobile facility to
locate and to identify the transmission source so that coordination
can be achieved.

d. Measure all signals intercepted to ensure that local assign-
ments conform to frequency tolerance requirements and that signals of
remote origin are sufficiently spaced from iocal signals, so they do
not cause interference,.

(1) If a signal of local origin is measured out of toler-
ance, notify frequency management for corrective action,

(2) If a signal of remote origin is measured within 250 kHz
of a local assignment authorized for a scheduled operation, notify
frequency management of the possible interference source. Provide
complete information concerning signal characteristics and enter time
of notification in the log. Frequency management should be notified
of any signal, regardless of frequency separation, when interference
appears likely.

(3) When periodic measurements of a local assignment show
abnormal transmitter operations such as excessive frequency drift,
spurious emission, and low relative signal strength, a separate log
detailing such discrepancies should be maintained. Using this infor-
mation, a conclusive report can be prepared for the project concerned
so that corrective actions can be taken.

Reporting Process

The monitoring station telemetering position operator will take
all actions concerning telemetry interference and will fill out an
interference report with all required information concerning the com-
plaint. The operator will immediately monitor the frequency involved
and notify the other monitoring stations of the reported interference,
giving full details and requesting assistance., Further, the operator
will keep frequency management fully informed of investigative prog-
ress, so a conclusive report can be made to the branch head.

If the interfering signal appears to be of local origin, fre-
quency management will dispatch a mobile facility to the area (as
determined by direction-finding techniques), so the source of
transmission can be located and identified. When the offender is
identified, frequency management and the branch head will be notified
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so appropriate action can be taken, If the interfering signal is
determined to be of remote origin, frequency management will notify
the branch head.

Platform/Aircraft Checkout

The checklist (see figure 1) should be maintained as data base
input on all telemetry transmitters being used. Because there is a
difference in modulation between each program, platform and aircraft
under test, frequency management and range operations must be aware of
any modulation changes during the test cycle., The frequency manager
also needs to know the exact bandwidth being used by each program and
project operating on the test range for frequency deconfliction and
scheduling purposes. Such bandwidth information is also used by range
operations' telemetry receiver systems to establish the IF receiver
filter bandwidth that can obtain the best data for a particular test.

RADAR MONITORING INSTRUCTIONS
Application of the following radar monitoring instructions will
protect range users from unintentional RF interference and will ensure
that radar and beacon frequencies are compatible.
Juties
a. Monitor spectrum from 90 MHz to 40 GHz by

(1) determining radar and beacon requirements,

(2) analyzing to ensure compatibility,

(3) identifying intercepted signals using triangulation
with other facilities and identification by known bearings or finger-
prints,

(4) measuring local signals, and

(5) 1logging all signals.

b. Assist frequency management or endorse silence requirements
as necessary,

Cc. Be aware of electromagnetic compatibility operations and
their effect on local operations.

d. Handle station interference problems (local) associated with
spectrum monitoring.

e. Keep frequency management informed of all pertinent data
concerning monitoring position.

f. OUperate with other frequency monitoring sites and mobile
facilities as required.
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AIRCRAFT CHECKOUT

(GENERAL CHECXOUT)
Alrcraft - Tail# _________ Date: Time:

HARDCOPY GRAPHS

Modulation Voltage Into Transmitter

Spurijous Products Double Frequency No Modulation

Spurious Products Single Frequency No Modulation

Rf Bandwidth 60 Db Down

OO0

Fm/Fm Subcarrier Modulation Spectrum Display

INFORMATION

Transmitter Sensitivity — _Knmz per Volt

RMS/PEAK/ PP RMS/PEAK/PP
Transmitter Specifications Antenna Type
Power Split — % Top — % Bottom
Calculated ERP — Watts (Top) —_  Watts  (Bottom)
Pre-modulation Filter Yes D No Type
Coordinating Engineer

ADDITIONAL MEASUREMENTS

Power Measured At Antenna Input Ant #1 dBm Ant #2 dBm
Modulation Into Transmitter VPP

Antenna Location

Figure 1. Aircraft Checklist, 22




g. Maintain close liaison with other operating positions
concerned with the same operation.

Equipment, Transmission Type, Frequency Measurements and Analysis

a. Band covered is 90 MHz to 40 GHz.

b. Signal types transmitted are frequency modulation, amplitude
modulation, continuous wave, modulated continuous wave, telemetry, and
pulse.

€. Frequency measurements are made direct and with a transfer
oscillator.

d. Two types of signal analysis used are panoramic presentation
and pulse analysis.

Method

a. Check daily operations schedule to determine operational
radar and beacon requirements identified with specific aircraft, drone,
or missile installations. Analyze radar and beacon frequency configu-
rations to ensure that frequency assignments do not conflict. It is
imperative that the beacon interrogation frequency be separated at
least 10 MHz, and when possible 15 MHz, from any other signal sources.
Refer all frequency assignment discrepancies to frequency management
for appropriate action.

b. Log all signals intercepted and enter required data on stan-
dard log sheet,

c. Compare all signals intercepted with range radar and beacon
assignments being used for daily operations, [If a signal cannot be
linked with range assignments, determine whether it is of local or
remote origin by coordinating direction finding results with the other
monitoring stations, If the signal is determined to be of local ori-
gin, frequency management will dispatch the mobile facility to the
area of suspicion to locate and identify the source of transmission.
If the signal is determined to be of remote origin, attempt to iden-
tify the area of origin. Frequency management will request assistance
from the area frequency coordinator in such cases.

d. Measure all signals intercepted to ensure that local radars
conform to authorized frequency assignments and that signals of remote
origin are sufficiently spaced from local assignments so as not to
cause interference., This is particularly important in the case of
beacon interrogation frequencies. 1If a radar frequency appears to
have been changed without prior coordination, notify frequency manage-
ment who will take appropriate action. If a signal of remote origin
is measured within 10 MHz of a beacon interrogation frequency being
used for a scheduled operation, notify frequency management of the
possible interfering source. Provide complete information concerning
the signal characteristics and enter the time of notification in the
log. Frequency management should be notified of any signal, regard-
less of frequency separation, when interference appears likely. When
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daily periodic measurements of a local assignment show abnormal trans-
mitter operation such as excessive frequency drift, spurious emissions, .
and low relative signal strength, notify frequency management,

Reporting Process

a. The frequency monitoring station radar position operator will
take all actions concerning radar interference and will fill out an
interference report with all required information concerning the com-
plaint. The operator will immediately monitor the frequency involved,
notify the other monitoring stations of the reported interference,
giving full aetails and requesting assistance. Further, the operator
will keep frequency management fully informed of investigative prog-
ress so that a conclusive report can be made to the branch head. If
the interfering signal appears to be of local origin, frequency man-
agement will dispatch the mobile facility to the suspicious area (as
determined by direction finding techniques), so the source of the
transmission can be located and identified. When the offender is
identified, frequency management will be notified so that action can
be taken, If the interfering signal is determined to be of remote
origin, frequency management will request assistance from the area
frequency coordinator,

b. When radar silence is in effect for a scheduled operation,
ensure that the prescribed frequency band is clear, All discrepancies
will be referred to frequency management for corrective action.

c. A1l EMC operations, either of local or remote origin, will be
monitored to ensure that harmful interference is not encountered on .
frequencies using restricted bands.

RADIO COMMAND CONTROL/DRONE MONITORING INSTRUCTIONS

Radio command control/drone monitoring is employed to detect
extraneous radio command signals and to ensure proper operation of
control station transmitting equipment. The monitoring station
recording position operator will

a. coordinate marking of all charts being made at each monitor-
ing station;

b. record the operation number, date, frequency, operator, and
recorder number being used at the beginning and end of each chart;

c. monitor assigned communication circuit for status of missile
launch or drone take-off;

d. start recorders prior to missile or drone radio command con-
trol checkouts and identify each radio command/control function pre-
check with the controlling station when applicatie;

e. validate operational schedule by checking teletype. If pre-

check from a particular station appears abnormal, notify frequency
management who will take corrective action before launch; .
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f. mark recording with all pertinent data including countdown
{beginning at the minus-two-minute warning or when the drone is
spotted), zero time (missile launch or drone takeoff), transfers of
control showing controlling station, and time of landing or splash, if
applicable;

g. ensure range timing is on;

h. include countdown of firing operation (beginning at the two
minute warning) if a command controlled missile or drone is being used
as a target; and

i. observe panoramic adapter to ensure that control signal is of
sufficient strength to maintain positive control during transfers of
cantrol, If the control station is at an extended range, request that
another facility provide this data.

YOICE COMMUNICATIONS MONITORING INSTRUCTIONS

Voice communications monitoring protects range projects from
unintentional radio frequency (RF) interference and ensures that all
frequency users are duly authorized and adhere to all tolerance,
emission type, and bandwidth restrictions imposed. The following
sections describe various aspects of the voice communication
monitoring process.

Duties
a. Monitor voice communications spectrum by

(1) identifying all signals used on operations and all
apparent signals, and

(2) analyzing signals using measurement, signal strength
and signal characteristics of AM, FM, Pulse, CW, and M(CW.

b. Keep frequency management informed of all pertinent informa-
tion concerning position including tolerance violations, unauthorized
emissions, interfering signals, and noncompliance with range instruc-
tions.

c. Conduct operational readiness checks for such project equip-
ment as pen recorders and be sure chart recordings are made of all
air/surface launches for interference verification,

Method

a. Check operations schedule and teletype for daily command
control frequency assignments, Ensure that frequency assignments do
not conflict., All assignment discrepancies shall be referred to
frequency management for appropriate action.

b. Log all signals intercepted and enter required data on stan-
dard log sheet.
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c. Compare all signals intercepted with those frequencies
assigned to projects for daily operations. If a signal cannot be
identified as an authorized assignment, determine whether it is of
local or remote origin by coordinating direction finding results with
the other monitoring stations. I[If the signal is determined to be of
local origin, frequency management will dispatch the mobile facility
to tne suspicious area {(as determined by use of direction finding
techniques), so the source of the transmission can be located and
identified. When the offender is identified, and the signal source is
one that has not been authorized, a radio discipline violation report
will be issued. If the signal is determined to be of remote origin,
attempt to identify area of origin such as Los Angeles or desert
activities. Frequency management will direct the mobile facility to
locate and identify the transmission source so that coordination can
be achieved.

d. Ensure that local assignments conform to frequency tolerance
requirements and that signals of remote origin are sufficiently spaced
trom local signals so as not to cause interference., [If a signal of
local origin is measured out of tolerance, notify frequency management
who will take corrective action. If a signal of remote origin is mea-
sured within 1,0 MHz of a local assignment authorized for a scheduled
operation, notify frequency management of the possible interference
source, Provide complete information concerning signal characteris-
tics and enter in the log the time of notification. Responsible per-
sons will be notified of any signal, regardless of frequency separa-
tion, when interference appears likely. When periodic measurements of
a local assignment show such abnormal transmitter operations as exces-
sive frequency drift, spurious emission, and low relative signal
strength, notify frequency management,.

Reporting Process

The monitoring station command control position operator will
take all actions concerning command/control interference and complete
an interference report containing all required information concerning
the complaint, The operator will immediately monitor the frequency
involved, and notify the other monitoring stations of the reported
interference, giving full details and requesting assistance. Further,
the operator will keep frequency management fully informed of investi-
gative progress so that a concluvsive report can be made to the branch
head. If the interfering signal appears to be of local origin, fre-
quency management will dispatch the mobile facility to the suspicious
area (as determined by use of direction finding techniques), so the
source of the transmission can be located and identified. When the
offender is identified, notify the frequency management/branch head
who will take appropriate action., If the interfering signal is deter-
mined to be of remote origin, frequency management will notify the
branch head.
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MISCELLANEOUS MONITORING INSTRUCTIONS

Miscellaneous monitoring is conducted to protect range users from
unintentional RF interference and to ensure that users are duly
authorized and adhere to all restrictions imposed.

Duties

a. Monitor communications circuits and make spot checks of all
daily assigned circuits to

(1) measure frequency of users,

(2) <check call signs of users,

(3) check for interference,

(4) <check for circuit procedures, and

(5) <check for noncompliance of applicable DOD instructions,

b. Monitor permanently assigned radio relay links, propagation
study transmitters and aids to navigation to

(1) measure frequency,

{2) check bandwidth,

(3) <check relative signal strength, and
(4) monitor for interference.

¢. Keep frequency management informed of all pertinent informa-
tion concerning position.

Method

Measure all signals to ensure that assignments conform to fre-
quency tolerance requirements and that signals of remote origin are
sufficiently spaced from local signals so that they do not cause
interference. If a local assignment is measured out of tolerance,
notify frequency management for corrective action. If a signal of
remote origin is measured close enough to a local assignment to cause
interference, attempt to identify the area of origin. Notify fre-
quency management upon identification. When periodic measurements of
local assignments show such abnormal transmitter operations as exces-
sive frequency drift, spurious emissions, or low relative signal
strength, complete a 109 entry detailing all discrepancies, so a
conclusive report may be made to the project concerned to ensure
corrective action is taken,
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Actions

The monitoring station miscellaneous position operator will take
all actions concerning frequency interference and will complete a
report containing all required information concerning the complaint.
The operator will immediately monitor the frequency involved and
notify the other monitoring stations of the reported interference
giving full details and requesting assistance. Further, the operator
will keep frequency management fully informed of investigative prog-
ress so that a conclusive report can be made to the branch head.
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AIR FORCE FLIGHT TEST CENTER
EOWARDS AIR FORCE BASE

FREQUENCY CONTROL AND ANALYSIS SECTION

The Frequency Control and Analysis (FCA) section functions as the
spectrum enforcement and control arm of the Air Force Flight Test
Center Frequency Management Office, The FCA provides direct mission
support on all RFI/EMI studies, ECM requests, restricted band testing,
and surveillance analysis services which are required by DOD users or
Air Force contract facilities on or around the R-2508 National Test
Range Complex,

The FCA section uses a wide variety of electronic test equipment
mounted in a mobile facility to provide real-time analysis data in a
calibrated output at either remote range locations or next to the air-
craft on the flight line. The FCA van is self supporting with onboard
AC voltage, air conditioners, and computer support for long duration
signal monitoring. The FCA facility is capable of receiving and
processing (RF) signals while in motion. The small size of the van
allows for off-road conditions or restrictions that are easily over-
coma, Equipped with state-of-the-art surveillance equipment and using
the latest monitoring techniques, the FCA section supports and pro-
tects the AFFTC's spectrum interests.

Point of Contact

The FCA section can be reached 24 hours a day by contacting the
1925th Communications Squadron, Job Control, at (805) 277-3444, DSN
527-3444, or by the AFFTC, Command Post, at (805) 277-3040, DSN 527-
3040. During normal duty hours, the FCA can be reached at (805) 277-
8448, DSN 527-8448,

Requests for Support

Project and program priorities are scheduled and handled on a
secondary basis to safety of flight, safety of life, and telemetry
interference. The FCA section has recently procured a second mobile
facility which will relieve most of the scheduling conflicts currently
being experienced when requesting support.

Operating Parameters

By December 1989, the FCA's spectrum monitoring range will be 20
Hz to 110 GHz with direction finding capabilities from 150 MHz to 110
GHz., Pulse width measurement capabilities range from 100 MHz to 110
GHz at 10 nanoseconds pulse durations. The overall system sensitivity
of the FCA's spectrum monitoring system is -100 dBm from 20 kHz to 10
GHz, -90 dBm from 10 GHz to 22 GHz, and -80 dBm from 22 GHz to 40 GHz.
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Block Diagram

The areas discussed next are antenna system, signal processing,
and automation.

Antenna System., There are six antennas covering the frequency
range of 20 Hz to 110 GHz used by the FCA facility operators. These
antennas are connected to an IEEE-488 bus controlled switching matrix.
Any of the 10 inputs can be connected manually to any of the 10 out-
puts from the front panel or computer controlled.

Signal Processing. Two analyzers and receivers are used to col-
lect data from the spectrum. One analyzer is directly interfaced to
the SRL front end receiver, The SRL front end receiver only masks the
analyzer, allowing the sensitivity to be lowered while retaining all
the analyzer's functions. It also provides a wider IF bandwidth for
pulse analysis in the lower frequency ranges. The second analyzer al-
lows the operator to perform manual analysis while the first remains
under computer control collecting data. The second receiver is used
to monitor and to control normal voice transmissions without impacting
the operations of the analyzers. This second receiver also allows the
system operator to monitor the test communications from standoff loca-
tions without interfering with close aircraft ground support mainte-
nance crews. Another method of pulse measurements is obtained by use
of a Preselector to filter received RF signals present while providing
about 30 MHz of bandwidth. The Preselector's YIG filter is tuned by

. the spectrum analyzer when the Span function is set to 0 Hz, allowing
the pulse analysis measurements to be detected by a diode then ampli-
fied prior to being displayed on a digital oscope. MWhile this method
requires a strong signal input, it has proven to be a highly accurate
measurement.

Automation, Software is a problem because most vendors only
offer programs directed toward INTEL, ELINT or TEMPEST measurements.
As a result, the bulk of redundant software requirements and applica-
tions are being met by locally designed programs. OQutput products can
either be on paper, in the form of X-Y spectrum plots, numerical print-
outs, or stored to a hard or floppy disk for future analysis. The FCA
computer uses an IEEE-488 bus to control the FCA test equipment and
receivers.
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SECTION 1.0

INTRODUCTION TO THE FREQUENCY CONTROL AND ANALYSIS SYSTEM

1.1 SYSTEM OVERVIEW

A limited number of frequencies are allocated for range operations. Further-
more, infringements to these frequency franchises regularly and repetitively
occur, which significantly decrease operational effectiveness. The funda-
mental purpose of the FCA complex is to achieve the maximum effectiveness
and utilization of the restricted frequency spectrum allocated for range
operations. These FCA system objectives are accomplished by two collateral
but different techniques; i.e., (1) spectrum monitoring and surveillance,
and (2) management and control of the allocated freauency spectrum. The
execution of the frequency surveillance and monitoring system function by
the FCA complex is accomplished by remote FCA systems. All freguency sur-
veillance and monitoring data obtained by the FCA complex is supplied by

the remote FLA systems. Furthermore, the utilization of the FCA complex to
facilitate cther range activities is also required. The primary rance ob-
jectives that are accommodated by the FCA complex are monitoring of the
freauency environment during EW exercises, and correlating the freaquency
environment data measured with EW exercise activities. Additional range
operations personnel are provided with freauency spectrum data from the FCA

compiex.

Thes2 fundamental FCA objectives impose certain constraints on the FCA com-
nlex. In orcer to satisfv overall FCA reaquirements within the confines of
these constraints, the FCA complex is structured to provide efficient
utilization of system resources. This structure provides orderly command

and control sequences to ensure efficient data accuisition anc management.

1.2 SYSTEM DESCRIPTICN

The FCA ccmeclex consists of two basic subsystems. s command master and a
remote FCA supbsvstem. The fundamental responsibility of the FCA remote site
is tne reai-time acquisition of frequency spectrum data. The command master
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controls the operation of each remote site, provides central command and
contro! capabilities of the FCA complex from a central location, provides
complete system analysis and display capability for the FCA complex, and

provides the interface between the FCA and non-FCA range systems.

The hardware required to implement the FCA command master and remote site
systems is dependent on the primary and secondary functions of each subsys-
tem. .The fundamental responsibility of the FCA Remote Site is the real-time
accuisition of frequency spectrum data. The primary function of the command
master is to control and coordinate the operation of remote sites, provide
complete svstem analysis and display capability for the FCA complex, and

provide the interface between the FCA and non-FCA range systems.

Figure 1-1 is a block diagram of the FCA system. The communication group
separates the Command Master System (CMS) from the Remote Master System (RMS).
Eacn system and group within the system is discussed in detail in the

succeeding pages of this manual.
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SECTION 2.0

FCA SYSTEM SOFTWARE

2.1 GENERAL ORGANIZATION

The FCA complex consists of two basic subsystems, a command master system
(CMS) and Remote Master System (RMS). The system software is organized to
obtain maximum efficiency of system resources within the operating constraints
of each subsystem. |In order to satisfy the overall FCA requirements at the
desired efficiency level, the system software is defined and developed in

functional module form.

The modular approach has several advantages over other software croaniza-
ricn techniques. Among these advantages are improved operating efficiency

and expandability.

For ooerating purposes each functiona! module is self-sufficient, thus
eliminating needless loading and reloading of redundant programs while the
system is performing a specific function. In this way, operational con-
tinuity of the FCA complex is maintained. Software modular organization
will enable future FCA expansion tc be accomplished with minimal integration
difficulties.

The FCA subsvstem programs are divided into three subsections; control
modules, functional modules, and support modules. The control modules con-
tain all of the data area and programming necessary to establish and maintain
operational authority over the particular FCA site. This includes both on-
site and off-site control. The functional modules are organized to per-

form each site's primary responsibility. The support modules help maintain

the system software ancd enable continued development

2.1.1 SOFTWARE ORGANIZATION

The FCA software satisfies three fundamental requirements which are:

A

A. Executive Control
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B. Functional System Objectives

€. System Support ‘

The executive routines control or indicates control of the FCA complex.
This control includes creation of remote site job scenarios, the contro! of
external command requests and also the listing, displaying and storage of
data acquired by the remote site. The functional objective of the system
is to provide the analysis capability required for control and management
of the frequency spectrum and maintenance of the system. Additional soft-
ware capabilities are in the form of system suprart for both cn-line and

off-line programs.

2.1.2 CONTROL
The control functions are utilizeod to initiate and maintain Qperation of the

FCA compiex. The decision module provides the system operator with the

facilities for commanding the various equipments in the FCA complex in both
the manus! and automatic moces of operation. The system's operator controls
are cesignea with minimum complexity in order that operation is not re-
stricted bty a myriaag of actions. The system modules perform their tasks
automatically in response to either a system operator reguest or a particular
job definition. This places system command decisions with the operator and

regulates the system control t&sxs to the remaining control modules.

The executive module provices ccmplete multiprogramming capaoility in a

real-time environment.

Disc files are utilized as storage for the functional modules so they will
be rapidly available to the system. This easy access to system component
mocules enacies the executive to coordinate all system activities other
than those functions that are cirectly connected to interrupt levels or
off-line. The executive ioacs non-resident tasks, and provides a log of
its activizies. Tasks are initiated on the basis of time of aay, elapsed

time, extersa: interrup:, rounc rcbin, operator request, Or another task.
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2.1.3 FUNCTIONAL
The FCA system objectives are accomplished by two collateral, but different
technigues, i.e., (1) spectrum monitoring and surveillance, and (2) manage-

ment and control of the allocated frequency spectrum.

The implementation of the FCA objectives requires the utilization of
several functional software modules. These modules are designed to provide
complete system analysis and display capabilities and perform system

maintenance.

2.1.4 SUPPORT

Support programs include all auxiliary or primary projgrams that are neces-
sary for operation of the major additional FCA programs. These programs
include FCA |/0 controllers, command decode, programs linkage, some diag-

nostic routines, input/output data handlers, etc.




2.3 SPECTRUM MONITORING MODULE
Tha spectrum monitoring program module performs the necessary functions to
detect electromagnetic interferences (EMI) that significantly affect the

range electromagnetic space.

The most efficient and positive method for providing EMI control is measure-
ment of the frequency spectrum. The spectrum monitoring functions and the
FCA equipments define an automatic frequency signal meter. The spectrum
monitoring functions establish a frequency bandwidth. The adjustment range
of the frequency bandwidth provides the spectrum monitoring module with
considerable measurement flexibility. The bandwidth can be positioned to
any specific frequency in the § kHz to 18 GHz frequency spectrum. The
system can observe all signals in the selected frequency or can be directed
to a specific bearing. The module can also be directed to accommodate a

wide range of signal inputs.

The spectrum monitoring module is utilized to obtain the actual density of
the frecuencv spectrum. The fregquency measurements provide the following

information:

Detection of Unscheduled Frequencies

Further Definition of Scheduled Signals Contained in the Data Base
Verification of Authenticity of Scheduled Frequencies

definition of Signalis

Spectrum Density

Spectrum Signal Voids

Direction of Hostile Signals

a o0 m m u o w 3

Directional Field Strength

Signal Signature Analysis

One of the basic advantages afforded by the frequency measurement is the
availabilizy of real-time information which can iagentify potential problem

areas. The cetection of unscheguled frequencies :that interfere with range
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operations permits immediate action to be taken. The offended signal can
be rescheduled and/or action can be taken against the offending transmitter.
Notification can be given with respect to scheduled signals that are not

operating within assigned allocations.

2.3.1 SPECTRUM SURVEILLANCE

Upon acknowledgement of the appropriate instructions, the surveillance module
performs automatic RF spectrum surveillance within the 1{mits specified in
the input commands received from the decision module or the command master.
The purpose of the spectrum surveillance module is to determine what trans-
mitters are operating in a specified band. The system begins interrogating
the receiver at f‘ and will proceed to f2 by Af steps, pausing at each
discrete frequency long enough for the receiver to tune to the desired fre-

quency and for the module to input the amplitude data.

2.3.2 SPECTRUM CHANGE

Spectrum data (signal level versus frequency data between fl and fz) from

one frequency scan is compared with data from the previous frequency scan.
The system is capable of comparing data taken at each test freauency and pro-
duces an output when a change in the signal spectrum exceeds the threshold

Vimicg.

Upon acknowliedgement of the input commands, the system begins interrogation

of +he receivers starting with f‘ and going through f, at Af steps. The

2
frequency signal level is compared with the frequency signal level of the
previous scan. |f the change is greater than the desired limit, the data
is flagged, causing a printout to occur with the frequency, levei of the

measured signal, and time.

2.3.3 UNSCHEDULED RF EMANATION DETECTION
The system is capable of detecting and comparing all RF emanations against
the selectead RF schedule data base as designated by the system operator.

Upon acknow!edgement of the input commands, the system begins a spectrum
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surveillance. At each discrete frequency the system compares the receiver
input to the data base. |If there is an emission where none s scheduled,

the system outputs the detected data.

2.3.4 RF SIGNAL ANALYSIS

The system is capable of performing the following RF signal measurements:

A. Frequency

B. Signal Level
C. Pulsewidth
0. PRF

E.

Frequency Deviation

The system begins a spectrum surveillance pausing at each frequencv for a
period iong enough to make the preceeding measurements. This is done through
interrogation of the signal analysis unit. The time delay is a function of
the pulsewidth and PRF.




2.4 CALIBRATION MOOULE '
The data obtained by the FCA spectrum measurement equipments is utilized to

identify and assist in eliminating unscheduled signals and to provide data

which augments the data base content. System calibration insures the validity

of system operation and provides the compensation necessary for system non-
linearity. The mesasurement of known signal sources establishes the dif-

ference between the known signal and measurement signals. From a series of
measurements, exact differences are established for signals based on power

level, attenuation, slignal path, frequency, etc. The compensation estab-

lished a family of error curves which will be added to the measurement value

of a signal. The fundamental objectives that are accomplished by the cali- ‘

bration procedures are delineated below:

Operability of Equipment
System Status

Signal Path Loss
Receiver Linearity

. Signal Compression ‘
Excessive Equioment Measurement Deviation

m ™M O O © P

Data Confidence

(2]

2.4.1 AMPLITUDE/FREQUENCY CALIBRATION

The receiver system is amplitude calibrated by aooiying a known RF signal
source to the input of the receiver. The FCA ccmoiex tunes the receiver :o
the frequency of the known signal source. The prcgram then increases the
freauency of the receiver and signal source in pregefined steps. The
system measures the signal level as the receiver is tuned to each step and
the difference is stored in calibration tables for subsequent use by the
spectrum surveillance programs. This is accomplished for each bandwidth

of the receiver.

S8oth the receiver and signal source are synthesizer referencea. Thus, ‘re-
quency calibration Is provided by observing the calibration errors in the |

<Mz banawid:n. Abnormallv larce errors will indicate an eguinment =aifincrinn




2.5 FREQUENCY MANAGEMENT AND ANALYSIS MODULE

The frequency management and analysis module is provided to support the RF
management function of frequency coordination. Frequency coordination is
taken as the process of effecting arrangements and technical liaison for the
purpose of minimizing electromagnetic interference through cooperative use
of the radio frequency spectrum. This process includes allocation, assign-
ment, and/or schedule of a frequency or band of frequencies. The program
package establishes the compatibility of requested frequencies with existing

activities.

The RF frequency management program operates in both real-time and non-real -
time environments, either alone with the system executive, or with other in

3 real-time moge. The need for timely processing of frequency assignment
requests is needed; therefore, the program allows zhe operator to specify
only those calculations required for a particular application. Five analysis
modules are utilized to provide an efficient RF freauency management package.

These program modules are:

Individual Analysis
Rapid Cull
Comprehensive Cull

Schedule Analysis

m O O @ >

Data Base Management

The basic individual analysis routines are organized to provide maximum user
flexibility and equipment utilization within the context of the FCA oojec-
tives. These routines perform various signal analysis functions and form

the basis for the FCA cull procedures.

The cull procedures support the coordination of the usage of the RF spectrum
resources. The rapid cuil procedures determine frequency scheaule conflicts
within minimal operational requirements. The comprenensive cull routines

are cavable of performing the cull procedures to various leveis of accuracy
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dependent on the system operator's discretion and the allowable time for

the procedure.

The schedule analysis programs determine an optimum ,requency schedule from
considerations of spectrum density, usage, interference culls, etc. This
moduile requires extensive operator/machine communication to determine an

optimized frequency schedule.

The data base management routines provide the capabilities for creating,
merging, and updating the system data base. These procedures should be

performed periodically to ensure the integrity of the FCA data base.

2.5.1 INDIVIDUAL ANALYSIS MODULE

The real-cime surveillance capabilities of the FCA ccmplex are :omplemented

by off-line analysis capabilities to provide a realistic frequency manage-

ment and control capability. The FCA analysis capability is predicated on '
three fundamental factors: (1) the determination of the effects of receiver-
transmitter pair interference based on existing, planned and detected un-

scheduied transmitters, (2) the utilization of the FCA detection and display

capability as the fundamental analysis tool, (3) analyses based on detected

frequency environment rather than generalized analyses programs utilizing

typical system parameters.

The general concept which supports the FCA analysis requirement is estimating
freauency scheaule compatibility based on available data; therefore, sig-
nificant emphasis is placed on data fidelity rather than manipulation of
expectant or typical data. This data is then utilized to define existing

incompatibilities and develop subsequent solutions.

The FCA analysis capability is comprised of several different analyses that
are communitive with each other. The communitive nature of each analysis
requires the results of one analysis be used by other analyses such that the

utilization of a subset of analyses places emphasis on a particular problem, ‘




3.2 COMMAND MASTER CONFIGURATION

The FCA command master performs three fundamental operations. The command

master controls or initiates control of the FCA complex. This control includes

the transfer of commands to the remote sites, the reception of data from

the remote sites, and the control of external command requests.

The command

master also provides for data storage, the display of acquired data, and

the creation and maintenance of the system historical data base.

Finally,

the command master performs the analysis procedures required for control

and management of the frequency spectrum. An FCA command master site con-

figured to control and maintain one remote site includes the following

equipment:

a. Computer with 56 K of Memory

b. Two Disc Units with § M Byte Capacity Each
¢. Two 9-Track Magnetic Tape Units

d. Three Spectrum Displays

e. X-Y Recorder

f. Card Reader

g. Line Printer

h. Teleprinter

i. High Speed Paper Tape Unit
j. CRT/Keyboard with Alert Indicators
<. One Full Dupiex Modem Controller

1. GFE Dial Assembly Terminal

One disc and magnetic tape unit is required for each additional remote site

added to the FCA complex. One modem controller is also required for each

additional remote site added to the FCA complex. To implement additional

remote site functions into the FCA command master control, a minimum of one

modem controller and additional data storage devices (disc unit and/or

magnetic tade units) will be reguired.




Coordinating the FCA command master responsibilities with the available
hardware results in the equipment being structured according to their
primary functions within the overall system objective. This structuring
does not limit the functions of a particular device, but it does define
its primary responsibility. The hardware structure is delineated in the
following paragraphs. The system computer is an integral part of each

group.

3.2.1 COMPUTER GROUP

A GTE-IS 1000 computer is used at both the command master and remote sites
to provide the operator complete control of the FCA complex. The computer
employs parsilei 16-bit organization with 16 programmable registers, auto-
load, real-time clock, a large instruction set with a minimum of 96 in-

structions, and a 750 nanosecond memory cycle. Modular construction with

integral power supplies, housed in rack-mountable chassis, is used to

simplify system configuration, field expansion, and serviceability.

A priority-interrupt system is used with a versatile I/0 instruction set
and hardware controlled direct memory access. All 1/0 functions are
handled via the /0 bus. This bus interfaces with the peripheral con-
trollers to drive the controllers and to carry data, control, and interrupt
signals. A 1/0 bus buffer is provided between the computer and computer

controllers.

A power failure monitor and automatic restart capability are provided.

This feature provides the processor an interrupt when power failure occurs.
This interrupt will cause the program to bring the processor to a normal
hait condition, thereby insuring correct program operation when power is
restored. If automatic restart is enabled, the program restarts when

power is restored.
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An instruction trap capability is provided. This feature provides for
the detection of instructions and addressing modes that are not hardware
implemented. Detection of such an instruction results in an interrupt
to a memory location.

A direct memory access capability is provided. This feature provides for
the transfer of data between the |/0 bus and memory, bypassing all CPU
registers. The transfers are accomplished on a memory cycle-stealing
basis. Refer to table 3-1 for processor specifications.

A hardware multiply and divide is provided. Multiplication logic allows

a 16-bit x 16-bit multiplication in two's complement-binary format, result-
ing in a 31-bit product. Divide logic allows a 31-bit x 16-bit division,
resulting in a 16-bit quotient with a 15-bit remainder.

All peripheral controllers are located in the computer controller chassis

and use the computer integral power supply.

3.2.2 DATA STORAGE GROUP

The data storage group consists of equipment utilized to store large
quantities of system data or input system data and/or parameters into the
system computer. The data group equipment includes a disc, magnetic tape
transport, high speed paper tape reader, high speed paper tape punch, and
a card reader. Refer to table 3-2 for a list of data group equipment and
figure 3-1 for a data group block diagram.




Table 3-1

Tempo 11 Computer Specifications

Arithmetic:

Word Length
Instructions:
Data:

Hardware Registers:

Interrupt Priority
Levels:

Addressing Modes:

Parallel, binary, fixed-point, two's complement.
Hardware multiply/divide.

16 or 32 bits
16 bits

16 general purpose, 22 total.

8

Direct, indirect, indexed, indexed/indirect,
direct/indexed, indexed/indirect/indexed,
immediate and relative.

in-

Only Memory
Type:
Capacity:

instruction Set: 14 load and store 15 branch
- 14 arithmetic 5 control
= 9 logical 51/0
e 13 register 2 special
o 19 shift
3
ic | Memory Type: Ferrite core, direct access.
Memory Speed: 750 ns/cycle (read/restore),
Memory Size: 8192-word increments.
Words Directly
Addressable: 65,536
1/0 Bus: Buffer driver.
I/0 interface Rate: | Up to 86,000 words/second (program dependent).
DMA Rate: Up to 1.1 million words per second.
10P Enables 4 peripherals to use DMA.
. : Circuitry: Solid state, inciuding TTL, DTL and MSi integrated
S Ol circuits and silicon semiconductors.
o =| Power: 115V AC +10%, 60 Hz, 8A, maximum integral supply.
Chassis, Dimensions:| 7" x 9''W x 22'D.
Weignt: Less than 75 pounds.
Capacity: Positions for 8 boards.
CPU Module Program Flags Power fail/Restart
Byte-Oriented Instructions Interrupt Mask
= Automatic Program Loading instruction Trap
= Using the Read-Only Control Panel
z Memory Power Panel
= Direct Memory Access Real-Time Clock
T Program Load Read-

Solid state
16-bit word length; 128 words (not part of main
memory) .

Refer to vendor manual, Tempo ||, for more information.
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Table 3-2 Data Group Equipment

ltem Manufacturer Mode! Number Quantity
Magnetic Tape Unit Pertec 6840-9 2
Disc Caelus 203-2 2
Paper Tape Reader Digitronics 2540 EP 1
Paper Tape Punch Talley 1200 1
Card Reader United Business 500 1
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SECTION 4.0

REMOTE SITE SYSTEM

L.1 REMOTE SITE EQUIPMENT GROUPS

Several groups of equipment are utilized to fulfill the FCA system require-

ments.

As with the command master site, the site computer is an integral part of

all hardware groups.

This equipment is divided into functional FCA modular elements.

following equipment:

—

T 0o m m o O @ >

w VWO VB O Z X R G

Computer with 32K of Memory
Disc Unit with 5M Byte Capacity
Keyboard/CRT

Teiepage Printer

High Speed Paper Tape Reader
CRT Display

Microwave Noise Sources

30 MHz - 1000 MHz Noise Source
1 MHz -~ 10 MHz Frequency Synthesizer
§ kHz - 1 MHz Frequency Synthesizer
Microwattmeter

Millivoltmeter

RF Patch Panel

Status Panel

€ kHz - 1000 MHz Receiver

] GHz - 18 GHz Microwave Tuners
Microwave Frequency (ounter
Signal Analysis Unit

Antennas (Omni and Directional)
RF Switches

Attenuators

Preamplifiers

Antenna Padestals
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L1

SYSTEM COMPUTER

The FCA control group consists of a general purpose computer and equipment

controllers. A controller is provided to interface each FCA module with the

system computer. Table 4-1 delineates the basic system computer character-

istics.

4L.1.2 DECISION GROUP
The decision group is used by the site operator to locally control a remote

FCA site.

The decision group consists of a keyboard, CRT, and alert panel,

status panel, and a control panel. System commands are entered locally by

the site operator from the keyboard. System data, operational status, and

operator commands and interrogations are printed out on the telepage printer.

Directicnal antenna positions and attenuation levels are displayed on the

antenna status panei. Controls are provided to permit attenuation levels

and pedestal positions to be controlled. When the site is in the remote mode,

decision commands and responses are transferred to and from the FCA command ‘

master via the modem controller.

4.r.2.0

CRT/KEYBOARD CONTROLLER

Refer to paragraph 3.2.3.) for a detailed discussion of the CRT/Keyboard and

controller. Figure 4-1 illustrates the keyboard codes and the remote site

keyboard is shown in Figure 4-2,

4L.1.2.2 OPERATORS STATUS PANEL

The status panel consists of a functional flow block diagram of the RF and

pedestal system from the antennas to the SC! receiver. The nanei displays

in real-time, by means of LEDs, digital displays, and LED switch matrices,

the following:

m O o @ >

Antenna in Use
RF Path(s) in Use

Atzenuation Value in Eacn RF Path
RF Tuner in Use
Svstem Calibration Device in Use .
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4.2 REMOTE SITE CAPABILITIES

The fundamental objective of the FCA remote site is to extend the fregquency
monitoring and surveillance range of the FCA complex. The remote sites
contain the software to perform the frequency surveillance functions. The
accuracy of the frequency monitoring and survelllance data depends on the
reliability of the system equipment. Therefore, equipment calibration is

of paramount importance for validity of system operation and for the
compensation for system non-linearity. The following functions are the basis

for remote site system operation:

Control of Attenuator Pad Settings
Control of Receiver/Tuner Frequency Settings

Control of Antenna Switching Selection and Antenna Bearings

Qo o o >

Control Input of Digitized Signal Strength, Frequeney and Signal Type

The surveillance and calibration functions are capable of local or remote
operation. Under lgcal control the site operator manually supplies all input
parameters for the required functions. The site operator controls all phases
of the remote site operation until a control command is received from the
command master. The command master provides site control commands under

the remote operational mode. The command master operator supplies a job
scenario to define the remote site operation. Both in the local and remote
modes, the controlling operator is capable of dynamically reconfiguring

system operation by using the decision module functions.

The remote site also provides a backup to some of the command master analysis
functions. These functions are limited due to the 1/0 capabilities of the
remote site and are not used unless the command master is incapable of
performing the functions. The remote site analysis functions are performed

only in the local mode.

Diagnostics functions are available to determine the operability of the
remote site equipment. The diagnostic programs provide the site operator

the means to determine the accuracy of each equipment item. The diagnostics
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also serve as an aid in isolating equipment malfunctions. The diagnostics
functions are performed in the local mode under direct operator control,

4.2.1 DATA INPUT EQUIPMENT

The disc unit is a high speed device whose data transfers to computer memory
are time-shared with the CPU on a cycle stealing basis. The paper tape con-
troller controls the transfer of paper tape data from the high speed paper

tape reader.

4,2.2 OPERATOR EQUIPMENT

The FCA system is structured to respond to operational requests. This struc-

ture permizc complete coperational use of the FCA systems by a singl!e operator.

Commands are enterec from the keyboard. C(ommand seiection includes special
function keys and a complement of alphanumeric¢ keys. Simplification of
command entry and operator assistance is obtained by the CRT system alarm
panel and system status panel. The CRT works with the keyboard to provide
command seiecticn alternatives, system responses, and supplemental system
information. The system status panel displays the current system configura-
tion and specific system values, such as direction and attenuation. The
system alarm panel displays system irregularities and critical situations.
Associated with the system status panel is a system control panel. The
system control panel is a maintenance aid which permits manual control of
antenna direction and attenuation selection. A separate controller is used
for zhe CRT and keyboard. The system alarm panel is a part of the CRT;
therefore, the CRT controller is used to transfer data to the system alarm
panel. The system status panel is interfaced with several system signals.
The system configuration display is obtained by monitoring switching com-
mands stored in the switch controller. The display of attenuation selections
is obtained by monitoring the attenuation commands or attenuator status lines
available at the attenuator controllers. The direction of the positioner's
azimuth and elevation axes is obtainzd directly from Lhe optical shaft
encoders in the positioners. Polarization selection and limit switch

indications are obtained from the polarization and position controllers.
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L.4L SPECTRUM MONITORING RECEIVER GROUP

The spectrum monitoring group includes the hardware necessary to perform

the primary function of the FCA complex, frequency monitoring and surveillance.
Various compinations of receiving egquipment, antennas, and antenna posi-
tioning equipment are required to perform these frequency surveillance
functions. RF switches are necessary to select the correct hardware con-
figuration to monitor a specified frequency or frequency band in the 5 kHz

to 18 GHz frequency spectrum.

L. 4.1 RECEIVING EQUIPMENT

Receiving equipment is supplied to cover the frequency range of S kHz to

18 GHz. This equipment is illustrated in Figure 4-11, 1t is capable of

being operated in the remote mode by the FCA command master or ty the FCA

remote site operating in the local mode.

The receiver is usec to monitor any specified frecuency in the 5 kHz to |
GHz range. When operating in the microwave region, the receiver is used

in conjunction with the microwave tuners to monitor the specified frequency.

The frequency counter is used in a closed loop freauency mode with the sys~-
tem computer and microwave tuners to provide frequency accuracy in the micro-
wave bands. The digital-analcg converter is used to convert digital commands

from the system programmer to analog tuning commands for the tuners.

The signal processor performs further signal processing on video signals

from the receiver.

L.b,1.1 S kHz TO 1 GHz RECEIVER AND CONTROLLER

L4 1.1,y 5 kHz TO 1 GHz RECEIVER

The § kHz to ! GHz receiver is the heart of the RF system equipment. Al}

RF signals detected are routed to the receiver where it will process these
signals accorcing to instructions from the system computer. The receiver is

compoletely programmable, except for audic output controls and is manually
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4.6 SENSOR GROUP
Refer to Figure 4-13 for a block diagram of the sensor group.

L.6.1 ANTENNAS

The sensor group consists of all system antennas that are required to provide
omnidirectional and directional frequency coverage from S5 kNz to 18 GHz.

The antennas also provide vertical and horizontal polarization coverage from
30 MHz to 18 GHz. The antenna equipment general characteristics are de-
lineated in Table 4-17. Broadband antennas are used to minimize the number

of antennas required to cover the frequency range.

h.6.1.1 ANTENNA CHARACTERISTICS

The microwave antennas consist of two omnis (1-12.4 GHz, 12.4-18 GHz), a
standard gain horn (12.4-18 GHz) and two log periodic feeds (1-12.4 GHz),

one feeding a 6-foot dish, and one back-to-back with the primary feed pointed
away from the dish to obtain broad beamwidth characteristics for acquisition.
Refer to Tables 4-18 through 4-21.

The S kHz to | GHz antennas consist of a crossed log periodic (30 MHz-1 GHz),
three omnis (5 kHz=30 MHz, 30 MHz-250 MHz, 250-1000 MHz) and two loops (5 kMz-
2 MHz and 2-30 MHz). Refer to Tables 4-22 through 4-27.

4.6.2 RF SWITCHES AND CONTROLLER
4.6.2.1 RF SWITCHES
The RF switches perform signal routing and selection in the various subsystems.

There are three basic categories of switches used in the system. They are:

A. Mechanical switches for antenna and calibration selection in the
1-18 GHz frequency range, where low insertion loss is the decisive
criterion.

B. Solid-state switches for band, L.0., and IF select in the 1-18 GHz

frequency range, where speed of operation Is the decisive criterion.

B-27




dnoJ9 Josuas g|-y4 aunbGyy

INHO INWO INWO 4001 4001 vdix uL0)§ INHO INWO
ZIiH ZHW 0001 ZHH 0f ZIW ZHH 2 ZHW Whov 0334 19 ZHY 1D
05Z-0¢ ~092. -ZHA § 0t -2 ol 11> I 0001 -0¢ vdl vdl gl -2l gt -zl 4 B

| ] |

/\ AN AN >ﬂ$

yujor uyor
ie10 Alejoy
Yoy pmglé—— 4 _..!3_% g TS_zm_ 8
A3uny e —
yIMoL Y3iMOL y3ImoL
13 0z 14 0§ 14 S
s03enuayfs— V 421 I Mg g
;uu_xm_ 1031€NU3LY — v ..oum::o:<—A|| v

d i< 13| |041U0) v 13| |043U0)
YD IMmg 211 Mg <& ..oum::...:<
EL] _

sng 0/1 1 dnoug _
1933ndwo ) _m:_..o._:sz i
4971333y 3 311§ | wn1y>adg

—2]ouay e o o— —

B-28



Table h-17

Antenna Characteristics

Frequency
Range Type Pattern Manufacturer Model No.
12-18 GHz Conical Spiral Omni TECOM 201023
12-18 GHz Horn Directional | Scientific Atlanta | 12-12
1-12.4 GHz 6 ft. Dish ¢ Directional | Scientific Atlanta | 22-6 Dish &
LPA Feed Series 27 LPA
1-12.4 GHz Log Periodic Directional | Scientific Atlanta | Series 27 LPA
1-12.4 GHz Conical Spiral Omn i TECOM 201016
30-1000 MHz Crossed Log Directional | TECOM 201034
Periodic
©250-1000 MHz | Conical Spiral Oomn i TECOM 201015
30-250 MHz Log Periodic Omni TECOM 201028
Monopole
S kHz-30 MHz | Active Monopole | Omni Antenna Research AVW-2/A
2~-30 MHz Active Loop Directional | Hermies SLEHF
Electronics
5 kHz-2 MHz Active Loop Directional | Antenna Research BBH-160/A

The antenna subsystem is designed to survive winds of at least 100mph and to
operate at 4Omph with no ice and are weatherproofed for constant exposure
in a tropical coastal environment.
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Table 4-18

Frequency Range:

VSWR:
Polarization:
impedance:

Directive Gain:

Azimuth Pattern:

Connector:

Environmental:

Antenna Specifications, 1-12.4 GHz Omni (TECOM 201016)

I to 12.4 GHz.

Maximum: 2.0:1; Average: 1.5:1.
Circular.

50 ohms.

0 dBi.

Omnidirectional +3 dB.

N, female.

125mph wind, no ice, tropical coastal.

Table 4-19

Frequency Range:

VSWR:
Impedance:

Gain:

Polarization:

Environmental:

Antenna Specifications, 1-12.4 GHz, LPA Feed (6'
Dish), LPA Acquisition (Scientific Atlanta Series 27)

Feed (6' Dish) Acgquisitian

1-12.4 GHz 1-12.4 GHz

2.5:1 2.5:1 maximum,

50 ohms. 50 ohms.

19 7 dBi min. @ 1 GHz.

bo 7 dBi min. @ 12.4 GHz.
Linear Linear

Vertical or horizontal selected by rotation of
polarization positioner.

100mph wind, no ice, tropical coastal.

Table 4-20

Frequency Range:

VSWR:
Directive Gain:
Polarization:

Impedance:

Azimuth Pattern:

Connector:

Antenna Specifications, 12-18 GHz, Omni (TECOM 201023)

12-18 GHz

2.0:1 maximum,

0 dBl.

Linear vertical.

50 ohms.
Omnidirectional +3 d8.

N, female.
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Table 4-2] Antenna Specifications, 12-18 GHz, Standard Gain Horn
(Scientific Atlanta 12-12)

Frequency Range: 12.4-18 GHz
Nominal Gain: 24.7 dBi @ 16 GHz.
Nominal Beamwidth: E-Plane: 9°; H-Plane: 10°.
VSWR: 1.5:1 maximum.
Polarizaticn: Linear, vertical or horizontal selected by rotation.
Cennector: Waveguide.
Table 4-22 Antenna Specifications, VHF/UHF, Cross Log Periodic

(TECOM 301034)

Frecuency Range: 30-1000 MHz

VSWR: 2.25:1 maximum; 1.6:) typical.
Gain: 7 dBi, minimum,

Poiarizaticr: Cual linear (selectable).
f-lane Seamwidth: £5°

H-Plane Beamwidth: e’

Front-zo-3ac~ Ratio: 20 aB.

Isolation: 20 dB.

Power: TkW peak, 25W average.

Iinput Impedance: 50 ohms - each polarization.
Input Connec:or: N, female - each polarization.
Antenna Weigni: 160 1Ib.

Mount Weignht: 16 1b.

Material: Aluminum and fiberglass.
Haraware: Stainless steel.
Environmental: 125mph no ice; 75mph 1/b4'" ice; S50moh 1/2' ice.

Tropical coastal.
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Table 4-23

Frequency Range:

Threshold Sensi-
tivities:

Antenna Factor:

Cutput Imcecance:
Effective Height:

Qutput Cfconnector:

Pover:

Winc arc lce:

Sait Scray:

Heignt:
Weight:

Materia::

Antenna Specifications, VLF/HF Omni (Antenna
Research AVW-218)

5 kHz to 30 MHz.

Better than 0.05uV/meter above 300 kHz (0 dB $/N and
! kHz bandwidth). At frequencies lower than 300 kHz,
sensitivity is degraded at the rate of approximately
17 dB per decade.

8 dB average (pV/m relative to uV output across a
50 ohm load).

50 ohms nominal.
Approximately 0.4 mezer over frecuencv range.

TNC, female on antenna ana TNC female at receiver

output terminal on power supply.

A remote ocwer sucdiv with ceccup’ '-¢ ~etwork Ciac
+12V on the center ccreuctdr OF the RF coaxigi cabp
to the power unit. This power suppiy requires !{05-
130V AC, 50-60 Hz, single phase and consumes about

10 watts from the line.

The antenna will withstand winds in excess of 150
mph withou: ice or 80men with ' raagial ice.

The antenna is designes to withstand continuous sait
spray with little degracdation in overall perfcrmance.

Approximately 72'' overall,
Approximately 30 Ib.

Aluminum and delrin.

Tabie 4-24

Fregquency Rance:
Omni Pattern:
Gain:

Impedance:

JSWR:

Weignt:

Connecszr:

Antenna Specifications, VHF Omni (TECOM 201028)

30-250 MHz,
+0.5 d8 from omni.

0 dBi.

5
35 Ib., maximum,
N
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Table 4-25

Freguency Range:

Vertical Plane
Bandwidth:

VSWR:
Polarization:
Directing:
Impedance:

Power Handling:

Deviation from Omni:

Connector:

Antenna Specifications. UHF Omni (TECOM 201015)

250-1000 MHz

55°

Maximum: 1.75:1; Average: 1.3:1.
Circular,

0 dBi.

50 ohms.

Peak: 1kW; Average: 250W.

+3 dB.

N, female.

Table a4-=26

Frequency Range:
Polarization:
Directivity:
Directive Gain:
Null Depth:

EM Sensitivity:

Impedance:

Power Recuirement:

Qutzut Connector:
Circuitry:

Decoupling Unit:

Antenna Specifications, YLF Loop (Antenna Researcn
BBH-160/A-S1)

5 kHz to 2 MHz.

Vertical.

Bidireczional in H-plane. Omnicdirecziongl in E-olane.
4.5 dBi, minimum,

20 dB, minimum.

Magnetic field.

50 chms.

Remote power suppbly with cecoupling networx wili cperate
on 110V, 50-60 Hz, 10 watts and will supplv 12V DC
to antenna through the RF ceoaxial caz'e.

Type TNC.
Solid state.

The decoupling unit will remove the +12V DC power oiacec
on the Rf line by the remote power suoply's deccuniing
network and provide separate power ana RF paths.

The unit will have TNC connectors which will be calar
coded or otherwise identifiec to insure connection =5
proper connector. The unit shail be ccmpietely sealeas,
suitable for use in troocical coastal 2nvironment ang
shall be mounteg to the base DI3te or the antenna.




Table 4-27

Frequency Range:
Polarization:
Directive Gain:

Directional Char-
acteristics:

Qutput Impedance:
Loop Diameter:
Weight:

Preamplifier Power
Recuirement:

Preamplifier MYBF:

Environmental Tempera-
ture Range:

Wind Loadging:

Power Supply and
Multicouplier:

Antenna Specifications, HF, Loop (Hermes SLEHF)

2-32 MHz.
Vertical.

4.7 dBi, minimum.

Azimyth: Figure eight with nulls on loop axis.
Elevation: Omnidirectional in the elevation plane
containing the loop.

50 ohms.
1 meter.

10 Ib., approximately.

100ma at +12v OC.
1/4 mitlion hours (at +70°C).

-40°C to +70°C.
200mph (no ice); 100moh (1" ragial ice).

OC power is fed to the loop preamplifier via the

coaxial cable connecting the array to the receiver.
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C. Mechanical switches for antenna and calibration selection in the
5 kHz to | GHz frequency range where reliability and the frequency
range are the decisive criterion.

All switching Is accomplished only by the system computer for two fundamental
reasons. First, system scan rates require multiple reconfigured paths each
second. Secondly, the several possible operating modes of the FCA system
require multiple tier switching and accurate switch position selection for
proper system operation, thereby obviating a reasonable operator interface.

The criteria for selecting the switeh type for each switch location is based
on repetity of utilization. If a switch cycle is required during each re-
ceiver scan during normal system operation, a solid state switch is utilized.
Mechanical switches were selected wherever a switch cycle was based on
operating mode changes; i.e., surveillance to calibration, directional to
omnidirectional frequency coverage, etc.

Table 4-28 delineates each switch in a signal path, the type of switch number
of poles, rated number of operations, manufacturer and mode! number. Tables
4-28 through 4-40 give the characteristics of each switch. Refer to the

vendor's manuals for more detailed information.

L.6.2.2 RF SWITCH CONTROLLER

The RF switch controller provides the interface between the computer and
the system RF signal path switches. The controller provides the switch
drive and storage. Switch position indication is distributed to the deci-
sion module.

L.6.2.2.1 GENERAL CHARACTERISTICS

The system signal path switches comprise solid-state and mechanical solenocid
actuated switches. Therefore, the general characteristics of the switches
are divided into number of poles and switching time required.
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L.6.2.4 PREAMPLIFIERS

Preamplifiers are supplied as part of the FCA system, throughout the 30 MHz -
18 GHz frequency range. Thus, the preamplifiers are located as near the
antennas as possible. Refer to Tables &4-45 through 4-49. Active antennas
with integral preamps are supplied for the 5 kHz to 30 MHz frequency range.
The preamplifier group is used to decrease the noise figure of the microwave
tuners and selected signal paths. The microwave tuner preamplifiers are
located in close proximity to the tuners and respective antennas in order

to minimize signal loss. Preamplifiers used inasignal path above 30 MHz
are also colocated with the respective antenna. In general, the location

of the preamplifier was selected to service numerous signal paths and to

minimize the signal path noise figure.
Table 4-45 delineates the preamplifier used for different freauency bands,

the manufacturer, model number, gain, and noise figure specification in the

respective band.
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TABLE b4~

Frequency Range:
Noise Figure:
Gain:

Gain Flatness:

Power Output for 1 dB
Gain Compression:

Third Order Intercept Point:

VSWR Input:

VSWR Qutput:

input Power:
Preamplifier Power:

Connectors:

AVANTEK AwL-1200

0.1-1200 MH2

6 dB Maximum; 5 dB Average

25 dB Minimum; 26 dB Typi

:I.S dB Minimum; :I.O dB

cal Minimum

Typical

+5 dB8 Minimum; +7 dBm Average

+15 d8m
2.0 Maximum
2.0 Maximum
115 Vac
Integral Power Supply

TNC Female
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TABLE 4-4S PREAMPLIFIER CHARACTERISTICS
Noise ??gure Mod.
Frequency Band Type Gain Typical Typical Manufacturer .
12.0-18 GHz ™T 30 d8 8.0 dB Watkins-Johnson WJ-371
4-12.0 GHz T™wT 32 d8 Watkins-Johnson WJ-303
4-8 GHz Band 5.0 d8
8-12 GHz Band 7.5 d8
1-4 GHz Solid State 28 d8 Watkins-Johnson WJ-600
1-2 GHz Band 5.0 48
2-4 GHz Band 6.0 d8
30-1000 MHz Solid State 26 dB 5.0 d8 Avantek AWL-12
46 PREAMPLIFIER, 0.1-1200 MHz




TABLE 4~47 PREAMPLIFIER, 1-4 GHz

WATKINS-JOHNSON wJ 6007

Frequency Range: 1-2 GHz 2-4 GHz

Noise Figure: 6.5 dB, Maximum 7.5 dB Maximum
Gain, Small Signal: 25 dB, Minimum 25 dB, Minimum
VSWR, Input, Output: 2.5:1 Maximum 2.5:1 Maximum
Power Qutput for 1 dB

Gain Compression: +5 dBm Minimum +5 dBm Minimum
Impedance, Input, Output: SO0 ohms 50 ohms

Input Power: 115 + 10 Vac 115 + 10 Vac
Connectors: SMA Female SMA Female

Frequency Range:
Noise Figure:

Gain, Small Signal:

VSWR, Input, Qutput:

Power Input:

Connectors:

TABLE L4-48 PREAMPLIFIER, 4-12.4 GHz

WATKINS~JOHNSON WJ 3033

L-8 GHz 8-12 GHz

8.0 dB Maximum 8.5 dB Maximum
30 d8 30 dB

2.5:1 Maximum 2.5:1 Maximum
115 + 10 Vac 115 + 10 vac
SMA Female SMA Female

Frequency Range:
Noise Figure:

Gain, Small Signal:

TABLE 4-u49 PREAMPLIFIER 12.4-18 GHz
WATKINS-JOHNSON WJ-371

12~18 GHz
9.0 dB8 Maximum
25 dB Minimum

VSWR, Input and Output: 2:1 Maximum

lnput Power:

Connectors:

11§ b 10 Vac
SMA Female
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APPENDIX C
EASTERN SPACE AND MISSILE CENTER

PATRICK AIR FORCE BASE, FLORIDA




CASTERN SPACE AND MISSLE CENTER
FREQUENCY CONTROL AND ANALYSIS SECTION
RF SURVEILLANCE TECHNIQUES
General

The Frequency Control and Analysis (FCA) section functions
as the operations support arm of the Eastern Space and
Missle Center (ESMC) Fregquency Management office and
provides & full compliment of RF surveillance services for
all range users. Figure 1A is a functional block diagram of
the organi:zation structure.

The FCA section uses a wide variety of electronic
measuremrent equipment configured in one central fixed
station, referred to as the FCA console, and two identically
instrumentad mobile wvans to perform most RF surveillance
fasctiorns . In addition, threes remctse stations provide 24
hour monitoring of the flight termination frequency.
Equipmenrt ccocnfiguration block diagrams of the FCA console
and mobile vans are shown in figure 1 and 2 respectively.

An airbcrne direction finding system, carried on board a
range support helicopter, is used for the rapid location of
RFI sources when the use of ground based measurement
techniques are not appropriate. This system is currently
used for the flight termination frequency spectrum only.

A third wvenicle, referred to as the quick response vehicle
(QRV), can be instrumented on short notice and used for RF
surveillance coperations in areas not readily accessible by
the two larger mobile vans.

RF surveillance services provided are divided 1into the
following categories:

1. RFI irnvestigations

"

2. Launcn suppoert

~
"

Lounch vehicle coverage
B, vows medlia coverage
3. Radio ~rea Sensor System (RASS)

crne Direction Finding and Surveillance System
-

C-2




RFI investigations

RFI investigations are initiated from three sources: The
ESMC frequency management office, the ESMC frequency
controller or the Kennedy Space Center (KSC) frequency
management office.

Upon notification of an RFI problem, FCA personnel complete
a RFI data form (figure 3) with the intent of compiling as
much background information as possible about the problem.

All coordination of the RFI investigation is conducted by
the FCA engineer from the FCA console. Radio 1link voice
communications is maintained throughout the operation
between all participants and the console.

If the RFI signai can be detected from the FCA console, the
console DF equipment is used to determine an initial azimuth
bearing of the RFI emitter.

One or both FCA vans, depending on the particular
circumstances, are then dispatched to obtain additional
azimuth bearings on the RFI.

All DF measurements are plotted on a large area map, located
in the console area, to pinpoint the RFI source.

If necessary, measurement equipment can be easily removed
from the vans and transported to the interior of buildings
or launch structures to narrow down the RFI source even
further.

Launch support

RF surveillance for ESMC launch support is divided into two
categories: Launch vehicle and news media surveillance.

Twenty four hours prior to the scheduled support, the FCA
engineering office prepares a complete 1listing of all
applicable launch vehicle frequencies. In addition, a
listing 1is prepared of all news media visitors and the
frequencies on which they intend to operate any RF
equipment.

Four hours prior to launch, one FCA van is dispatched to a
predetermined RF surveillance monitoring site in the
vicinity of the launch complex. A baseline spectrum
signature plot is made of all applicable launch vehicle and
flight termination frequencies. Van personnel then provide a
continuous monitor, through vehicle liftoff, of the
frequency spectrum. Any anomalies noted are reported to the
ESMC frequency controller for appropriate action.
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A second FCA van is dispatched to the applicable press site.
A baseline spectrum signature plot is made of all news media
RF emitters to determine if they are operating on their
assigned frequencies. Van personnel then provide a
continuous monitor, through vehicle liftoff, of the
frequency spectrum. Any news media RF transmissions that
infringe on the launch vehicle or flight termination
frequencies are reported to the ESMC frequency controller
and press site public affairs officer for immediate
corrective action.

In addition to the FCA wvan coverage, the FCA console
provides continuous frequency spectrum monitoring cf the
launch vehicle and flight termination frequencies throughout
the mission support period. The FCA console also provides
the capability of recording the flight termination system
relative RF field strength and command functions along with
IRIG H timing throughout the mission.

Radin Area Senscr System (RASS)

The RASS system consists of three solar powered remote
monitoring stations and one central recording station that
provide a twenty four hour, seven day per week monitor of
the primary ESMC flight termination frequency. The three
remote sites are located near the north boundry, south
boundry and center of the ESMC launch facilitiy. The central
reccrding station is located in the FCA console.

Any RF emitter, tuned to the flight termination frequency,
within the range of the RASS is detected by one or more of
the remote sites. Each remote site relays the presence of a
RF emitter to the central recording station by way of an RF
link. The central recording station event recorder
automatically records which station or stations detected the
emitter along with the time the RF emissions started and
stopped.

In addition to providing a twenty four hour record of flight
termination frequency events, the RASS is used to provide
the FCA console operator with a “quick 1look"™ 1location for
RFI emitters. This reduces the amount of time and travel
required for the FCA vans to pinpoint the RFI source.

Figure 4 is a block diagram of the RASS.
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Airborne Direction Finding and Surveillance System (ADFSS)

The ADFSS consists of one equipment pallet and one
directional antenna tuned to the flight termination
frequency. Figure 5 1is a block diagram of the equipment
pallet. Figure 6 shows the mounting arrangement of the ADFSS
when mounted on board the aircraft.

All DF operations using the ADFSS are coordinated at the FCA
console by the FCA engineer who maintaines constant radio
link voice communications with the aircraft and equipment
operator throughout the operation.

Since the DF antenna on the aircraft is mounted at right
angles to the direction of flight, all DF measurements are
made by flying a racetrack pattern on a line perpindicular
to the bearing of the RF source. When the aircraft reaches
the point of maximum signal strength along this 1line, the
equipment operator mérks the aircraft heading along with the
TACAN distance and bearing information for the aircraft
position. This information is then relayed to ¢the FCA
console where it is loaded into the console computer. When
twc DF measurements are received, the console computer will
output the range and bearing from the FCA console to the RF
emitter.

Future plans for the ADFSS include relocation of the DF
antenna to point in the direction of flight and to expand
the frequency range of the system to cover from 100 MHz to
18 GHz.

RF Surveillance Egquipment List

Table 1 +through 3 are a tabulation of RF surveillance
equipment used with the FCA console, FCA vans and auxiliary
equipment.
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EASTERN SPACE AND MISSILE CENTER
FREQUENCY CONTROL AND ANALYSIS SECTION

RF SURVEILLANCE SYSTEM SENSITIVITIES

416.5 MHZ REMOTE SITE MONITORS
-108 DBM
416.5 MHZ AIRBORNE DF SURVEILLANCE SYSTEM
-20 DB *
FCA CONSOLE
416.5 MHZ CR-104 RECEIVER SYSTEM
-110 DBM
416.5 MHZ DF SYSTEM
-9 DB *
VHF/UHF SCANNER MONITOR SYSTEM
FM/-117 DBM AM/-113 DBM
121.5 MHZ AIRCRAFT EMERGENCY RECEIVER SYSTEM
-110 DBM
243 MHZ AIRCRAFT EMERGENCY RECEIVER SYSTEM
-108 DBM
.1 - 1 GHZ DF SYSTEM
-25 DB *
1 - 6 GHZ DF SYSTEM
1 GHZ/-32 DB *+ 3 GHZ/-38 DB * 5 GHZ/-23 DB *
FCA INSTRUMENTATION VANS
416.5 MHZ CR-105 RECEIVER SYSTEM

-112 DBM




VHF/UHF SCANNER MONITOR SYSTEM
FM/-117 DBM AM/-113 DBM

121.5 MHZ AIRCRAFT EMERGENCY RECEIVER SYSTEM
=110 DBM

243 MHZ AIRCRAFT EMERGENCY RECEIVER SYSTEM
-108 DBM

.1 - 1 GHZ DF SYSTEM
~-30 DB *

1l - 10 GHZ DF SYSTEM

1 GHZ/-37 DB * 4 GHZ/~46 DB * 8 GHZ/-35 DB *
12 - 18 GHZ MONITOR SYSTEM
-24 DB *
* THESE VALUES WHEN ADDED TO THE SPECTRUM ANALYZER SENSITIVITY '

VALUE FOR Ti.E PARTICULAR FREQUENCY AND RESOLUTION BANDWIDTH BEING
USED WILL YIELD THE SYSTEM SENSITIVITY.




TYPICAL SPECTRUM ANALYZER SENSITIVITIES

CENTER FREQUENCY

RESOLUTION 10 MH2Z 100 MHZ 1 GHZ 10 GHZ 20 GHZ
BANDWIDTH

3 MHZ -75 DBM -75 DBM -75 DBM ~-68 DBM -56 DBM
1 MHZ -79 DBM -79 DBM -79 DBM -72 DBM -61 DBM
300 KHZ -86 DBM -86 DBM -86 DBM -78 DBM -66 DBM
100 KHZ -90 DBM ~-90 DBM -90 DBM -82 DBM -71 DBM
30 KHZ -97 DBM -97 DBM ~97 DBM -89 DBM -78 DBM
10 KHZ -103 DBM -103 DBM -103 DBM -94 DBM -82 DBM
3 KHZ -108 DBM -108 DBM -108 DBM =100 DBM -89 DBM
1 KHZ ~-112 DBM -112 DBM -112 DBM -105 DBM -92 DBM
300 HZ ~-118 DBM -118 DBM -118 DBM -109 DBM =99 DBM
100 HZ -121 DBM -122 DBM -122 DBM -110 DBM -102 DBM
30 HZ -127 DBM -127 DBM -127 DBM -116 DBM -108 DBM
10 HZ -134 DBM -134 DBM -134 DBM -124 DBM -115 DBM

ALL MEASUREMENTS WERE TAKEN WITH THE SPECTRUM ANALYZER INPUT AT~
TENUATOR SET TO O DB, A REFERENCE LEVEL OF -40 DBM AND THE INPUT
TERMINATED WITH A 50 OHM LOAD.
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FCA

RADIO FREQUENCY INTERFERENCE

DATA FORM

PREPARED BY
DATE TIME TEST#
NOTIFIED
BY

NAME ORG. TELEPHONE LOCATION
AFFECTED
PARTY

NAME ORG. TELEPHONE LOCATION
AFFECTED
SYSTEM
FREQ. OF AFFECTED
CONCERN ___ SYSTEM BW

KHZ, MHZ, GHZ

SYSTEM

ANTENNA TYPE

OMNI, DISH, HORN, LOG, WHIP, OTHER

ANTENNA ANTENNA
LOCATION HEIGHT
TYPE OF
INTERFERENCE

PWR LEVEL (STRONG-WEAK), CW, SWEPT, PULSED
ADDITIONAL
REMARKS

FIGURE 3
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NOMENCLATURE

DF Antenna
41€.5 MHz Yagi

Antenna
416.5 MHz Omni

DF Antenna
.1 - 1t GHz Log

DF Antenna
1 - 6 GHz Dish

Antenna
168 MHz "J" Pole

Antenna
416.5 MHz Omni

DF Antenna Rotor
System (2ea)

Amplifier
1 - 6 GHz

Amplifier
.1 = 1 GHz (2ea)

RASS Receiver/
Decoder System

RASS Event
Recorder

Command Destruct
Recei ver

Oscillograph
4 Channel

Antenna
VHF /UHF Biccnical

FCA CONSOLE
RF SURVEILLANCE
EQUIPMENT LIST

MODEL NO.

201230A

4 Foot

PSE Series

ACM633404

AF 2033

HP-5150

CR-104

ST=-200RP

94455-1

TABLE 1A

c-16

MANUFACTURER

Local Fabrication

Local Fabrication

TECOM Inc.

Andrews

Local Fabrication

Local Fabrication

Pro-Search Inc.

Amplica Inc.

Avantek Inc.

Local Fabrication

Hewlett-Packard

Cincinnati

Electronics

Gulton Inst.

Stoddard




NOMENCLATURE

VHF /UHF Scanner
Receiver

Analog Tape Recorder
4 Channel

Directional Coupler
(2ea)

Spectrum Analyzer
(2ea)

Modulation Analyzer

Calibration Signal

Generator .05 - 12 GHz

121.5 MHz Receiver
243 MHz Receiver
259.7 MHz Receiver

296.8 MHz Receiver

FCA CONSOLE
RF SURVEILLANCE
EQUIPMENT LIST
MODEL NO.

AR=-2002

HP-3964A

HP-796D

HP=-8559A

HP-8901A

900

TABLE 1B

c-17

MANUFACTURER

AOR Ltd.

Hewlett~Packard

Hewlett-Packard

Hewlett~-Packard

Hewlett~-Fackard

Giga~Tronics Ince.

Local Fabrication
Local Fabrication
Local Fabrication

Local Fabrication




NOMENCLATURE

DF Antenna System
.1 -~ 1 GHz Log

DF Antenna System
1 ~ 10 GHz Dish

Antenna
416.5 MHz Omni

Command Destruct
Receli ver

Antenna
VHF fUHF Biconical

Satellite Timing
Receiver System

VHF /JUHF Scanner
Receiver

Analog Tape Recorder
4 Channel

Attenuator
0 - 120 dB (2ea)

Amplifier
.01 - 1.5 GHz

Power Divider
Modulation Analyzer
Spectrum Analyzer

Amplifier
«5 ~ 2 GHz

Amplifier
2 ~ 4 GHz

FCA VAN

RF SURVEILLANCE

EQUIPMENT LIST

MODEL NO.

DF -1

DF -2

CR-105

94455-1

468-DC

AR=-2002

HP-3964A

HP-219-12612

AMG-1020M

HP-11636A
HP-B901A
HP~8559A

AFT-2033

AFT-4233

TABLE 2A

MANUFACTURER

Scientific-Atlanta

Scientific-Atlanta

Local Fabrication

Cincinnati

Electronics

Stoddard

True Time

Instruments Ince.

ACR Ltd.

Hewlett-Packard

Hewlett-Packard

Avantek

Hewlett~Packard

Hewlett~Packard

Hewlett-Packard

Avantek

Avantek




NOMENCLATURE

Amplifier
4 ~ 8 GHz

Spectrum Analyzer

Antenna
12.4 - 18 GHz

Amplifier
8 - 18 GHz

121.5 MHz Receilver
243 MHz Receiver
259,7 MHz Receiver

296.8 MHz Receiver

FCA VAN
RF SURVEILLANCE
EQUIPMENT LIST
MODEL NO.

AFT-8464

HP-8566B

639

09002

TABLE 2B

C-19

MANUFACTURER

Avantek

Hewlett-Packard

Narda

Narda

Local Fabrication
Local Fabrication
Local Fabrication

Local Fabrication




NOMENCLATURE

Antenna
416.5 MHz

Amplifier
«1 - 1 GHz

Spectrum Analyzer
Power Divider
RF Selector Switch

Static Power
Inverter

RASS Remote

Monitoring Site (3ea)

FCA AUXILIARY
RF SURVEILLANCE
EQUIPMENT LIST
MODEL NO.

ADFSS SYSTEM

AF 2033

HP~-85592a
HP-11636A
STN2180CA

2A1000-1G

RASS REMOTE SITES

TABLE 3

c-20

MANUFACTURER

Local Fabrication

Avantek

Hewlett~-Packard
Hewlett-Packard
Sage Labs

Aviconic Inc.

Local Fabrication
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{ \) [
1.0 INTRODUCTION
1.1 General

1.1.1 The U. S. Army Xwajalein Atoll (USAKA) Frequency Control and
Analysis (FCA) facility consists of a mobile Radio Frequency {RF) surveillance
system, which performs the functions necessary to monitor and control the electro-
magnetic environment. Control of the electromagnetic environment is accomplished
by Electromagnetic Compatibility (EMC) measurements for personnel and ordnance
safety.

1.1.2 The RF Measurements Van is used to perform field intensity and
power density measurements on specific transmitting equipment for determination of
RF hazards to personne) and ordnance. The mobile van is also utilized to 1ogate
Electromagnetic Interference (EMI) on a case-by-case basis, and performs limited
frequency spectrum surveillance and direction-finding, frequency measurements, and
data recording and analysis.

1.1.3 A representative of the FCA Section will serve as a pgint-of contact
to the USAKA Area Frequency Coordinator (AFC) and will fulfill the requirements out-
Tined in USAKA Regulation 105-2, Section Sb.

1.2 Purpose
This document provides the necessary procedures and information for

operation and maintenance of the Frequency Control and Analysis Equipment at USAKA
by the Range Engineering, Data Acquisition and Reduction Contractor (REDARC).

1.3 Scope
1.3.1 Procedures

Included in this SOP are the procedures for mission activities
enc FCA Data Base collection and reporting.

1.3.2 Applicability

This procedure zpplies to the Renge Electronics Laboratory Unit
Lezder the personnel assigned to the Operations and Mzintenance (0&) of the FCA
Ecufprefﬁ, end to designated perscnnel at the various USAKA land-based and mobiile
Sytiems 1otetions.
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1.3.3 Compliance

This -procedure complies with the REDAR Contract Scope of Work (SOW),
dated 13 October 1983, Paragraph 3.8.

1.3.4 Associated REDARC Procedures

SOP 003.005, Maintenance Management Program (MMP).
1.3.5 References

Where appropriate, references are made to manufacturer's or vendor
specifications, procedures, technical documents, and maintenance recommendations.

1.4 Responsibilities

1.4.1 The Range Electronics Laboratory (E-Lab) Unit Leader has overall
responsibility to ensure that these procedures are implemented, results evaluated,
and revisions made, in a timely manner.

1.4.2 The E-lLab Unit Leader delegates authority to the FCA Principle
Technician who assigns technicians to the FCA Unit with appropriate training and
skill to operate and maintain FCA equipment per these established procedures. The
FCA Principle Technician submits appropriate reports and records to the E-Lab Unit
Leader, along with other data, records, and reports, as required.

1.4.3 The FCA technicians will perform the assigned FCA 0&M tasks. They
will maintain the Preventive Maintenance (PM) documentation and a history of Corrective
Maintenance (CM) activity, and provide data and records as required.

2.0 SYSTEM OPERATION AND DESCRIPTION

¢.1 System Operation

2.1.1 The FCA Equipment is set up, checked out, and operated by FCA per-
sonnel per this procedure. Functionel operztions include the Kwajalein RF lieasurements
Van, along with verious other FCA eguiprent required at Kwajalein and the outer island
sites. The following funciions are performec by the FCA Unit.

2.1.1.0 Ferferms nmzesuremcnts and provides data to determing the
electronagnetic compatibility of existing instrumentation systens or sensors with new
instrumantation or sensors.

2.1.1.2 Concucts RF surveys in accordance with USAKA approved test
plans and reduces the survey dets into usezble engineering units.

2.1.1.3 Provaczo AF survey cata for eveluation of potential RF
rediztion hgzards to perscnnel enc electro-explosive cevices, in support of range
S&Tely 20C TENGe USEr recuiresinte.
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2.1.1.4 Participates in pre-mission planning meetings, conducts
pre-mission checks and calibrations to assure adequate system performance, and during
missions, conducts surveillance of the frequency spectrum to detect, locate, analyze,
and identify any source of Electromagnetic Interference (EM1) that may affect data
gathering

2.1.1.5 Maintains on file a Vist of all frequencies authorized for
use at USAKA.

2.1.1.6 Provides input data to the Area Frequency Coordinator in
accordance with USAKA Regulation 105-2, Section 5b.

2.1.1.7 Inspects microwave cooking ovens on a non-interference to
mission basis,

2.2 System Description

2.2.1 RF Measurements Van (RF Van)

The RF Van consists of an International Harvester truck with a Craig -

Systems Corporation EMI shielded, environmentally controlled work area. .
The RF Van has the major capability of measuring radiated field

intensity within a frequency range of 10 KHz to 18 GHz. Limited EM measurements

from 26.5 GHz to 40 GHz and 93.5 GHz to 97.5 GHz can also be made. Figure 1 presents

a block diagram of the RF van.

2.2.1.1 The RF receiver systemconsists of the following Electro-

magnetic Interference (EMI)/field intensity meters and Millimeter Wave (MMW) receiver/
downconverters:

MODEL FREQUENCY RANGE

Ailtech NM-17/27 10 MHz - ZZ Iv:

Ailtech NM-37/57 30 MHz - 1 GHz

Ailtech hM-67 1 GHz -~ 18§ GHz2

Alpha 70078200 26.5 GHz - 40 GH:z

Alpha 70088600 93.5 GHz - 67.5 GHz

The Ailtech EM]/field intensity meters are solid-state
in design, make use of electronic sweeping and band switching techniques, and are
used in conjunction with @ veriety ¢f cclibreted antennac. The AVitech meters Car
also be used in a portable mode to fecilitate measurements in remote areas, such
as antennec domes, buildings, and aircreft. !

The Alphe M receivers downconvirt the K, and K bard
signals tc intermediate frequencies thzt can be processec in the RF Van. .
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2.2.1.2 Antennas used with the RF receivers are listed below:

MODEL TYPE MFG S/N FREQ RANGE
1. 640 Horn Narda 7083 8.2 - 12.4 GHz
2. 642 Horn Narda 7703 5.3 - 8.2 GHz
3. 643 Horn Narda 7703 3.95 - 5.85 GHz
4, 644 Horn Narda 10089 2.6 - 3.95 GHz
5. 644 Horn Narda 5030 2.6 - 3.95 GHz
6. 645 Horn Narda 9015 1.7 - 2.6 GHz
7. 93491-2 Cone Ailtech 159 1.0 - 10.0 GHz
8. 93491-2 Cone Ailtech 258 1.0 - 10.0 GHz
g, 94455-1 Biconical Ailtech 524 .02 - .2 GHz
10.  DM-105A-T2 Dipole Ailtech 116 .14 .4 GHz
11. DM-105A-T3 Dipole Ailtech 120 4 - 1.0 GHz
12, 92197-3 Rod and Stoddart 531 .15 - 32.0 MHz
92198-3 Coupler
13.  92197-3 Rod and Stoddart UCicl 15 - 32.0 MHz
92198-3 Coupler
14. 92200-3 Loop Stoddart DDS6 15 - 32,0 MHz
15.  94593-1 Loop and Singer 194 .01 - 32.0 MH2
Coupler
16. 201009A Log Per. Tecom 40 .09 - 1.0 GHz
17.  201191A Omnidir. Tecom 52 20 Hz - 1.0 GHz

Calibration charts for the antennas are located in the
FCA office and the file cabinet of the RF Van.

A rotating antenna mast is used to point the directional
antennas; the bearing is selected from within the RF Van using the Positioner Control
Unit (PCU) end includes an indicctor that displays entenna direction.

2.2.1.3 The Computerized Spectrum Search Program for the nglett-
Packard (HP) 9825A Calculator/Computer allows the operator to scan a user-defined
rarge of frecuencies automaticelly. The operator can ciso chart the HP-85668 Spectrum

-~ -

Anclyzer displey onto an KP-7Z.2. Frirhics Plotter.

2.2.1.¢4 Anciil:icy equipment usel ‘n tre RF Van consists of an
oscilloscope, multimeter, FM wirelese headsets, &nc Fortenobile radios. A towed,
treiler-nounted, diesel electiric:) cererator sucplies €l-cycle, 230 VAC power to the
Rf Van. Conmectors lcceted nevti ¢ tne van door pcraii external power drops and
cer-wunications networks te be utilized.
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Figure 2 presents an Equipment Rack Layout of the FCA RF Van.
2.2.2 Narda Radiation Monitors

Two different types of Narda Radiation Monitors are used for
monitoring work. Specific uses and frequency ranges that pertain to each monitor
are described here. Both measure power density.

2,2.2.1 Model 8616 is a Broadband Isotropic Radiation Monitoring
System which covers the frequency range of 10 MHz to 40 GHz, and 95.5 GHz and measures.
This monitor provides total integration of radiated power over the entire stated
frequency spectrum and is used for most RF hazard survey work.,

Refer to Section II of the 8616 O&M Manual for operating
instructions.

2.2.2.2 Model 8201 Electromagnetic Leakage Monitor is used for
determining the amount of microwave energy radiated by industrial and domestic ovens,
heaters and dryers, using microwave power at 2450 MHz.

Refer to Sezction 11 of the 8201 0&M Manual for operating
instructions,

2.2.3 Database of USAKA Frequency Assignments

A complete listing of frequency assignments is stored in the ICC
6400 Computer and can be accessed via the MTC ASR-33 Teletype data entry terminal.
Hardcopies of the listing are located in the FCA office and RF Van. See Annex I for
database procedures.
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LEFT RACK

RIGHT RACK NO. 1

RIGHT RACK NO. 2

ALPHA INDUSTRIES
MODEL 70088600
MMW RECEIVER

ALPHA INDUSTRIES
MODEL 70078200
MMW RECEIVER

AUDIO POWER
SPEAKERS CONTROL UNIT
AL-4102-2
‘/2 a7
SINGER NM-37/57 TELECOM PATCH PANEL
EMI / FI METER TELECOM
PANEL
BLANK TEKTRONIX
RF PATCH PANEL 7633

SINGER NM-37/57
EMI / FI METER

OSCILLOGRAPH

BLANK

BLANK

WATKINS-JOHNSON
ANTENNA CONTROLLER

RF PATCH PANEL

/ \

¢7
SINGER NM-37/57
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2.3 Equipment Technical Characteristics

2.3.1 Receiver, NM-17/27 EMI, Ailtech

within 2% of indicated frequency,

Frequency

Range: 0.01 MHz to 32 MHz in 8 bands.
Band 1 - 0.01 to 0.25 MHz
Band 2 - 0.25 to 0.5 MHz
Band 3 - 1.0 to 1.0 MHz
Band 4 - 1.0 to 2.0 MHz
Band 5 - 2.0 to 4.0 MH:z
Band 6 - 4.0 to 8.0 MHz
Band 7 - 8.0 to 16.0 MHa
Band 8 - 16.0 to 32.0 MHz

Accuracy: True frequency is

or within 5 KHz,

whichever is greater,

Voltage Measurement

Range:

100 db of attenuator range.

Accuracy:

Gain Flatness:

Sensitivity

+2 dB for CMW signals
+3 dB for impulse signals

Typically +1 dB (25°C),
maximum *3 dB (-15° to 50°C).

0.01 uV to 1.0 v (160 dB); 60 dB on meter scale and

As & two-terminal RF voltmeter to produce a 3 db meter indication

¢bove noise:

Herrowband CW Signal

- Field Intensity Function:

bandywidth
Hz bandwidth
Eroeduznd Impuise Si
10 Kz bandwidth (C.
10 KHz bandwidth (0.

10 Kr2 tandwidth (0.
50 YHz bandwidth (0.

C Ko (0.
1 KHz bandwicth (0.
0 (0.

uy
01-32 thz): T.OTE -3b
01-32 MHz): 0.05
02-32 MHz): C.16

el -

dEuV dBm
-143

-¢b -133
-16 -123

oirect Peak Function:

dRLY /ML cTam/MMz
140 73
70 17
20 c
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Detector

2.3.2

Field Intensity: Average value of output of the 60 dB logarithmic
detector.

Quasi-Peak: Weighted average of output of the 60 dB logarithmic
detector. Charge time is 1 millisecond; discharge
time is 600 milliseconds.

Peak Function: Responds to true peak value. Calibrated in RMS of an
equivalent sine wave. Selectable hold times of 0.05,
0.3, and 3.0 seconds.

Slideback Peak: Manual slideback detector with aural null indication.

BFO: Beat Frequency Oscillator. Nominal tone is 1 KHz.

Receiver, NM-37/57 EMI, Ailtech

Frequency

Range: 30 MHz to 1000 MHz in 8 bands.

Band 1 - 30 to 57 MHz
Band 2 - 55 to 105 MHz
Band 3 - 101 to 192 MH:z
Band 4 - 186 to 292 MHz
Band 5 - 285 to 445 MHz
Band 6 - 430 to 620 MHz
Band 7 - 600 to 825 MHz
Band 8 - 800 to 1000 MHz

Accuracy: True frequency is within #2% of indicated frequency.

Voltage Measurement

Range: 140 dB; 60 dB on meter scale plus 20, 40, 60, and 80 dB
attenuator steps.

Accuracy: 22 dB for CW signals

+3 dB for impulse signals

Cain Flatness: Typically 22 dB (25°C),

maximum %3 dBE (-15° to 50°C).
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Sensitivitz

As a two-terminal RF voltmeter to produce a 3 dB meter indication

above noise:

Narrowband CW Signal - Field Intensity
10 KHz Bandwidth
uy dBuv
Bands 1 through 3: U.140 <17
Bands 4 through 8: 0.316 -10
1 MHz Bandwidth
uVv dBuvY
Bands 1 through 3: T1.30 3
Bands 4 through 8: 3.16 10
Broadband Impulse Signal - Direct Peak
1 MHz Bandwidth
uV/MHz dBuV/MHz
Bands 1 through 3: 5.5 15
Bands 4 through 8: 10.0 20
Cetector

Function:

dBm
-117

dBm
104
-97

Function:

Field Intensity: Average value of output of the 60 dB logarithmic

detector.

Quesi-Feck: Weighted average output of

the 60 dB logarithmic detector.

Charge time is 1 millisecond; discharge time is 600

milliseconds.

Peak Function: Responds to true peak value., Calibrated to R]MS of an

C.2, enc 3.0 seconds.

equivalent sine wave. Selectable hold times of 0.C5,

Slidebeck Peak: WManual slideback detector with aural null indication.

8F0: Ffezt Frequency Oscillator. Nominal tone is 1 KHz.
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2.3.3 Receiver, NM-67 EMI

. Ailtech

Frequency

Range: 1.0 GHz

to
Band 1
Band 2
Band 3
Band 4
Band 5

[y

Accuracy: True fre

Voltage Measurement

18.0 GHz in 5 bands.

1.0 to 2.0 GHz
2.0 to 3.6 GHz
3.6 to 7.6 GHz
7.6 to 12.0 GHz
2.0 to 18.0 GHz
quency is within 21% of indicated frequency.

1.0 uv to 1
of attenuat

Range:

Accuracx: +2 dB fo
+3 dB fo

Gain Flatness: +3

Sensitivity

As a two-terminal R
above noise:

.0V (120 d8): 60 dB on meter scale and 60 dB

or range.

r CW signals
r impulse signals

ds

F voltmeter to produce a 3 dB meter indication

Narrowband CW Signal - Field Intensity Function:
Bandwidth  uV dBuV dsm
0.1 MHz: 2.2 7 -100
1.0 MHz: 7.0 17 -9C
10 MHz: 22.0 27 -80
Broadband Impulse Signal - Direct Peak Function:
Bandwidth  uV/KA2 dBuV/MH2
0.1 MHz: 100 40
1.0 1Rz o1 23
10 MHz: 10 20
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Detector

Field Intensity: Average value of output of the 60 dB logarithmic
detector.

Special Peak: Responds to peak value with exponential decay.

Peak Functfon: Variable 5 millisecond to 3 sécond peak hold.

Slideback Peak: Manual slideback detector with aural null indication.

2.3.4 Receiver, Model 70078200, Alpha Industries

This receiver converts MMW RF signals from 26.5 to 40.0 GHz to an
intermediate frequency (IF) range of 2.5 to 16.0-GHz. This resultant IF signal may
be used to provide a source for a spectrum analyzel or similar equipment.

Frequency

Range: 26.5 GHz to 40.0 GHz

Accuracy: Within £.11% of indicated frequency on direct reading
frequency meter.

2.3.5 Receiver, Model 70088600, Alpha Industries

This receiver converts MMW RF signals from 93.5 to 97.5 GHz to an
IF range of 4.0 to 8.0 GHz. This resultant IF signal may be used to provide a source
for a spectrum analyzer or similar equipment.

Frequency

Range: Within t.2% of indicated frequency on direct reading frequency
meter.

2.3.6 Spectrum Analyzer, 8566B, Hewlett-Packard

Frequency
Range: 100 Hz to 22 GHz, dc coupled input.

Accuracy: Spans 5 MHz--
+2% of frequency span + frequency reference error x center

frequency + 10 Hz.

Spans £ MHz--

+2% of frequency span + n x 100 KHz + frequency reference
error x center frequency, where n is the harmonic mixing
number, depending upon the center frequency:
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2.3.7

n center frequency

1 100 Hz to .
2 5.8 GHz to 12.5 GHz
3 12.5 GHz to 18.6 GH2
4 >18.6 GHz

5.8 GHz

Sensitivity

Measurement range is the total amplitude range over which the analyzer
can measure signal responses. The low value is determined by sensi-
tivity (10 Hz resolution bandwidth and 0 dB RF input attenuation) and
the high value by damage level.

Range Tuned Frequency
Non-Preselected

- 95 dBm to +30 dBm 100 Hz to 50 KHz

-112 dBm to +30 dBm 50 KHz to 1 MHz

-134 d8m to +30 dBm 1 MHz to 2.5 GHz
Preselected

-132 dBm to +30 dBm 2.0 GHz to 5.8 GHz

<125 dBm to +30 dBm 5.8 GHz to 12.5 GHz

-119 dBm to +30 dBm 12.5 GHz to 18.6 GHz

-114 dBm to +30 dBm 18.6 GHz to 22.0 GHz

Warm-up Time: Requires 30 minute warm-up from cold start, 0° to 55°C.
Internal temperature equilibrium is reached after two
hour warm-up at Stabilized outside temperature.

Radiation Meter, Model 8616, Narda

Frequency

8621 Probe: 10.0 MHz to 300 MHz

8631 Probe: 300 MHz to 40.0 GHz; 95.5 GHz

Accuracy: Corrected Value = Raw Meter Reading x 1.122 + 3% of Full

Scale x Correction factor of the Probe

1 Second in Fast
3 Seconds in Slow

Response Time (Approx.):

Dynamic Range: 30 dB
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2.3.8

Full Scale Ranges: (mH/cmz)
Model 8621 and 0- 0.2
8631 Probes 0- 2.0

0 - 20.0

Power Density Alarm: An adjustable audible alarm pre-set by a panel
control for a percentage of full scale.

Battery Type: 25 VDC rechargeable nickle-cadmium: 40 hours use time.
2.5:1 use to charge time.

Electromagnetic Leakage Monitor, Model 8201, Narda

Frequency: 2450 MHz

Accuracy: Corrected Value = Raw Meter Reading x 1.122 + 3% of Full
Scale

Response Time (Approx.): 1.2 Seconds

Full Scale Ranges: (mwlcmz)

Model 8221 Probe 0- 0.2
0- 2.0
0 - 20.0

Model 8223 Probe 0- 1.0
0 10.0
0 - 100.0

Batteries: (2) Type 5.6 Volt NEDA 1404 that provide approximately
500 hours of operation.

3.0 EQUIPMENT AND PERSONNEL REQUIREMENTS

3.1 Maintenance Equipment Requirements

Oscilloscope -- Tektronix 7704A or equivalent

Oscilloscope -- Tektronix 7633 or equivalent
VOM Meter -- Simpson 260 (2)

3.2 Personnel Requirements

' FCA is augmented by Timing/FCA personnel. One technician is required for
mission support; two technicians are required for RF survey work.
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4.0 GENERAL PROCEDURES

4.1 Perform preventive maintenance on FCA equipment daily, weekly, monthly, and
yearly. Submit PM performance reports (cards) per SOP 003.005,. Maintenance Management
Program (MMP), and paragraph 7.0, of this procedure.

4.2 Perform corrective maintenance on FCA equipment as required and submit KTSRs
per SOP 003.005, MMP, and according to the corrective maintenance procedures in the
manufacturer's manual(s).

4.3 Provide realtime mission support as required by the mission schedule, the
Vehicle Peculiar Supplement (VPS), and the FCA mission checklist, per Paragraph 8.0,
of this procedure.

4.4 Perform RF surveys in accordance with USAKA approved test plans and reduce
the survey data into useable engineering units.

4.5 Perform microwave oven s:veys in response to requests from Macy's Department
Store, USAKA and contractor s- ., offices, and island residents. At the end of each
month, compile and submit cr~~" ced microwave oven survey forms (Figure 3) to the
Range Engineering Section se.,etary, who will include the surveys in the Range Engineer-
ing monthly report.

4.6 Submit weekly status reports to the E-Lab Supervisor, concerning O&M activ-
ities and significant events in FCA.

5.0 RF VAN OPcRATIONAL PROCEDURES

5.1 Power Hook-up Procedures

Electrical power is supplied to the RF van through cables connected to
either island power or the trailer-mounted diesel generator.

5.1.1 1Island Power

Power drops (outlets) for the RF van are located on Kyaja]gin and
Roi-Namur; on Kwajalein, the outlets are located at Buildings 98§ (Catibration Lab)
and 1721 (SR-1 Optics); on Roi-Namur, at Building 8063 (SR-5 Optics).

The interconnecting power cable used between the van and the outlet
i5 located in the RF van storage container. Before connecting the power cable to the
/an, ensure that all ciruit breakers in the RF van, along with the air-conditioner
contiol switch, are in the OFF position. Also, check to see that the diesel generator
"LOAD" switch is in the OFF position.

After completing hook-up, engage air-conditioner first, then circuit
breakers. Vvan equipment may then be turned on.
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5.1.2 Generator Power.

For mobile and/or remote site operation, power can be supplied by the
Onan 12 kilowatt, diesel generator.

If attached, disconnect the power cable described in-5.1.1; ensure

that the diesel generator power cable {s securely attached to the connector receptacle
on the van.

Before starting the generator, ensure that all circuit breakers in the
RF van, along with the air-conditioner control switch, are in the OFF position. The
procedure for starting the generator is as follows:
Check fuel supply.
"LOAD" switch OFF.
Engage "PREHEAT" switch for 60 seconds.
Engage "START" switch.
"LOAD" switch ON.

If engine fails to start after 20 seconds, repeat steps 2 & 3
above.

D N bW Ny -
s e e e ..

After generator is started, check voltage and frequency meters for
proper indications (230 VAC, 60 Hertz); engage airconditioner first, then circuit
breakers. Van equipment may then be turned on.

5.1.3 Power-down Procedure

Before removing power, the following procedure is followed:

1. A1l equipment and air-conditioner "OFF".
2. A1l circuit breakers “QFF".
3. If generator is used, immediately place LOAD switch to "OFF".

5.2 Communications Hook-up Procedure

Electronics Net (E-Net) and telephone communications are supplied to the
RF van through a cable to communications hook-ups at the buildings listed in 5.1.1.
An additional hook-up is located at the telemetry facility on Roi-Namur (T-5).

A communications cable is located in the RF Van storage container; cables
are in place at the SR-1 and T-5 facilities.
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5.3 RF Van Antenna Mast Operating Procedures

5.3.1 Raising Mast

CONTROL VALVE to "HOtD“.

2. AW locking collars, with the exception of the top one, should be
tightened by turning the lTocking screws clockwise.

. Set MAIN VALVE on pneumatic system to “ON" (pull out).
4., OPERATING HANDLE to "UP" to desired height.

5.3.2 Lowering Mast

1. OPERATING HANDLE to "DOWN".

2. When air is released, unclamp the lowest collar and let the lower
section fully retract.

3. OPERATING HANDLE to "HOLD". As mast lowers, repeat Step 2 until
fully retracted.

NOTE: For more information, refer to the AL-750 0&M Manual.

6.0 RF SURVEY PROCEDURES

6.1 Narda Model 8616 Monitor Description

Used for most RF survey power density measurement work, the Model 8616 is a
Broadband Isotropic Radiation Monitoring System covering a frequency range from 300 KHz
to 95 GHz, with only three probes. The unit is battery-operated from an internal,
rechargeable battery. The unit can also be operated from AC mains of 115 or 230 VAC.
An auto zero function permits the unit to be zeroed by pressing the switch on the
handle. In addition to its normal mode of operation (where instantaneous indications
of the monitored field are displayed), a "MAX HOLD" mode is provided. In this mode )
of operation, the maximum power density surveyed will be indicated and maintained until
the "AUTO-ZERO" switch is pressed. Refer to Section II of the 8616 0&M Manual.

€.1.1 Data Sheets

RF survey measurement data is recorded on data sheets (Figures 4 & 5).
As a general rule, Figure 4 is used when a drawing of the survey site accompanies the
completed report, while the remarks section of Figure 5 can detail pertinent measure-
ment location information.
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6.1.2 Data Correction

Data as measured are 1isted in the “RAW METER READING" column of the
data sheets. The "RAW" data is then corrected for the manufactirer's stated possible
error (+0.5 dB + 3% of full-scale reading) and multiplied by the probe frequency cal-
ibration factor (1isted on the probe handle or attached card), and Visted in the
"CORRECTED METER READING" column. An example follows:

Raw Meter Reading = 0.110
+0.5 dB = x 1.122
0.12342
+3% Full-scale = + 0.00600
(.03 x 0.2 = ,006) 0.12942

Calibration Factor = x 1.23100
© 415.0 MHz w/86218B 0.159
Probe P/A#1004897P-02 ’

0.159 is the corrected value.

If the transmitter being surveyed radiates at less than full power,
the “CORRECTED METER READING" is multiplied by the extrapolation factor. This product
is then entered in the "EXTRAPED TO FULL POWER" column. For example, if the transmit-
ter radiates at half-power (50% = 0.5), the extrapolation factor is 2, which is the
reciprocal of 0.5. For further information, refer to the 8616 0&M manual.

6.2 Ailtech NM-17/27, NM-37/57, & NM-67 Receivers

The Ailtech receivers are field intensity meters that can be used for
narrowband RF signal measurements. The start-up procedure for making RF measurements
is as follows (for further information, refer to the appropriate receiver 0&M manual:

1. Turn on receiver to be used.

2. Calibrate receiver as per instructions.
3. Select frequency to be measured.
4

Prepare receiver for measurements (i.e., attenuator, bandwidth, meas-
urement function, etc.).

wn

Select and position proper antenna for receiving.

6. Connect RF cable (e.g., RG-214) from antenna to RF patch panel connector
"A" (Type-N female).

Connect RF cable from RF patch panel connector 52 to RF input of receiver.

8. Proceed with measurements.
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After completing measurements, correction for line-losses, antenna factor,
and receiver attenuator, must be computed. The pre-mission PM check contained in
8.2 can be used as a guide. Antenna correction factor charts are located in the RF
Van and the FCA office.

6.3 Spectrum Signature Recording System

The RF Van has the capability of recording any data observed on the
HP-85668 spectrum analyzer in a hard copy by the HP-7225A plotter or the HP-9866A
printer. The system uses an HP-9825A computer for manual or automatic control of
the recording process. The RF input to the spectrum analyzer makes use of the same
signal path used for the Ailtech field intensity meters.

The procedure for making recordings is as follows:

1. Turn on spectrum analyzer, plotter, and printer.

2. Lload data cartridge labeled "SPECTRUM SEARCH" into computer.
3. Turn on computer -- observe spectrum analyzer display.
4

Using spectrum analyzer keypad, select "5 -- Spectrum Analyzer Automatic
Calibration".

Follow instructions on computer display.

6. If automatic checkout is not available, the spectrum analyzer can be
manually calibrated. Select "RECALL" and "8" on the front panel. Adjust
"AMPTD CAL" for a -10 dBm signal level. Next, select "RECALL" and "9".
Adjust "FREQ ZERO" for maximum amplitude. Lastly, select "SHIFT" and
"w" ("FREQUENCY SPAN" button), to initiate the internal calibration
program.

7. Using spectrum analyzer keypad, select "2 -- Spectrum Search (Automatic)®,
or "6 -- Transfer CRT to Plotter (Manual)".

8. Follow instructions on computer display.

6.4 Alpha Industries Millimeter Wave (MMW) Receivers

The Alpha MMW receivers downcovert K and M band RF signals to intermediate
frequencies that can be processed in the RF van. The system consists of two sets of
receivers, radomes, and waveguides. Each set provides coverage for either K or M
band -- not both. A Watkins-Johnson antenna controller and antenna are used for signal
capture.

For further information, consult the appropriate O&M manual.

D-25




B PROCEDURE NO. DATE PAGE OF

PNC 213.001 15 Mar 87 23 24

Planning Research Corporation TWLE  FREQUENCY CONTROL AND ANALYSIS
PRC Kentron OPERATION AND MAINTENANCE
STANDARD OPERATING PROCEDURE (SQP)

6.5 Narda Model 8201 Monitor Description

Used for microwave oven RF survey power density measurement work, the
Model 8201 is an Electromagnetic Leakage Monitor calfbrated at ‘2450 MHz. The unit
is battery-operated from an internal battery. The unit is zeroed by adjusting a
control knob. The measurement range is selected by a three-position switch. A
styrofoam spacer on the end of the probe provides the user with a set measurement
distance during the measurement process.

For further information, consult the 0&M manual,

7.0 PREVENTIVE MAINTENANCE (PM)

7.1 General

A1l performance/completion of PM routines will be reported per S0P 003.005,
Maintenance Management Program.

7.2 Schedule

PM is performed in accordance with the PM Recall List, which is issued ‘
semi-annually. PM checks are performed according to the manufacturer's recommendations.

8.0 MISSION OPERATIONAL PROCEDURE

During Range operations, the RF Van will primarily support from either Kwajalein
or koi-Namur. Support location requirements must be determined at least two weeks 1in
advance should transportation be required. Transport is arranged by informing the
PRC Kentron Transportation Coordinator at X1529.

Procedures for reporting and evaluating information concerning incidents of
suspected mpeaconing, intrusion, jamming, and interference, are contained in Annex Il
(AR 105-3).

A1l FCA activities must be entered into the RF Van Logbook.

8.1 Mission Activity T-2 and T-1 Days

Verify operation of communications hook-up during E-Net.communications/status
check. Conduct pre-mission preventive maintenance checks listed in paragraph 8.2.

8.2 Mission Day Activity

Man the RF Van at the specified time for operation (generally, four hours
prior to the opening of the mission window).
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The following pre-mission preventive maintenance check will provide the

1.

operator with a means to verify the operation of the RF sfgnal path to the spectrum
analyzer and the EMI/FI receivers:

Connect HP-10502A cable between the "CAL OUTPUT" and "RF INPUT" of the-.
HP- 8566B spectrum analyzer.

Follow spectrum analyzer checkout procedure outlined in 6.3.

Connect 10-foot RG-214 RF cable between “CAL OUTPUT" of the spectrum
analyzer and RF Van patch panel connector 52.

Connect 50-foot RG-214 RF cable between RF Van external RF patgh panel
connector A and the RF cable connected to the Tecom log-periodic antenna.

Turn on RF Van antenna selector and select "R1-2".
Using the "SPECTRUM SEARCH" tape, select "6 -- fransfer CRT to Plotter”
and run a plot of the observed signal. I1f plotter capability is not

available, note power level difference from the -10 dBm calibration
signal.

System attenuation should not exceed -15 dB (-12.5 db nominal).
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NAVAL WEAPONS CENTER
ZHINA LAKE, CALIFCRNIA
FREZUZNCY MONITCORING CAPABILITIES
CODE ©2203

I. FIXED FACILITY
A. Monitoring and surveillance - 0.5 to 18 GHz.
r

Direccicn finding (DF) - 140 MHz to 18 GH=z.

C. Pulse aralysis
Treguency, width, amplitude, PRI/PRF.

D. Spectrum analysis - 0.5 to 18 GH=z.

E. Validation of target set-up and calibraticn.

F. Hardcory cf pulse and frequency characteristics.
iI. MCEILE FACILITY

A. Monitoring and surveillance - 0.5 to 18 GHz.

B. Direction finding (DF) - 140 MHz to 18 GHz.

C. 'On-site' monitcring and surveillance.

D. Pulse aralysis

Treguency, width, amplitude, FRI/PRF.

(L]

. Interference tracking - 0.5 to 18 GHz.

F. General project/test support validation for remote target
cet-uvp and calibration,

G. Hardccpy of pulse and frequency characteristics.

. Srectrum analysis - 0.5 to 18 GhH:z.

NCTE: Provision for 18-40 GHz and 30-500 MHz coverage
:s included in the Microtel MSR-904A surveillance

receiver of the mobile facility.

11 RANGE CPERATIONS INSTRUMENTATION CODES
A. H(F) - Larxkx Hill Fixed Frequencv Monitoring Facilisvy

v

B. H(M) - Mobile Frequency Monitoring Facility

E-2
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MOBILE VAN INSTRUMENTATION SYNOPSIS

STZCTRUM ANALYZER, TEWTRONIX TYPE 494P

. IF bandwidths of 30 Hz, 100 Hz, 1 KHz, 10 KHz, 100 KHz, and

1 .
Lo MHEz.

B. Built in frequency courter to 325 GHz.

T. Nonvolatile memory storage.

D. Keyracd data entry.

T.Cirect 21Ct cogablllvy

F. Display can be normal or digitally refreshed.

G. Present anrtenna system supports coverage from .14 - 1& GH:.

H. IEEE-<88 interface capability is incorporated into the
system.

MICROWAVE RECEIVZIR, MICROTEL TYPE MSR 904A

A. Present antenna system supports coverage from .14 - 13 GHz.

B. IZTEE-488 is not available but system has remote control
capability.

C. Svetem is ccntzolled via an IEEE-488 intertface in the
Microtel FCE-904 frequency/counter synthesizer unit.

2. IF outputs consists of 160MHz and 21.4 MHz.

E. IF tandwidths c¢f 100 KHz, 1 MHz, 5 MHz, and 30 MHz are
st ard.

T. Scan limits anvwn:y: within the selected kand are set witl
the rl and F2 controls, resulting in scanning of single,
full, crossband and external scan control.

G. Video consists ¢f log and linear AM/FM.

H. Tuning can be fixed or delta over an adjustable rercentzrce
of the current band in use.

FRZQUENCY COUNTER/ZUYNTHESTIZER, MICROTEL TYPE FCS 904

A. Modes of operation to control MSR 904A receiver.
1. Fixed frequency synthesized
2. Linear scar.
3. Synthesized step scan.

B

. Linear scan mode can be used to identify signals in the

auto-stop mode.

E-3




C. Unit incorporates IEZEE-488 capability.
V. 3IGITALLY REFRESHED DISPLAY, MICROTEL TYPE DC-904
L. IZIZ-438 Lntosfase L3 oLoT o avellanle, conurol i
accomplizhed by the FCS S04 interface.
3. Depending on the mode of operation, signals are acceptea
rom o The MSR 2044 cr the FCS 904.
C. The pan display mode provides demodulaticn of the 160 MH:
ard cenerates a 20 MHz wide sweep.
Z. Sicnals from the MSR 904A in the multi-kand mode, ctrcvide
S-rrace dicplav capability
7. PULSE ANALYZER, SCI-CCM Type SCP 216CA
A, Pulse signals are analyzed cn & pulse-~rulse pasis with a
maximum of 256 pulses per read cycle.
2. Cnit is equipped with a constant read mcde
C. Pulse analyzer will accept eithe.- 160 MHz IF or demodulated
video inogut
D. 7o determine how many times a particular PRI had cccurred,
the de-interleave mode will process the pulse data then
displav on the CRT the location of the PRI/S by use of a
cursor which identifies both pulse and memory locations.
E. In the de-interleave and constant read mode, the signal/s
to be processed must fall within operator set limits of
amplitude and center frequency.
F. Pulse analyzer iz eguipped with IZEE-488 interface.
VI, OSCILLOSCCPE DIGITAL TEKTRCNIX TYPE 2430A

A. Unit has a 150 MHz bandwidth with 5 ns/div maximum sweep
speed.

B. Provides digitizing rate of 100 Megasamples/sec with 8 bit
resoluticn.
Simultaneous acquisition of two channels.

D. Fully GPIB programmable for systems and automated test

appliications.

£. SAVE or Delta feature to capture and cave events that
deviate from user selected limits.

. Tull screen read ut and extenslive cursor functicns.

G. Triggering functions include; delav by <ime, delay by
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evenzts, and two exterrnai trigger inputs.

2. Six waveforms can ce saved for later display, znalysis, and
I. Accuisiticn medes consicst of repetitive and non-repetitiv

(normal mode); envelope mode records and displays min and

mas wavefzrm salues over ¢ore or more Sweers

J. Provide direct nard ccpy cutput wvia GPIEB (IEZE-+338) tc &
plotter’orinter
VI, CCZUDQR ENTIUNA COHTECL

A. Adjustaeble sector scan or fixed antenna positioning within
one tenth cf a degree is accomplished by this unirt.

E. Unit will rotate companicn antenna at speeds of 1-ZCU0ORPM

C. Unit will present automatic DF on companion display in both

tizcnal and sector scan modes.

VIII.COHMPUTER, HAEWLETT-PACKARD TYPE 9836, MODEL 23¢

A. 512K memory rlus cperating language (basic).

2. Dual disk drive (3 1/4 inch disk).
C. Monochrome CRT (12").

D. Integrated keykoard.

E. 128X byvte interral ram.

F. HP~-IB interface

G. 3 {47 rxocegsor lara

H. 8~slot backplane

I. Supports up to 2.05M kyte ram.

IX.

C. Surrgeortz zraphics coftware packages fcr HF computers.

K . ——ie = e

“. £ I0TER, AZWLETIT-FACRARD TYPE 2671G

A. Grarhics crinter

RN

B Interfaced to the HP-9836 computer.

r.waxd colungn parameters.

fu

(:
{1
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SEUZRATOR, oAl

A, 6.5 KW.

B. Recessed into
C.Fully remote
D. Single phase.

B. Recessed into

interior of mobile wvan.
zzravilics is incorporated

interior of mobile van.




FIXED FACILITY INSTRUMENTATION SYNOPSIS

I. VATKINS-JOHNSON 1840 WIDEBAND RECEIVING SYSTEM

- . . s e e s
frecuenzy range ©.2 o 1S GHZ

w
n

electable Bandwidths uo to 500MHz

. Frequency data is written directly on the face of CRT .a

(@]

. -
12 Ierm.,

J
nJ
t
O
<
[ 2
Q.
o

superhet receiver sensitivity and selactapility.

O]

. IF or R2F blanking

. Digitally refreshed or storage display.

L

it

. Permivs pand scan, limit scan, and manuaal mod

D

<

)]

operation. Also provides for intercept, dwell, and
dependent modes,

K. Synchronizer compatibility.

IZ. WATKINS~SCHENEON 6871A DIRECTION FINDING SYSTEM
A. Frequency range 20-1000MH=.

. _ZD pearing incication - no CFT

w

C. Accuracy 1 degree RMS
. Built in calibration.
E. Pseudo doppler system
F. IF input frequency 21.4MHz.
IIZ ENMTEL MODEL 72003 2-AXIS DISPLAY
A, Displays in a real-time visual format, the time varying,.
frequerncy - varyv.ng, ampiitude - varying properties oI
sigrnals and noise in bloccks of spectrum space.
iv. MICROTEL WR-55CC DIEECTION-FINDING SYSTEM

A. Frequency range 3KHz - 100 GHz.
B. Frequency counter

V. WATKINS~-JOHNSON 8730 VHF/UHF RECEIVER
VI, WATKINS-JOHUSON 8617B VHE/UHE RECEIVER

VII. RACAL TAPE RECORDER
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XV

XV
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v

I.

II.

MICROTZL MSR 904A MICROWAVE RECEIVER

2. See lizpile Jan Synopsis

‘.’
e et e e oo e eraarre o - v mun o s
TRECQUZLIY COCNHTEZA/STYNTHAESIZER, MICROTEL TYPE ZCS :us

A. See Yobile Van Syncpsis

DIGITALLY REFRESEEC DISPLAY, MICROTEL TYPE DC-904

A.See Mobile Van Synopsis

PULSE AMNALYZER, SCI-COM 2160A

A, See Mohkile Van Syropsis

COWDOR ANTENNA CCNTROL

A. See Mobile Van Svncpsis
TEXTRCUIWN 4631 HARD CCPY UNIT
¢Z ZIGITAL PRINTER

OSCILLCSCCOPE TEXTRONIX TYPE R7613
A. Direct writing on the display is accomplished by the 7MI3
readcut mode. ’
8. Scope is capable of dual trace without the 7M13 readout and
addition of amolifiers.
C. Score has time base and vertical amplifier gain settings on
disviay.

D. Vertical amplifier has 100 MHz bandwidth.
HEWLETT-PACKARD 1417 SPECTRUM ANALYZER DISPLAY.

HEWLETT PACKARD 7475A/6 PEN PLCTTER

. ANTENNA SYSTEMS

A. AN/APA 69A (2) /1-12.4 GHz

8. TECCM /,.5-18 GHz.

C. AEL Crossplanner Log Periodic / 100Hz - 1GHz.
D. ANDREWS (2) /300 - 3000 MH=z.

E-8




XIX.

Tyeg/89 MOBILE/FIXED SURVEILLANCE ENHANCEMENTS

A. Hewleti-Faciard $I2¢c¢3 spectrum analyzer and associated
software will replace Tektronix 494P spectrum analyzer
fresently L0 meounise van, The 494F will In turn e used

the fixed site.

3. Hewlett-Packard BHPO0O0OO Model 330C color workstaticn wil?

replace existing HP9836, Model 236 in mobile wvan. In

turn, the HP 28326 will be used in the fixzed site.

-
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APPENDIX F

TACTICAL FIGHTER WEAPONS CENTER
NELLIS AIR FORCE BASE, NEVADA




CHAPTER 10

SAS BASELINE CONFIGURATION
AND
SIGNAL MEASUREMENT CAPABILITIES

The SAS, as defined within this document, is a technical intelli-
gence acquisition system. Its configuration of manual and computer con-
trolled digital/analog systems with associated antennas provide a capability
for measurement, evaluation, and analysis of radars, simulators, electronic
countermeasures 2nd commimications signals, during operational test/evalua-

tion/training exercises. Inherently, the SAS supports special operational
missions and area frequency management.

The conlractor, in concert with the United Staltes Air force, provides a
comprehensive technical service which exploits the SAS electromagnetic
surveillance capabilities to the maximum extent possible and generates
timely evaluation and performance analysis of the electronic combat systems
for the Nellis Range Group. These data products and format must be respon-
sive to airborne operations, engineering design, and specifications of
systems under test.

The SAS consists of the following major functional elements:

a. A roof-mounted antenna system capable of collecting electro-

magnelic signals over the frequency bands from 30 MHz to
18 GHz.

b. Receivers capable of resolving, detecting, and measuring the
frequency and time domain modulalions of radars, jammers,
and communication emitters. The SAS utilizes two independent
and parallel receiver systems: a Hewlett-Packard (HP) ARS400
spectrum analyzer with associated time domain log video
detectors; and an HP 85668 spectrum analyzer. (iime domain
detectors may be added to the HP 85606B).

(1) These two receiver systems are complementary in terms of
instantaneous bandwidth, frequency resolution and ability
to measure a wide variety of modern signal modulations.
The HP spectrum analyzer instantaneous bandwidlh is con-
trollable from 3 maximum of less than 8 MHz to 10 Hz. By
its nature, as a swept superheterodyne with narrow fil-
ters, it is capable of high fidelity precise spectrum
analysis of stable, repetitive signals.

(2) The HP 8566B receiver system has higher frequency resolu-
tion and is used to provide a more graphic data product.
This receiver system provides an inpul to the on-board
video recording system and provides a means for contin-
uously recording as events occur,




c.

e.

A video tracking and HP 85668 receiver recorder system capable
of manual or video tracking of airborne targets by utilizing
either of two video cameras.

An installed video recorder system on demand compositely
records all tracked target data along with HP85668 receiver
data for aircrew feedback and analysis.

HP 2100s computer system: The SAS is potentially capable
of realtime automated control. The Hewlett Packard System
is interconnected via an HPIO bus. A1l SAS equipment is
designed for digital input/output functioning, although the
equipment is basically analog and would need additional
equipment and programmirg to perform realtime output.

The three operator/control stations and their functions are
as follows:

(1) The HP ARS400 operator manually controls the HP
receiver system parameters.

(2) The tracker operator manually controls the pointing of
directional antennas through the DBA Optical Tracker
Joy Stick.

(3) The HP 85668 operator manually controls the receiver
system parameters.

F-3
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Figure B-7. HP 8566B RF Spectral Plot of Signal Amplitude vs Frequency
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Figure B-8. HP B8566B RF Spectral Plot of Signal Amplitude vs Frequency
(Expanded)
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Figure B-9. HP 85668 Time Domain Graph of Signal Amplitude vs Time
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Figure B-11. HP 8566B Rectangular Plot of a Radar System
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only during the specific time period thata given
airborne ECM system is expected to produce
an output pulse. The various discriminatory
capabilities permit the AN/MSR-T4 to generate
a stream of data samples that can be associated
with specific RF sources.

d. Signal Tracking. The ability to keep its
directional antennas boresighted on the
airborne ECM system is critical to the AN/MSR-
T4 mission. Measurements in a receiver
subsystem begin only when an incoming signal
exceeds a program-controlled qualitying
theshold. A misdirected antenna causes the
ECM input signal to drop below the required
level and interrupts the data being received by
the AN/MSR-T4. The targets that must be
tracked are high-speed. highly manwuverable
aircraft. The EW exercise being monitorea by
the AN/MSR-T4 will generally be part of a
larger-scale exercise, such as a bomb scoring
exercise. That exercise may require the aircraft
producing the ECM signal to take evasive
action. The data required to control antenna
tracking cannot be extracted from the signais
being processed by the receiver subsystems in
the AN/MSR-T4. An external source must
provide the tracking data thatis needed to keep
the AN/MSR-T4 directional antennas on target.
The range tracking radar can provide the
necessary data when the AN/MSR-T4 is
depicyed on a range that has tracking facilities.
The AN/MSQ-117 IFF tracker system can
provide the necessary tracking data whenever
the AN/MSR-T4 does not have range tracking
facilities available. Except when collocated
with RF power sources, the antenna pointing
information is the only input, other than
primary power, required for AN/MSR-T4
operation. The RF bilanker pretriggers are
required whenever the AN/MSR-T4 is
collocated with RF power sources.

e. Signal Measurement. The values of
threshold-qualified signals, are measured
‘automatically by standard measuring
instruments. The quantitative data produced
by these instruments permits tirmware-driven
decision logic 1o determine such values as:

s  RF center frequency

F-8
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®  Frequency agility range and period

e Interpulse period (pulse repetition
interval)

® Pulse repetition stagger range and
rate

¢  Pulse width

e  Antenna scan rates (rotational, raster,
or conical)

®  Antenna polarization

*  Antenna mainlobe width

e Effective radiated power (erp)
¢  Spectral power density

Measurement of these signais for the threat
emitter input signal permits the threat to be
categorized; measurement of these parameters
for the ECM system response permits
evaluation of noise, puise, and continuous
wave (CW) countermeasures.

3-2. SYSTEM OVERVIEW.

8. Functions. The AN/MSR-T4 consists
of functionaily oriented subsystems that are
generally either computer-based or
microprocessor-based. Figure 3-2 shows these
subsystems and the general data flow that
occurs. Each subsystem has a specific set of
functions to perform within the system.
Generally, the subsystem contains the
microprocessor or the computer that directs
the step-by-step operations required to
perform these functions. The operating
instructions that program these step-by-step
operations are stored as firmware (in the
microprocessor-based subsystems) or as
software (in the computer-based subsystems).
Each subsystem is capable of semiautono-
mous operation. A given subsystem needs oniy
to be assigned a particular set of tasks by
Control Processor A7A1 and be provided with
the initialization data related to these tasks.
Task assignment and initialization can be
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performed at any time prior to actual need.
When triggered by the occurrence of a
firmware-specified event (such as a signal
exceeding a preset threshold), a subsystem
can then perform its assigned task without
requiring intervention from the Control
Processor. Measurement operations within a
subsystem can be synchronized by the signal
being measured; there is no time lost in
signaling between the subsystem and the
Control Processor. As a result, a given
subsystem can adapt itself automatically to

randomly occurring asynchronous events.

(relative to the timing within the AN/MSR-T4
subsystem). Also, data collection can be
initiated by the occurrence of an event (such as
a signal falling below a preset threshold or a
frequency scan reaching a preset limit).
Parameter measurements being initiated
automaticaily by the occurrence of an event
and data collection by termination of the event
means the data is available for analysis in near
real time. All the subsystems are conducting
independent, simultaneous operations under
supervision of the Control Processor, allowing
Signal Analysis Processor A6AS to receive (in
near real time) the data it needs to perform
ECM evaluation, threat evaluation, and
spectrum management support tasks.

b. Antennas. The antennas provide
continuous frequency coverage from 0.03to 18
GHz. Theat emitter activity and voice
communication are monitored through
omnidirectional antennas. Satellite timing is
monitored through a geostationary orbiting
earth satellite (GOES). RF emissions from
airborne sources are monitored through
directional antennas. The directional antennas
accept input signals of vertical and horizontal
polarization. Antenna movement is required so
the system can track the selected aircraft
supplying RF input. Additionally, the gain of
the directional antennas compensates for the
lower-level signals received from more distant
sources. The directional/polarization
capability also enables measurement of some
parameters related to the source antenna.
Antenna outputs connect to the Antenna
Switching and Signal Conditioning Matrix

_ (wb)
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(ASASCM). TV Camera A24A7, Interphone
A4AB6, TV Camera Control A4A4, and TV
Monitor A4A3 complete the antenna
subsystem.

c. Antenna Switching and Signal
Preconditioning. ASASCM Directional/Omni
Remote Unit A24A4, ASASCM Master Control
Chassis A2A1, and RF Blanker Distribution
Matrix A3A4 perform this function. The
ASASCM amplifies input signais to preserve
overall system sensitivity. The ASASCM also
controls switching of any receiver (except
communications and satellite time receivers) to
any antenna. The RF blanker receives
pretrigger information and sends the ASASCM
the blanking pulses used to prevent
interference with data collection. The ASASCM
outputs connect to the multiple receiver
subsystem.

d. Performance Verification. This
function calibrates and monitors the
performance of the system elements whose
operation is critical to the reception and
analysis of an incoming RF signal. Equipment
failures detected during performance
verification are displayed by the Control
Processor, supporting the system's
maintenance and calibration requirements.

e. Muitiple Receivers. The receivers
consist of Communications Receiver A2A9,
audio and range timing components, wideband
receiver, and two narrowband (nb)
receivers. The wb receiver consists of RF to IF
Downconverter A1A2, Acousto Optic
Processor A1A12, and Acousto Optic
Processor Data Interface Unit A1A7. The wb
receiver monitors spectrum activity. The data it
produces can be used by the Control Processor
to direct the nb receivers to the frequency ofan
input signal. Each nb receiver consists of a
Spectrum Analyzer (A1A3, A2A2). IF Signal
Demodulator (A1A6, A2AS5), and Receiver
Processor (A1A5, A2A4). Thé nb receivers
collect data on puise-type signals (pulse width,
pulse amplitude, and interpulse period).
Additionally, data needed to analyze a compiex




INIGR0J33 SNOTLUIINAWWOI

1304d0S/IINUTTIIAINS WNALIIdS

SISATUNY MWI3
NOIIUBITHI/NOILUAITHA JUIAH] - SITLITIGUAHD TUNOIIVE34O

(ZH9 8% 01 HIMOIT) ZHI BT 01 ZHMW 8F - I9UAIA0D AJN3NDIAS

"IWI1 U3 363N NI ALIALLDY 48 33HI0 ONY
SWI0J3AEM WII 'STUNIIS 1633H1 40 SIILSIAI1IUIUHI
030233 GNY ‘AUTISIO ‘IZATUNY ‘3AIII3Y ATTHILIVMOLING - 3S043Nd

NOILdI8IS30 WIISAS

PL-dSH/NY

F-10




AN/MSR-T4

t
CABLE ASEL

SYSTEM DESCRIPTION

e

CUNBSIOE VIEW

SI0AAGSE
UNDER SPAAR TiRE

isGuaLCASLE)

AN/MSR-T4 FULLY DEPLOYED




AN/MSR-T4

SYSTEM DESCRIPTION

ANTENNA FARN

S as
oBD
—‘o
:--

ANTENNA SHITCHING & CONTROL

TERMINAL

TAPE

cory

TAPE
RECORDER




sjuswdinb3 usA pL-HSW/NV 2-I eanBid4

e

greeeeeseeeLSL

Ly

F-13




Specification No. SD2-79-06B
Code Identification 18894
30 December 1985

3.2.1.1.3 Intermediate Data Output. The AN/MSR-T4 shall provide
intermediate data displays during the measurement processes involved with the
requirements of 3.2.1.1.1 and 3.2.1.1.2. This intermediate data shall be the
raw data and/or selected portions of the raw data which is being accumulated
in real time and which will be subsequently analyzed and formatted for the
finzl data output described in 3,2.1.1.4. The intermediate data shall be
continuously updated and displayed during collection, temporarily stored on a
magnetic disc, and stored permanently on a magnetic tape for post-mission use
and future reference. The intermediate data shall consist of, but not be
limited to, the following:

a. Target position data

b. Signal frequency domain characteristics

c. Event measurement times

d. Signal time domain characteristics

e. Detected signal modulation characteristics

£. Selected AN/MSR-T4 equipment configuration data

The purpose of displaying the data is to (1) assure the operator that data are
being collected during actual operations and (2) provide a basis for
corrective action and for operatione log comments if unforeseen problems have
occurred during operations and are clearly evident in the real time data
digsplays.

3.2.1.1.4 Final Data Output. The required data shall be output in various
specific formats as described in Section 10, Appendix I. This data shall be
displayed to the operator, hard copied and, as required, transmitted to a '

designated remote location.

.3.2.1.1.5 Spectrum Management Support. The AN/MSR-T4 shall provide an
automatic intermittently executed spectrum surveillance routine of designated
restricted frequency bands during conduct of ECM test and training exercises,
The spectrum surveillance routine output shall indicate the frequency of any
emission originating from any equipment on the participating aircraft
{(excluding radar skin returns) within the restricted frequency bands. The
frequency of a detected emission shall be immediately displayed to the
AN/MSR-T4 operator so that corrective action can be initiated with the
participating aircraft. The data shall be stored for inclusion in the final
output results sent to the Bomb Wings (see Section 10). The currently
designated restricted bands are shown in Table 4.
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3.2.1.2 Performance-TAC. The AN/MSR-T4 shall provide the performance
described 1n 3.2,1.2.]1 through 3.2.1.2.6 and Section 10, Appendix I.

3.2.1.2.1 Threat Radar Performance Evaluation. This paragraph is
identical to 3.2.1.1.1.

3.2.1.2.2 ECM Performance Evaluation. This paragraph is identical to
3.2.1.1.2.
3.2.1.2.3 Communications Receiving/Recording. The AN/MSR-T4 shall

automatically intercept, dwell for variable periods, and record on magnetic
tape standard AM/FM communications voice transmissions on designated
frequencies in the range below about 500 MHz. The analog voice data will be
serially recorded in conjunction with an IRIG-B time code generator. The
receiver dwell time will be encoded and multiplexed on the unused binary
digital field within the IRIG-B time frame. In addition, a digital output of
dwell frequency will be provided at the UCDP.

3.2.1.2.4 Spectrum Management Support. The AN/MSR-T4 shall provide
specific data in support of range spectrum management activities. It shall
perform this support function during specified periods and at designated
locations within the TAC range complex. The data shall consist of
measurements which will identify EM emissions of known and unknown origins
that are within line-of-sight (at a -5° to + B80° elevation angle) and/or
intercept range of the AN/MSR~T4. The parameters/characteristics which shall
be measured are the following:

a. Frequency

b. Emission characteristics, i.e., AM, FM, cw, pulsed

¢. Azimuth relative to measurement location

d. Threat radar parameters/characteristics listed in 3.7.4.4.2.1.a and
Section 10, Appendix I. Those parameters/characteristics listed in
3.7.4.4.2,1.a and Section 10, Appendix I as may be measured, from
unknown/unidentified emission sources when intercepted by the
AN/MSR-T4, shall be provided.

3.2.1.2.5 Intermediate Data Output. This paragraph is identical to
3.2.1.1.3, except the data shall be optionally output to the UCDP for
immediate transmission to a remote location.

3.2.1.2.6 Final Data Qutput. The final data consists of the stored

intermediate data, or an analysis of the stored intermediate data which is
output to the UCDP in the format described in Section 10, Appendix I.

3.2.1.2.7 Operational Concept. The AN/MSR-T4 shall provide the
performance described in 3.2.1.2.1 through 3.2.1.2.6 during the aircraft

engagement scenarios and other operations scenarios described in 3.2.1.2.7.1
through 3.2.1.2.7.3.
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3.2.1.2.7.3 Specttum Management Support Scenmarics. A spectrum management
support scenario 18 conducted during periods which will not conflict with the
acquisition of data for the testing and training scenarios. The periods may
be between aircraft sorties of a particular scenario, or between scenarios.
The purpose of a spectrum management support scenario is to (1) verify that
range users are operating equipment in accordance with established frequency
authorizations and (2) provide data to resolve cases of inadvertent
interference either between participants or non-participants in range
activities. The AN/MSR-T4 shall perform the following:

a. Provide accurate, reliable measurements of the parameters/
characteristics listed in 3.2.1.2.4 when surveying bands of interest
designated by a specific scenario.

b. Output the intermediate data or final data to the UCDP in its
required format for transmission to its remote location. The final data
format is described in Section 10, Appendix I.

c. As required, and within the measurement capabilities necessary to
meet the requirements of 3.2.1.2.1 through 3.2.1.2.3, provide special data per
3.2.1.2.4 and 10.3.2.3 which might assist in the resolution of radio frequency
interference problems associated with range activites. The available data
display and data storage facilities shall be utilized as appropriate.

.1.2.7.4 - Ground-based Threat Validation. This paragraph is identical to
.1.1.6.3 except threat signals shall be measured by direct radiation to the
ed AN/MSR-T4 as well as from a fixed calibrated target, if available.

.2
.2
it

D

w

.

. 1.2,
2.1, 1,

8 Availability/Utilization. This paragraph is identical to
7.

uu

3.2.2 Physical Characteristics. The physical characteristics requirements
described in the following paragraphs shall be applicable to all AN/MSR-T4
systems.

3.2.2.1 Configuration

3.2.2.1.1 The configuration of the AN/MSR-T4 shall provide a central
control area which shall include one operator console, space for one observer
and an IFF target tracking operator console if required, The minimum area
shall be 32 square feet with no dimension less than 42 inches. There will
also be separate space provided for the AN/MST-T1A remote operator consoles/
racks (see 3.3.g) which require two (2) operator positions and one (1)
observer position (minimum area shall be 32 square feet).

3.2.2.1.2 Thirty (30} inches of standard 19 inch width rack space shall be
provided for mounting a user provided Modular Instrumentation Package (MIP).

A power strip with a minimum of six 115/120 VAC, i5 amperes, 60 Hz,
single-phage, grounded outlets shall be provided on the equipment rack in the
vicinity of the MIP rack space.
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3.2.2.3 Deployment. The AN/MSR-T4 shall be capable of being completely set
up within 4 hours by 3 men after arriving at its destination. An additional &4
hours will be allowed for equipment warmup, stabilization, alignment and
calibration. The AN/MSR-T4 shall be capable of placement at a site with no
special preparation to either the system or the site in terms of concrete pads
or other similar equipment. Leveling and stability jacks with the necessary
hardware to provide a leveling capability and stability to meet the required
system performance specifications when the system is operated on a
longitudinal inclination of up to 4 percent downhill or 10 percent uphill and
a lateral inclination of up to 10 percent from the normal operating position
(normal level in all planes) shall be provided. Level devices shall be
provided in appropriate locations. This requirement also applies to the
optional IFF target tracking van.

3.2.3 Reliability

3.2.3.1 Quantitative Requirements

3.2.3.1.1 Mean Time Between Failures (MIBF). The AN/MSR-T4, including the
autonomous IFF target tracking subsystem, shall have a lower test MIBF of 150
hours and an upper test MTBF of 300 hours and the MTBF of the AN/MSR-T4

without the autonomous IFF target tracking subsystems shall not be less than
200 hours under the conditions contained in the approved reliability test plan.

3.2.3.1.2 Mean Time Between Critical Failures (MIBCF). The AN/MSR-T4,
including the autonomous IFF target tracking subsystem, shall have a MTBCF of
no less than 400 hours.

3.2.4 Maintainability

3.2.4.1 Quantitative Requirements

3.2.4.1.1 Corrective Maintenance Time. The AN/MSR-T4, including the
autonomous IFF target tracking subsystem, shall have a mean corrective
maintenance time (Mct) of 30 minutes, a maximum corrective maintenance time
(Mmax ct) of 90 minutes (95th percentile) when repaired by two Air Force
Maintenance technicians of skill level 5 or equivalent.

3.2.4.1.2 Preventive Maintenance. The AN/MSR-T4, including the autonomous
IFF target tracking subsystem, shall have a preventive maintenance period not
to exceed 60 minutes (or 2 man-hours). The preventive maintenance period
shall occur no more frequently than once for every 168 hours of operation.

3.2.4.1.3 DELE(ED.

3.2.5 Environmental Conditions. The environ—ental conditions described in
the following paragraphs are applicable to all AN/MSR-T4 systems.
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PREFACE

Frequency Monitoring Instructions were written for the
training communication equipment operators and electronic
operators in the unique procedures required to survey and
the radio frequency spectrum, It provides fundamental

information on sources of radio frequency interference and methods on

how to use

the various positions within the Frequency Monitoring

Stations such as telemetry, radar, commaid, control and communication

systems,
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INTRODUCTION

The Frequency Management Division (FMD) is responsible for the
procurement, assignment, scheduling, and coordination of all radio
frequencies utilized at Point Mugu. Authorizations for the use of
frequencies on the range are obtained from the NAVAL ELECTROMAGNETIC
SPECTRUM CENTER, WASHINGTON, D.C. Most frequencies employed by
missile programs are assigned on a share basis and use must be
scheduled to preclude mutual interference.

The task of frequency monitoring involves the extensive use of
radio frequency (RF) surveillance and measurement equipment for the
purpose of searching and scanning the RF spectrum to identify sianals
that may interfere with any electronic facility that is supporting
range operations. Frequency monitoring performed by FMD can best be
broken down into six functions, defined as follows:

1. Spectrum Surveillance: The task of observing the
electromagnetic spectrum to determine usage parameters for
management, coordination, and interference prevention.

2. Direction Finding: The process of determining true bearing
by observing maximum signal strength on a specially designed system
consisting of a rotatable antenna of a highly directive nature, a
sensitive receiver, and a bearing indicator.

3. Signal Analysis: Determining the characteristics of signals,
such as the type of modulation, relative signal strength, and band
width.

4. Frequency Measurement: Accurate frequency determination by




the use of frequency meters such as transfer oscillators which are

accurate to plus or minus 0.0001 per cent.

5. Deviation Measurement: Measurement of low and high

frequencies of a modulated RF carrier.

6. Recording: Recording of command control audio tones.




INTERFERENCE CONTROL

Identification and Location of Signals

Normal transmissions such as amplitude modulation, frequency
modulation, continuous wave, teletype, and facsimile, can be
identified by call letters, frequency, date, time of transmission and
type of emission. The source of these signals can normally be
located by directing an inquiry through appropriate channels.

The identification and location of interference signals is
usually more complicated. The aural and visual presentations
provided by various equipments must be studied carefully, in order to
achieve favorable results. Written material on interference, in
addition to that presented, is readily available and should be used.
Information such as various signals as seen on panoramic adaptors is
particularly useful. Identification of most aural signals is
associated with narrowband and broadband interference and is provided
in the table attached. The following paragraphs contain information

relating to i1dentification and location of radiated signals.

Sources 0of Narrowband Interference

Narrowband interference consists of co-channel, adjacent-channel
harmonic and other signals at a distant frequency. Undesirable
response appears in a narrow tuning range when these signals are
detected. Most signals of this type are listed in the table.

Co-channel and adjacent-channel transmissions consists of
authorized or unauthorized transmissions present simultaneously with

a desired signal. Conditions causing these signals may be unusual
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propagation conditions, frequency spectrum crowding, use of
excessively high power, lack of proper maintenance procedures or
off-frequency operation.

Harmonics can be present in the radiated output of a transmitter
employing a class “C" final output stage. This is caused by faulty
elimination of the harmonics generated by the non-linear
amplification characteristics of class "C" operation.

Intermodulation and cross-modulation signals can be generated if
two transmitter signals are miked in a common non-linear impedance
and then transmitted normally. This can occur if electromagnetic
energy from one transmitter is coupled to another.

Parasitics are undesirable oscillations generated in a
transmitter from combinations of stray inductance and capacity.

Other spurious outputs consist of undesirable signals associated with
frequency multiplication or modulation present in a transmitter
output. In some cases receivers ac: .S a transmitter, radiating
energy at their local oscillator frequency or harmonics.

Radar transmitter can cause interference in other radars when
operating with excessive or high-level sidebands. Drifting from the
assigned frequency in a radar network, or non-synchronized pulse
recurrence frequencies between two radar systems, can cause
inter ference.

Sources of Broadband Interference

Broadband interference is principally caused by transients
formed when current carrying circuits are opened or closed. It

consists of a wide range of frequencies detectable by receivers over
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a broadband tuning range.

Powerline interfernce is caused by sudden changes in potential
due to current surges, corona, arching, or interruption of a power
circuit. Fluorescent lights cause interference due to normal gas
ionization within the tube, or by defective components. Arc welding
interference, generated by the arc and associated equipment.

Electric ignition interference is caused by transients in low and
high tension ignition circuits. Rotating machinery causes transients
due to commutation arching or static discharge. RF interference can
emanate from apparatus such as diathermy equipment, X-ray machines,
or induction heaters.

Radar modulator pulse is made up of a wide range of harmonics of
the basic PRF. These harmonics may be received directly from the
radar antenna or from metal portions of the radar equipment.
Intermittent connections and static discharges from wires or other
metalic objects, may cause transients. Ambient noise interference
may be caused by static discharge (thunderstorms), precipitation
static, discharge from snow, dust, rain, hail, etc., and cosmic

noise.
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AUDIBLE INDICATIONS ASSOCIATED WITH INTERFERENCE

TYPE OF AUDIBLE INTERFERENCE

1. whistling and squeals

2. 60 or 120 cycle hum

3. popping

4. crackling

5. sputtering, 1loud,
continuous

6. co-channel

7. 1mage frequency

8. undesired transmission

9. clicking, regular or
irregular

POSSIBLE SOURCE AND MECHANISM

co-channel; adjacent channel;
harmonics; intermediate
frequency oscillations;
intermodulation

power line noise:; fluorescent
lights; power supply hum

ignition systems: magnetos

regulators; corona discharge:
static charges

arc welders:; high fregquency
appratus:; diathermy, etc:; arc
lamps

Occurs when the center
frequency or carrier of an
undesired signal falls in any
portion of the pass band of
the receiver.

Occurs when the image
frequency ot a desired signal
is strong enough to be not
fully attenuated in the
resonant receiver circuits
used to reject the signal.
(The signal mixes with the
local oscillator frequency to
produce the intermediate
frequency, and is passed
through).

co-channel; adjacent channel:
harmonics: intermodulation:
intermediate frequency

electric calculating machines
code machines:; ignition;
mercury arc rectifiers;
relays; switches:
teletypewriters:; thermostacic
control

.~




10. Dbuzzing

11. whining

12. frying

13. adjacent channel

14. harmonic

15. intermodulation
(communications
receivers)

16. cross modulation

17. intermodulation
{radar receivers)

buzzers; vibrators

rotating machines, radar
modulator pulse

electric arcs; continuously
arcing contacts

Occurs when some sidebands,
but not the center frequency
or carrier of an undesired
signal falls within the pass
band of receiver.

Occurs when a signal is
produced at the receiver
intermediate frequency by
harmonics (generated in the
input circuits of the
receiver) of received signals
other than the desired signal
and/or the local oscillator
frequency.

Occurs with simultaneous
reception of two or more
signals which combine in
receiver input circuits to
produce the desired frequency
to which the receiver is
tuned, or in response to a
spurious response fregquency of
the receiver

Occurs when the modulation of
an undesired signal is
inpressed upon a desired
signal in the receiver input
circuits.

Results when a combination of
local oscillators frequency
and spectral-line frequency
produces a signal of
sufficient amplitude at the
receivers intermediate
frequency, or when the
separation between
spectral-lines is equal to
the intermediate frequency of
the receiver.




18.

shock excitation

Occurs when a short distance
pulse signal is applied to a
resonant circuit, setting up
damped oscillation at the
natural resonant frequency of
the tuned circuits for a few
cycles.




TELEMETERING MONITORING POSITION OPERATING INSTRUCTIONS

Purpose
To protect Range Users from unintentional radio frequency (RF)
interference and to ensure that all frequency users are duly
authorized and adhere to all restrictions imposed (i.e., tolerance,
emission type, bandwidth, etc.).
I. Duties
a. Monitoring of spectrums (1435-1535, and 2200-2300 MHz)
1. Identify signals
2. Measure signals-frequency
3. Log all signals intercepted
b. Inform station supervisor of all pertinent information
concerning monitoring position
. l. Tolerance violations
2. Unauthorized emissions
3. Interfering signals
4. Non-compliance with instructions
c. Operate with other monitoring sites and mobile
facilities as required
I1. Equipment
a. Type
1. Microtel MS 904
2. WJ 1234
b. Capabilities

1. Spectrum and signal analysis




2. Frequency measurement
3. Direction finding (DF)

III. Signal Analysis

a. Type
1. FM 4. MCwW
2. AM 5. T/M
3. Cw 6. Pulse

b. Bandwidth
c. Relative signal strength

IV. Telemetering Position Log

a. Self explanatory
'V. Method

a. Check operations schedule for daily telemetering
frequency assignments. Ensure that frequency assignments do not
conflict. All assignment discrepancies shall be referred to the
FREQUENCY INTERFERENCE CONTROL CENTER (FICC) who will take
appropriate action.

b. Log all signals intercepted and enter required data on
standard log sheet.

c. Identify all signals intercepted with those fregquencies
assigned to projects for daily operations. If a signal cannot be
identified as an authorized assignment, determine whether it is of
local or remote origin by coordinating direction finding results with
the other monitoring stations such as San Nicolas Island (SNI).

1. 1If signal is determine to be a local origin,

1
The PICC will -ispatch mobile facility to area of suspicion in order
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to locate and identify source of transmission.

2. If signal is determine to be of remote origin,
attempt to identify area of origin (i.e., Los Angeles, desert
activities, ect.). The FICC will direct the mobile facility to
locate and identify the transmission source so that coordination can
be effected.

d. Measure all signals intercepted to ensure that local
assigaments conform to frequency tolerance requirements and that
signals of remote origin are sufficiently spaced from local signals
so as not to cause interference.

1. If a signal of local origin is measured out of
tolerance, notify the FICC who will take corrective action.

2. If a signal of remote origin is measured within 250
KHz of a local assignment authorized for a scheduled operation,
notify the FICC of possible interference source. Provide complete
information concerning signal characteristics and enter time of
notificaiation in log. The FICC will be notified of any signal,
regardless of frequency separation if interference appears likely.

3. When periodic measurements of a local assignment
shows abnormal transmitter operation, such as, excessive fregquency
drift, spurious emission, low relative signal strength, etc., a
separate log shall be maintained with discrepancy details in order
that a conclusive report may be made to project concerned so that
corrective action can be taken.

e. The monitoring station telemetering position operation

will take all action concerning telemetry interference and will fill




out an interference report with all required information concerning
the complaint. He will immediately monitor the frequency involved
and notify the other monitoring stations of the reported
interference, giving full details and request assistance. He will
further keep the FICC fully informed of investigation progress so
that a conclusive report can be made to the Branch Head.

1. If the interfering signal appears to be a local
origin, the FICC will dispatch the mobile facility to tie area of
suspicion obtained by use of direction finding techniques, in order
to locate and identify source of transmission. When offender is
identified, notify the FICC/Branch Head who will take appropriate
action.

2. 1I1f interfering signal is determined to be of remote

crigin, the FICC will notify the Branch Head.




RADIO COMMAND CONTROL MONITORING POSITION OPERATING INSTRUCTIONS

Purgose

To protect Range projects from unintentional radio frequency
(RF) interference and to ensure that all frequency users are duly
authorized and adhere to all restrictions imposed (i.e., tolerance,
emission type, bandwidth, etc.).
I. Duties
a. Monitoring of spectrum (406-455 MHz)
1. Identification of signals
(a) All signals used on operations
(b) All signals apparent
2. Analysis of signals
(a) Measurement
(1) FM-3
(2) FM-6
(3) Transfer oscillator
(b) Signal strength

(c) Signal characteristics

(1) AM (4) Ccw
(2) FM (5) MCW
(3) Pulse

b. Keep the FICC informed of all pertinent information
concerning position.
l. Tolerance violations

2. Unauthorized emissions




II.

III.

3. Interfering signals
4. Non-compliance with Range instructions
c. Operational checks
1. Checkouts with projects equipment
(a) Pen recorders
d. Recordings
1. Make chart recordings of all air/surface launches
(a) For verification of interference

Equipment Used

a. FRW-3

b. Decoders as required

Cc. SLR
d. Recorders
1. Brush

2. Esterline Angus

Method

a. Check operations schedule and teletype for daily Command

Control frequency assignments. Ensure that frequency assignments do

not conflict. All assignment discrepancies shall be referred to the

FICC who

standard

assigned

will take appropriate action.

b. Log all signals intercepted and enter required data on
log sheet.

c. Identify all signals intercepted with those frequencies

to project for daily operations. If a signal cannot be

identified as an authorized assignment, determine whether it is of

local or

remote origin by coordinating direction finding results with




the other monitoring stations.

l. 1If signal is determine to be of local origin, the
FICC will dispatch mobile facility to area of suspicion obtained by
use of direction finding technigques in order to locate and identify
source of transmission. When offender is identified, and signal
source is one which has not been authorized, a radio discipline
violation report will be issued.

2. 1If signal is determined to be of remote origin,
attempt to identify area of origin (i.e., Los Angeles, desert
activities, etc). The FICC will direct the mobile facility to locate
and identify the transmission source so that coordination can be
effected.

d. Ensure that local assignments conform to freguency
tolerance requirements and that signals of remote origin are
sufficiently spaced from local signals so as not to cause
interference,

l. If a signal of local origin is measured out of
tolerance, notify the FICC who will take corrective action.

2. 1If a signal of remote origin is measured within 1.0
MHz of a local assignment authorized for a schedule or:ration, notify
the FICC of possible interference source. Provide liim with complete
information concerning signal characteristics and enter in log time
of notification. Responsible person will be 1otified of any signal,
regardless of frequency separation if interference appears likely.

3. When periodic measurements of a local assignment

shows abnormal transmitter operation, such as excessive frequency




drift, spurious emission, low relative signal strength, ect., notify
the FICC.

e. The monitoring station Command Control position operator
will take all actions concerning Command Control interference and
will fill out an interference report with all required information
concerning the complaint. He will immediately monitor the frequency
involved and notify the other monitoring stations of the reported
interference, giving full details and requesting assistance. He will
further keep the FICC fully informed of the investigation progress
so that a conclusive report can be made to the Branch Head.

1. If the interfering signal appears to be of local
origin, the FICC will dispatch the mobile facility to area of
suspicion, obtained by use of direction finding techniques, in order
to locate and identify source of transmission. When offender is
identified, notify the FICC/Branch Head who will take appropriate
action.

2. 1If interfering signal is determined to be of remote

origin, the FICC will notify The Branch Head.
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RADIO COMMAND CONTROL RECORDING POSITION OPERATING INSTRUCTIONS

Purpose
To detect extraneous Radio Command Control signals and to ensure
that proper operation of control station transmitting equipment.
1. Method
a. The monitoring station recording position operator
will coordinate marking of all charts being made at each monitoring
station.
b. Marking beginning and ending of chart with: Operation
number, date, frequency, operator, and recorder number being used.

c. Monitor assigned communication circuit for status of

missile launch or drone take-off.

. d. Start recorder prior to missile or drone R/C control
checkouts and identify each R/C control function pre-check with
contolling station when applicable.

e. Update operational schedule by checking with teletype.
l. If pre-check from a particular station appears
abnormal, notify the FICC who will take corrective action before
launch.
f. Mark recording with all pertinent data including:
l. Count down, commencing at the minus 2 warning or
when drone is spotted.
2. Zero time (missile launch or drone take-off).
3. Transfers of control, showing controlling station.

4. Time of landing or splash, if applicable.
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g. Ensure range timing in on.
h. If Command Control controlled missile or drone is being
used as a target, include count-down of firing operation, commencing

at the minus 2 minute warning.

i. During transfers of control, observe panoramic adaptor
to ensure that control signal is of sufficient strength to maintain
positive control. If control station is at extended range, request

other facility to provide this data.
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RADAR MONITORING POSITION OPERATING INSTRUCTIONS

Purpose
In order to protect Range Users from unintentional RF

interference and to ensure that radar and beacon frequencies are

compatible.
I. Duties
a. Monitoring of spectrum from 90 MHz to 40 GHz
1. Determine radar and beacon requirements
2. Analysis to ensure compatibility
3. Identification of intercepted signals
(a) Triangulation with other facilities

(b) Identification by known bearings, fingerprints,

etc.
4. Measurement of local signals
5. Log all signals
b. Assist FICC or endorse silence requirements as necessary

c. Be aware of ECM operations and effect on local

operations

d. Handle station interference problems (local) as;ociated

with spectrum monitored.

e. Keep the FICC informed of all pertinent data concerning

monitoring position.

f. Operate with other frequency monitoring sites and mobile

facilities as required

g. Close liaison with other operating positions concerned
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with same operation.

I11. Equipment Use

a. Reception of all RF signals in band covered
1. Band covered
{a) 90 MHz to 40 GHz

2. Types of signals

(a) Cw (@) T/M
(b) MCW {(e) FM
(c) Pulse

b. Frequency measurement
1. Direct
2. Transfer 0SC
c. Signal analysis
1. Panoramic presentation
2. Pulse analyzation
(a) sc1-2160
(b) wWJ-1921
III. Method
a. Check daily operations schedule to determine operational
radar and beacon requirements identified wiht specific aircraft,
drone, or missile installations.

1. Analyze radar and beacon frequency configurations to
ensure that frequency assignments do not conflict. It is imperative
that the beacon interrogation frequency be separated at least 10 MHz
from any other signal sources and when possible 15 MHz separation

should be maintained. All frequency assignment discrepancies shall
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be referred to the FICC for appropriate action.

b. Log all signals intercepted and enter required data on
standard log sheet.

c. Identify all signals intercepted with Range radar and
beacon assignments being utilized for daily operations. If a signal
can not be indentified with Range assignments, determine whether it
is of local or remote origin by coordinating direction finding
results with the other monitcring stations.

1. If signal is determined to be of local origin, the
FICC will dispatch the mobile facility to area of suspicion in order
to locate and identify source of transmission.

2. If signal is determined to be of remote origin
attempt to identify area of origin. The FICC will request assistance
from the Western Area Frequency Coordinator (WAFC).

d. Measure all signals intercepted to ensure that local
radars conform to authorized frequency assignments and that signals
of remote origin are sufficiently spaced form local assignments so as
not to cause interference. This is particularly important in the
case of the beacon interrogation frequencies.

1. If a radar frequency appears to have been changed
without prior coordination, notify the FICC who will take appropriate
action.

2. 1f a signal of remote origin is measured within 10
MHz of a beacon interrogation frequency being utilized for a
scheduled operation, notify the FICC of possible interferring source.

Provide him with complete information concerning signal

G-25




characteristics and enter tiine of notification in log. The FICC
should be notified of any signal, regardless of frequency separation
if interference appears likely.

3. When daily periodic measurements of a local
assignment show abnormal transmitter operation, such as: Excessive
frequency drift, spurious emissions, low relative signal strength,
etc., notify the FICC.

e. The frequency monitoring station radar position ouperator
will take all action concerning radar interference and will fill out
an interference report with all required information concerning the
complaint. He will immediately monitor the frequency involved and
notify the other monitoring stations of the reported interference,
giving full details and request assistance. He will further keep the
FICC fully informed of investigation progress so that a conclusive
report an be made to the Branch Head.

1. If the interfering signal appears to be a local
origin, the FICC will dispatch the mobile facility to area of
suspicion obtained by use of direction finding techniques, in order
to locate and identify source of transmission. When offender is
identified, notify the FICC who will take appropriate action.

2. 1If interfering signal is determined to be a remote
origin, the FICC will request assistance from the WAFC.

f. When radar silence is in effect for a scheduled
operation, ensure that prescribed frequency band is clear. All
discrepancies will be referred to the FICC for corrective action.

g. All ECM operations, either of local of remote origin,
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will be monitored to ensure that harmful interference is not

encountered on frequencies utilized restricted bands.
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MISCELLANEOUS MONITORING POSITION OPERATING INSTRUCTIONS

Purpose

To protect Range Users from unintentional RF interfernce and to

ensure that users are duly authorized and adhere to all restrictions

imposed.

I. Duties

a. Monitoring of communications circuits
1. Make spot checks of all daily assigned circuits
(a) Measure frequency of users
(b) Check call sign of users
(c) Check for interference
(d) Check for circuit procedure
(e) Check for non-compliance of CNO instruction
b. Monitoring of permanently assigned radio relay links,
propagation study transmitters and aids to navigation
1. Measure frequency
2. Check bandwidth
3. Check relative signal strength
4. Monitor for interference

c. Keep the FICC informed of all pertinent information

concerning position.

II. Method

a. Measure all signals to ensure that assignments conform
to frequency tolerance requiements and that signals of remote origin

are sufficiently spaced from local signals so as not to cause
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interference.
1. If a local assignment is measured out of tolerance,

notify the FICC who will take corrective action.

2. If a signal of remote origin is measured close
enough to a local assignment which could possibly cause interference,
attempt to identify area of origin. When available, notify the FICC.

3. When periodic measurements of local assignment shows
abnormal transmitter operation such as excessive frequency drift,

spurious emissions, low relative signal strength, etc., a good log

shall be maintained with discrepancy details in order that conclusive
report may be made to the project concerned so that corrective action
can be taken.

b. The monitoring station miscellaneous position operator
will take all actions concerning interference to those frequencies
and will fill out a report with all required information concerning
the complaint. He will immediately monitor the frequency involved
and notify the other monitoring stations of the reported interference
giving full details and request assistance. He will further keep the
FICC fully informed of investigation progress so that a conclusive

report can be made to the Branch Head.
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HF MONITORING SYSTEMS

1. Equipment Used
a. WJj-8718
b. Suitable long-wire or dipole antenna
c. panadaptor
2. Purpose
a. General purpose monitoring of AM, SSB, CW, or FM signals
in the 100 KHz to 30 KHz
b. Frequency measurement
3. System Description
The HF receiver system, with appropriate antenna, may be
used for monitoring any AM, FM, SSB, or CW signal in its tuning
range. The receiver audio output may be monitored with headphones or
loudspeaker. The panadapter provides a visual presentation of the
signal to which the receiver is tuned as well as of signals adjacent
to the center signal.
For specific operating instructions for each piece of

equipment read operators manual.

G-30




MOBILE MONITORING POSITION OPERATING INSTRUCTIONS

1. Duties
a. Interference
1.
2. Monitor assigned frequency for interfering signal
using appropriate direction finding equipment
3. "Home" in on interfering signal
4. Record source of interference
(a) Activity
(b) Respnsible person (extension)
(c) Time
5. Keep the FICC informed of all developments durning
the investigation so that a conclusive report can be made to the
Brand Head
b. Monitoring by special request
1. At the request of projects

(a) Such as a check to see if a close-loop TM

circuit is radiating
2. At the request of FICC

(a) Remote monitoring as per special operational

requirments
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COMMAND CONTROL MONITORING SYSTEM (USING NEMS-CLARKE RECEIVING
EQUIPMENT)

1. Equipment Used

a. Nems-Clarke 1501A/1502 radio receiver; 55-260 MHz.

b. Nems-Clarke REU-300 range extention unit (frequency
converter);: 250-900 MHz

¢. KY-172A/URW audio decoder, with NMC-built power supply

d. Esterline-Angus model AW, 20-pen graphic recorder

e. Brush 6-pen electric recorder

f. Antenna: suitable omni-directional or high-gain
steerable antenna covering the frequency range of 405-550
MHz - selected at antenna patchbay.

g. Antenna control panel for use with steerable antenna, if
used

2. Purpose

To receiver, decode, and record command control signals

transmitted to drone aircraft of missiles.

3. System Description/Method

The incoming command control signal is fed to the input of
the REU-300 range extension unit (frequency converter), which is
tuned to the circuit frequency of the command signal. The REU-300
converts this carrier frequency from the 405-550 MHz range down to 60
MHz. The 60 MHz signal is coupled to the input of the 1501A/1502
radio receiver. Command control signals are frequency modulated with
control tones in existing command control equipment 20 separate tone

channels are employed, either singly or in combination.
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The composite audio signal output of the 1501A/1502 receiver
is coupled to the input of the KY-172A audio decoder. Control tones
are separated by band-pass filters and operate the 20 separate relays
in the decoder. The relay contacts are wired to operate the pen
motors of the 6/20-pen function recorder to produce a permanent
ink~on-paper record of command signals transmitted. The composite
audio output of the 1501A/1502 receiver may be connected to the input
of a tape recorder if it is desired to tape-record the control tones
directly rather than to make a pen recording.

Frequency of incoming carrier signals may be determined by use
of the frequency measuring system described elsewhere. AGC voltage
of the Nems~Clarke receiver may be recorded by an Esterline-Angus 0-1
milliampere recorder and separate DC amplifier if a record of
relative signal strength is desired.

If a high~-gain steerable antenna is employed, the operator will
have to position his antenna by use of the antenna control equipment
mounted adjacent to the receiving position.

NOTE: This equipment is to take the place of AN/FRW-3 command
control monitoring equipment, which is presently unavailable. The
Nems-Clarke system will require much more care in operating and a
considerably higher degree of operator skill than the AN/FRW-3 in
order to obtain satisfactory results.

The Nems-Clarke receivers were not designed to handle signals
with as high a carrier deviation as is sometimes used on command
control circuits. A minor modification has been made in the output

circuits of the 1501 receiver to improve its response to command
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control signals and to provide proper coupling to the following
decoder: however, receiver tuning adjustments will be increasingly

critical as carrier deviation goes above 250 KHz.

Make deviation readings when requested by projects.
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COMMAND CONTROL MONITORING SYSTEM (USING AN/FRW-3 RADIO EQUIPMENT)

1. Equipment Used

a. One set of AN/FRW-3 radio receiving equipment,
consisting of:
(1) R-729/FRW-3 radio receiver
(2) KY-172A/URW audio decoder
(3) PP-1401/FRW-3 power supply
b. End equipment as required by nature of operation
c. Antenna, 405-550 MHz, as required by the nature of the

operation

2. Purpose
To receive, decode and record command control signals

transmitted to drones and missiles.

3. System Description/Method

Incoming carrier signal from the RF patchbay and antenna
system is fed to the input of the R-729 receiver. The composite
audio output of the receiver, containing the command control tones,
is fed to the input of the KY-172A audio decoder. The audio decoder
relays (20 tone channel) operate a model AW 20-pen recorder, or other
end equipment.

The receiver-decoder combination can be used to operate any
of the end equipment described in connection with the Nems-Clarke
command monitoring systems.

The ID-18/U monitor panel contains circuitry and two

panel-mounted meters to indicate: (1) relative signal strength of
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the incoming signal by indicating first limiter grid voltage level:
and (2) output level of command control tones - audio output of the
receiver in volts RMS. On any one particular frequency the first
limiter grid volt meter may be calibrated in terms of actual
microvolts input to the receiver and, where antenna characteristics
and line losses are accurately known, quantitative values of field
strength may be determined. At any one fixed setting of receiver
audio output controls, the audio level may be calibrated in terms of
deviation of the transmitted carrier.

The receiver first limiter grid voltage may also be used to
operate a 0-1 milliampere recorder, by way of a separate DC
amplifier, for a permanent record of relative signal strength.

NOTE: The AN/FRW-3 is a crystal-controlled receiver (406-549 MHz, in
l-megacycle steps), designed specifically for monitoring command

control signals such as transmitted by AN/FRW-2 equipment.
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GENERAL PURPOSE VHF/UHF MONITORING SYSTEM

1. Equipment Used

a. Nems-Clarke 1501A (or 1502A) radio receiver; 55-260 MHz.
b. Nems-Clarke REU-300 range extension unit; 250-900 MHz.
c. Nems-Clarke SDU-200-2 spectrum display unit.

d. Antennas: Any three omni-directional or steerable

antennas covering all or portions of the frquency range of 55-900

MHz.
2. Purpose
General surveillance, frequency measurement, and recording

of AM, FM, or CW radio signals in the frequency range of 55-900 MHz.

3. System Description/Method

Any three antennas, covering appropriate frequency ranges,
may be patched to the inputs of the REU-300 range extension unit
(frequency converter) at one time. A panel switch on the REU-300
selects the frequency range to be covered and selects the appropriate
antenna. In the "DIRECT" position of the range switch the low
frequency antenna is connected directly through to the 1501 radio
receiver and the receiver may then be tuned throughout its range,
55 to 260 MHz. 1In the "250-475" position of the range switch the
appropriate antenna is connected to the right-hand frequency
converter section of the REU-300 and the converter is tuned through
its frequency range of 475 to 900 MHz. In the two higher frequency
range positions the fixed-frequency output (60 MHz) of the range

extension unit is fed to the input of the 1501 radio receiver: the
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receiver must be set at 60 MHz, while all tuning is done with the
range extension unit.

The SDU-200-2 spectrum display unit (panadaptor) is
connected to the IF output of the 1501 receiver (21.4 MHz) to provide
a visual display of signals adjacent to the frequency to which the
receiving system is tuned.

Incoming signal frequencies may be measured using the
frequency measuring system described on another page. The audio
output of the 1501 receiver may be monitored aurally, fed to a remote
point by wire line, or recorded by the Esterline~-Angus 0-1
milliampere pen recorder, via a separate DC amplifier, to obtain a

record of relative signal strength.
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FOREWORD

This handbook has been prepared for the Western Space and Missile Center
(WSMC) under Contract F04703-86-C-0618.

This handbook is intended for general use and guidance. It will also be
useful as an aid in indoctrination and for general reference. The handbook
wil)l be updated periodically to record changes in capabilities.

This handbook addresses only the operational aspects of radio frequency
management at WSMC; administrative and staff/management guidance and direc-
tives are contained in WSMC Reguiation 100-7.

Any questions regarding $his document should be directed to the Frequency

Management Office (SFDS) of the Western Test Range, Systems Support Direc-
torate, Vandenberg AFB, CA 93437 (805) 866-6695 or AV 276-6695.
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ABSTRACT

This handbook concisely describes the functions and capabilities of the
individual elements of the Frequency Control and Analysis System at
Vandenberg Air Force Base and presents a view of their relationship to
goverrment and non-govermment agencies. Additionally, appropriate photo-
graphs and diagrams have been included to provide the reader with an “at-a-
glance" recognition of the various equipment systems.
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SECTION 1
INTRODUCTION
Operational suprort for the Range Frequency Marager is -rovided by
the Frequency Control & Analysis (FCA) System which is operated, maintained,
and managed by the Center Technical Support Contractor (CTSC). The
functional elements of the FCA System are:
0 Frequency Control & Analysis Center (FCAC)

0 Frequency Monitoring Station (FMS)

o} Radio Frequency Measurements Laboratory (RFML)
0 FCA mobilte and instrumented vans
o) Frequency Management Support Sectian (FMSS)

Figure 1-1
FCA Facility - Within Building 7011, NVAFB

Subsequent sections of this handbook will describe in detail the
individual elements of the FCA System,
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SECTION 2
FREQUENCY CONTROL AND ANALYSIS CENTER

2.1 GENERAL

The Frequency Control and Analysis Center (FCAC) (see Figure 2-1) is
the operational coordination facitity for the Range Ffrequency Control and
Analysis (FCA) System (see Figure 2-2). Additicnally, the FCAC functions as
a single point of contact for all other elements and range wusers on
operaticnal frequency contrc' matters. The FCAC is manned on a 24 hour/7 day
ser week basis.

Figure 2-1. FCAC, Interior View

2.2 FUNCTIONS

The FCAC has the operational responsibility to maintain an interfer-
ence-free radin frequency environment for the Westerr Test Range. The FCAC
provides the functicrs as described in the tollowing paragraphs in support of
the Range fFrequency Marajer.
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2.2.1 FREQUENCY SCHEDULING

Radio frequency radiations, 10 kHz and greater, open or closed loop,
must be officially scheduled with WSMC Range Scheduling {n advance of the
requirement. Range Scheduling coordinates these requirements with the
Frequency Control and Analysis Center (FCAC) to confirm frequency compati-
bility and to determine any restrictions which may be necessary to preclude
conflicts with other users. Confirmation of scheduled time along with
radiation restrictions, if any, will then be passed to the range user by WSMC
Range Scheduling. (See Figure 2-3.)

Immediately prior to activating any transmitter on the day of the
scheduled test, the range user must contact Range Scheduling to confirm the
current radio frequency (RF) compatibility of the test with the FCAC. The
Range Scheduling controller will obtain the name and telephone number of
cognizant personnel controlling the operation and pass this information to
the FCAC. In the event realtime adjustments become necessary, the FCAC will
contact the named individual responsible for the test to resolve the problem.

Radiations for scheduled range tests are automatically authorized
when the test is posted on the official range schedule. Operation Oirectives
(0D's) authorize specific frequencies in the "Summary of Radio Frequency
Utilization" for each range test. Radiation clearance times are those
specified in the official countdown for each test. Changes to these
clearance times on frequencies must be requested from Range Scheduling (if
prior to a test) or from the Range Control Officer (RCO) if during a test.

Authorization to radiate for routine maintenance or adjustment must
be obtained from Range Scheduling in advance of the requirement.

Radiation requests which may prove controversial or for which no
authorized frequency exists are coordinated by the FCAC with the Range
Frequency Manager.

2.2.2 FREQUENCY MEASUREMENTS

Frequency measurements are those (center frequency, bandwidth, etc.)
necessary to determine the exact operating frequencies or parameters of elec-
tromagrnetic equipment. Any range or range user agency may obtain frequency
measurements by calling the FCAC who directs the applicable monitoring
facility to perform the measurement. Records of actions taken are logged and
the results are telephoned to the requesting agency by the FCAC.

2.2.3 FREQUENCY INTERFERENCE REPORTING

In the event of radioc frequency interference ta scheduled range
tests, the FCAC should be notified immediately at (805) 866-9247/3246 or
AV276-9247/3246. The FCAC then takes action to locate and eliminate the
interference with the assistance of the various range FCA monitoring systems
under its control. If the interfering source cannot be controlled by the
FCAC, the Range Frequency Manager will be notified.
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(2.2.3 cont'd)

Radio frequency interference suspected to be caused by unfriendly
sources is to be reported by the Range Control Officer (RCO) to the Range
Frequency Manager. Suspected interference of this type is then handled in
accordance with current classified directives.

The authority to determine the proper use of a frequency is the
responsibility of the.Range Frequency Manager. Range frequency users should
not directly dispute any outside agency's authority to use a frequency in the
event of a confliict. Agencies not radiating in accordance with assigned AFSC
Form 5590 parameters as defined 1in WSMC Radio Frequency Authorization
documents and/or the WSMCR 100-7 are notified on AFSC Form 5596, "Radio
Frequency Discrepancy Report."

2.2.4 FREQUENCY MONITORING

The FCA coordinates and controls the monitor'ng of all frequencies
listed in Operations Directives including image frequencies of the
appticable instrumentatior equipment. In addition to controlling the Range
fixed and mobile monitoring facilities, the FCA coordinates with associated
ranges and agencies as indicated in Figure 2-3. Data collected from Range
facilities, range users, and other agencies is correlated, evaluated, and
reported to the RCO at specified periods during each test or as requested by
the RCO.
2.2.5 RECORDS AND OPERATIONAL DOCUMENTATION

Operational documentation of the following types is available at the
FCAC to assist in providing the required support.

0 Operations Directives

0 Weekly, Daily, and Real-Time Range Schedules

0 Satellite Situation Reports and Tracking Schedules

0 Frequency Environmental Listings

o} Preoperational Briefing Sheets

0 Vehicle Peculiar Supplements

o) Special Test Instructions

Records of actions taken, data furnished, and requests for service
are maintained for historical and analysis purposes. The items retained and
times of retention are listed below:

0 FCAC Operations Logs (6 months)

0 FCAC Radio Logs (6 months)

0 FCAC Radio Logs reflecting emergency or distress traffic (12
months)
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‘ (2.2.5 cont'd)

0 FCAC Daily Summary of Frequency Scheduling (6 months)
o FCAC Daily Scheduling Logs (6 months)
o) FCAC Record of Daily Schedule of Operation (6 manths)

o} FCAC copy of AFSC Form 5582 "Radio Ffrequency Interference
Report" (12 months)

o} FCAC copy of AFSC Fform 5596 "Radio Frequency Oiscrepancy
Report" (12 months)

2.3 COMMUNICATIONS

The FCAC assists the Range Network Control Centers (RNCC's) by fur-
nishing current high frequency propagation prediction data and frequency
assignment criteria for use in compiling communications plans.

Within the FCAC there are three operating positions:

0 Frequency Controller #1

0 Frequency Controller #2

‘ 0 Scheduling Position Operator

The Frequency Controller #1 and #2 positions have identical
communications consoles (see Figure 2-4) which are in full multiple with each
other. This allows rapid and efficient communication via direct lines,
switched circuits, and radio circuits to locations and personnel involved in
frequency usage or control. These locations consist of, but are not limited
to, the following:

0 Range Control Officer

0 Range Scheduling

0 Operations Control Supervisor

0 Operations Controllers

0 Network Control Centers

0 Range Instrumentation Sites

o FCA Monitoring Facilities

0 Range users

) External Agencies

‘ ) Mobile Facilities




i2.3 cont'd)

Figure 2-4. Communications Console

The Scheduling Position Operator is responsible for handling not only the
frequency coordination of Range scheduled operations, but also Vandenberg
Tracking Station Satellite tracking activities. This function is provided in
support of future operations and during real-time. Voice communications are
provided to locations such as:

0 Range Scheculing

o Vandenberg Tracking Station (VTS)

0 Other WTR Tlocations as required

0 Other Southern California Test Ranges

As range/range user radio frequency demands have become more complex and
critical over the years, the requirements for machine assistance to the FCA
frequency analysis, scheduling, and frequency management activities have
become increasingly apparent. In June 1978, the Frequency Control & Analysis
Center was provided a video data terminal (Datapoint Model 8200) interfacing
with the Operaticns Information System (0IS) at VAFB Range Scheduling.
Present OIS programs atllow FCA access to the following scheduling
information:

o) Outdated orperation list
o} Site selection schedule
o Conflict aralysis output

H-16
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0 Daily operations schedule

0 Daily site schedule summary

o} Associated operations by major operatiPn number
0 Operations by operation number output

o] Random operation file output

0 Resource file output

0 Task file detail output

o} [nstrumentation status report output

0 Operation detail output

0 Major opertions numbers - task file

0 Operation number lookup - unknown prefix/series
0 Radio frequency spectrum schedule

0 Resource schedule board

Other available program material is available, and files listed
above may be increased or deleted as individual user requirements change.

In addition to the OIS system terminal, the FCAC bhas the
capability to store and recover historical radio frequency interference
files, radio frequency discrepancy files, V.T.S. satellite tracking data, WTR
taunch histerical information, as well as storage and recovery of
miscellaneous FCA files, reports and frequency management data. The XEROX
860 and OMRON/SYKES systems located in Building 7011 provide this extra
dimension of machire assistance to assure a rapid and accurate response to
WSMC task assignments.

Tw0 FP-86B Ccmputers, complete aith ancillary equiprent are
available to improve the accuracy and efficiency of the frequency
scheduling/analysis effort. A remote printer is located at the FMS facility,
and at Bldg. 1559, for rapid "hard copy" printout of daily and realtime
frequency schedules as sent by the FCAC.

F-17
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SECTION 3
FREQUENCY MONITORING STATION (FMS)
3.1 GENERAL

The Frequency Monitoring Station, designated FMS, 1{ncludes two
permanent buildings with ancillary antenna installations and is strategically
located on SVAFB at 1500 feet elevation north of Honda Ridge to observe VAFB
launch sites and support facilities. The station is manned 24 hours a day, 7
days a week. Figure 3-1 shows an exterior view of the facility.

Figure 3-1. Frequency Monitoring Station (FMS)

3.2 FUNCTIONS

The FMS, as one element of the FCA system, receives task assignments
in daily activities by coordination through the FCA Center.

Assigned spectrum surveillance, frequency monitoring, protection, and
a variety of other support items are provided by FMS in accordance with Range
directed tasks, daily scheduled operations, and range user requests. Addi-
tionally, the FMS is manned 24 hours a day, 7 days a week to provide frequency
monitoring, protection, and RFI investigation for the Vandenberg Tracking
Station (VTS) satellite tracking activities.




(3.7 cant'd)
Specific functions include, but are not limited to, the following:

0 Frequency monitoring to provide an electromagnetic interfer-
ence-free radio frequency spectrum

o] Verification of authorized radio frequency radiations

o} Detection and identification of unknown radio frequency radia-
tions, and reported interference problems

0 Spectrum analysis, direction finding, and analysis of radio/
microwave frequency signals

0 Measurement of center frequency and bandwidth

o Real-time chart and command receiver AGC recordings of command
control functions

0 Verbal verification and tone frequency readouts of command
control functions

0 Command control deviation and tone balance measurements

o Delay measurements of (T Site antenna switching, transmitter
failover and Site switching

0 Deviation measurements of frequency modulation (FM) signals

0 Audio (magnetic) tape recordings of known and unmknown signals
as required

) Detection and assistance in identification of spurious and
harmonic signals

o Spectrum photography.
3.3 SYSTEMS SUMMARY

The major equipment systems used at FMS to accomplish the above
mentioned functions are briefly described in the following subparagraphs.

3.3.1 RADAR SURVEILLANCE SYSTEM

The Micro-Tel Model MSR 903 Microwave Receiver is a compact
surveillance unit with an overall frequency range of 1 to 18 GHz. Electronic
tuning is provided in three modes: Full octave band scanning at variable
sweep rates, adjustable width scanning with manually tuned center frequency,
and unswept manual! tuning. A four digit neon display indicates relative
center frequency in all modes. Outputs are provided to feed ancillary
equipment for accomplishment of center frequency measurements and signal
analysis. The system uses a series of narrowband omnidirectional antennas
for acquisition and high speed broadband directional antenna to obtain the
bearing of received signals. See Figure 3-2.
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3.3.7 20 MHz to 18 Cxz SURVEILLANCE SYSTEM

The 20 MHz to 18 GHz Surveillance System provides spectrum surveill-
ance/proteciion, center frequency, and apparent bandwidth measurements of
telemetry signals, backup radar surveillance, and spectrum evaluation including
pnotography and direction finding.

The system includes three WJ565 Receivers using plug-in tuners coupled
to a ORO31l frequency counter capable of 20 MHz to 1 GHz coverage, two SR-209
Receivers with plug-in tuners covering 1-2 GHz and 2-4 GHz for primary support
of Telemetry Bands, and one MSR-904A Microwave Receiver with signal displays
and frequency counter synthesizer covering the 0.03-18 GHz range to supplement
Telemetry and Radar support. An SCP 2160 Pulse Analyzer and a HP-141T/HP8555A
Spectrum Arnalyzer/EMTEL 72008 3 Axis Display combination are included for
s'gnal analysis. A Model 84458 Automatic Tracking Preselector covering 1.8 to
i8 GHz range 1is used with the spectrum analyzer to reduce or eliminate signal
‘rtermodualtion, in addition to multiple or spuricus responses.

‘he 3-axis display, of special interest, provides a fully calibrated,
operator-interactive, animated, real-time 3-axis presentation of electrical
signals derived from an input device (HP-141T/8555A Spectrum Analyzer or MSR
903 Receiver) based upon repetitive scanning process. Typical applications are
observation of signal analysis and examination of other time or freguency
varying signal structures.

ODirection finaing is accomplished using the following antennas: 90
MHz - 1 GHz Log Periodic, 215 - 265 MHz Quad Helical, 0.3 - 3 GHz Dish, a 1 -12
GHz Dish and a 1 - 18 GHz High Speed DF System. A variety of omnidirectional
antennas are avai'able for coverage of 20 MHz to 12 GHz frequency spectrum.

A secondary position 1includes one SCR7220 Auto Sweep 0.02-1 GHz
Receiver/Display, one AN/GLR-9 Receiving Set, covering 30 MHz - 4 GHz, a 0.3 -3
GHz OF antenna including preamplifiers, and omni-directional antennas without
gpreamplifiers in the 30 MHz - 4 GHz frequency range suppliementing the primary
system, Figure 3-3 displays the block diagram for the primary monitoring
position.

3.3.3 COMMAND TRANSMITTERS MONITORING AND RECORDING SYSTEM

This duyal system, as shown in Figure 3-4, is designed to cover the
frequency range of 250 MHz to 500 MHz; however, this range can be expanded from
30 MHz to 4 GHz as the RF tuners of the AN/GLR-9 used in the 300 MHz to 4 GHz
surveillance system are directly interchangeable with the Model SR-209 VHF/UHF
Receiver used in this system.

The system provides capability for surveillance and recording of
signals in the Missile Flight Termination Control band. Data recorded includes
command functions, relative signal strength and FM deviation, Lift-off, and
[RIG timing as received at the FMS. The data are recorded on heat-sensitive
.-fold 8 chanrel chart paper allowing convenient access to any part of the
recorded data during the recording process.

3.3.4 TCRS TEST STATION

The [CRS (Improved Command Receiver System) Test Station at FMS is
used for recording analog traces of command transmitter monitoring system
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v3.3.1 carttd)

function outputs, trarssmitted command, signal strength, and IRIG-H timing
signals on a direct-write recorder.

The system is designed to monitor and record the CT transmission of
a selected site. The monitored signal is fed into an isolated precalibrated
ICRS receiver similar to the unit in actual missile flight. Test points are
established across the relays of the receiver under test whose operation is
required for execution of command transmitted. The voltages developed across
these relays are recorded and analyzed to determine command transmitter
signal quality. Figure 3-5 is a block diagram of the ICRS Test Station.

3.3.5 STS COMMAND MESSAGE MONITORING SYSTEM

The STS {Command Message Monitoring System provides the Frequency
Monitoring Station with the capability of monitoring and decoding the Command
Transmitters while operating in the STS mode. The system operates in
sequence, capture, and real time modes. All equipments necessary for pre-
operational calibration are included in the system. System responses to
messages are displayed on a color CRT and are also printed on a high-speed,
dot matrix, 80 column printer. The system is also capable of outputting STS
messages. A1l system measurements meet, or exceed, NASA signal control
specifications. (See figure 3-6.)

Figure 3-6. STS Command Message Monitoring System
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3.3.6 FM DEVIATION MEASURING SYSTEM

Figure 3-7 shows the fM Deviation Measuring System. The system fis
designed to measure the level and frequency of any of the command transmitter
tones, as well as the center frequency, FM deviation, and apparent bandwidth
of received signals. The FM Deviation Measuring System is used primarily in
conjunction with the Command Transmitter Monitoring and Recording System and
ALCS Monitoring/Measuring support. In addition, a DEI Model TR711 Receiver
equipped with deviation meter provides quick look deviation measurements for
ALCS support. Frequency range is limited to tuners available (55-260 MHz and
215-315 MHz). An HP Model 8901A Modulation Analyzer, interfaced with a WJ 565
Receiver IF Qutput, also provides quick look digital display of measured FM
deviation.

3.3.7 EXTENDED RANGE MONITORING SYSTEM

The Extended Range Monitoring System is used to protect WSMC programs and
Base support elements from unintentional interference by providing monitoring,
measurements, and direction finding (DF) capabilities in the 20 MHz to 1000
MHz range.

Visual display of received signals is provided by four Watkins-Johnson 565
Receivers incorporating built-in signal monitors and tuning heads. Ranges of
the tuning heads are: 20 - 90 MHz, 90 - 260 MHz, 235 - 500 MHz, and 490 -1000
MHz.

Direct frequency measurements are accomplished by a four-channel Watkins-
Johnson Model DRO-311 Frequency Counter coupled to the WJ 565 Receivers. The
counter provides a six-digit display of the frequency to which the selected
receiver is tuned with accuracy of + 1 kHz over the entire tuning range.
Selectable four-channel digital automatic frequency control circuits (DAFC) in
the counter lock the local oscillator in the tuning head in each of the four
receivers to the counter in 1 kHz increments, resulting in receiver stability
that approaches that of the extremely accurate reference source in the
counter.

A carrier-operated relay (COR) circuit in the WJ 565 Receiver provides two
sets of double-pole, double-throw relay contacts available at a rear-apron
terminal strip. An adjustable threshold control sets the sensitivity level of
the COR. Audio squelch is also provided by the COR threshold control. Figure
3-8 shows the block diagram of the system.

3.3.8 HF MONITORING AND TELETYPE SYSTEM

The Teletype Monitoring System may be connected by the patching facilities
shown 1in Figure 3-9 to the high frequency (HF) receiver (51S-1 or
R2174(P) /URR) to monitor incoming teletype frequency shift keying (FSK) at
either 60, 75, or 100 words per minute. The teletype printer is the Teletype
Corp., Model No. 28. The frequency shift converter, Type CV-89A/URA-BA,
interfaces the HF receiver and teletype printer.
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3.3.9 AUDIO RECORDING SYSTEM

The Audio Recording System consists of three dual-channel audio magnetic
tape recorders. The audio portion of intercepted signals is connected through
the patch bay and amplifiers (Type AM-413) to the magnetic tape recorders.
Signals received in the range of 200 kHz to 18 GHz carrying audio information
may be recorded.

3.3.10 COMMUNICATIONS

A system of administrative and operational telephones; i.e., direct-lines,
range trunks and conference networks, enable FMS to communicate with other
operational elements of the FCA and Instrumentation Systems.

A public address countdown circuit and countdown indicator provide station
personnel with real-time operational information. Accurate time is provided
by a Systron-Donner Universal Time display fed by I[RIG "B" timing from the
WSMC Timing Center.

3.4 SYSTEM CAPABILITIES

The following subparagraphs will 1list system capabilities and, where
applicable, major equipment specifications will be presented.

3.4.1 FREQUENCY MEASUREMENT RANGE
The frequency measurement range of FMS is from 200 kHz to 18 GHz.
3.4.2 ACCURACY OF FREQUENCY MEASUREMENTS

Frequency measurement accuracy is basically dependent upon the accuracy of
the Hewlett-Packard Model 5245L Electronic Counter and associated Model 52538
Frequency Converter.

a. Accuracy: + 1 count, + time base accuracy.

b. Internal Time Base Accuracy: (Short-Term) - less than 2 parts lO10
rms with measurement averaging time of one second under constant
environmental and line voltage conditions.

c. The Micro-tel MSR 903 Surveillance System has a frequency measurement
accuracy of + 100 kHz. The FCS-904 Frequency Counter/Synthesizer
allows precise digital control (10 kHz resolution) when operating
with the MSR-904A Receiver.

d. Frequency measurement accuracy for the WJ-565 Receiver DORO 311
Frequency Counter Combination (20 -1000 MHz) is + 1 kHz.

e. Frequency resolution of the SCR7220 20-1200 MHz Receiver is 1 kHz,
synthesized.
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3.4.3 DIRECTION FINDING RANGE AND ACCURACY

3.4.4

pps.

3.4.5

below:

a.

h.
TY
a.
b.
c.
d.

e.

0.5 GHz - 18 GHz + 0.2 degrees High Speed Rotating (5 - 300+ RPM)
circular polarization. (NOTE: The 12 - 18 GHz range does not
have preamplifier interface with the radar surveillance receiver
system).

1 GHz - 18 GHz, + 2 degrees, High Speed Rotating with IEEE 488
option. (NOTE: ~Rotation speed is 1 - 300 RPM; Sector Mode:
Width 4-358 degrees, Scan Rate 1-30 degrees/sec., min. This fis
part of the 20 MHz - 18 GHz Surveillance System.)

1 GHz - 12 GHz, + 2 degrees, 45 degrees offset polarization/6'
Reflector.

300 MHz - 3 GHz,

I+

2 degrees, RH Circular/6' Reflector.
300 MHz - 3 GHz,

i+

2 degrees, LH Circular/6' Reflector.

20 MHz - 520 MHz, + 1 degree, vertically polarized Automatic DF
System. Adock-Antenna Array.

90 MHz - 1 GHz, + 30 degrees (+ 5 degrees, resolution on fixed
amplitude/location signals) log
periodic with selectable horizon-
tal/vertical polarization.

215 MHz - 265 MHz, + 5 degrees, Quad Helical.

PES OF RF EMISSIONS

Amplitude Modulation (AM).

Frequency Modulation (FM).

Continuous Wave (CW).

Modulation Continuous Wave (MCW).

Pulsed Emissions (P).

The ability of the FMS to analyze Pulsed Emissions (P) is in the
frequency range from 20 MHz to 18 GHz; pulse widths exceeding 0.1 micro-
seconds and pulse repetition frequencies in the range between 12.5 to 10,000

RECORDING CAPABILITIES

The audfo and stripchart recordings are produced at FMS by the
following units of equipment whose capabilities are individually described

a.

Three each Ampex Model AGS500 dual-channel 1/4 inch Magnetic
Tape Recorders provide Audio Recordings on 7 inch reels
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(3.4.5) containing 1200 feet of magnetic tape and have the following response
characteristics at the indicated speeds:

(1) 7-1/2 ips: + 2 dB, 60 to 10,000 Hz.
(2) 15 ips: + 2 dB, 30 to 18,000 Hz.

b. Three Thermal Tip Recorders produce the recorded trace with heater
styli on heat-sensitive Permapaper and have the following charac-
teristics:

(1) Channels: Eight (8).

(2) Timing: Internal 1 second and 1 minute or externally
applied from the WSMC Timing Center (IRIG "H")

(3) Speed: ZF 8000: Microprocessor controlled from 1
mm/hour to 250 mm/second in integer incre-
ments from 1 to 250, plus 500 mm/second
entered from panel mounted keypad.

HP 7418A: 0.5, 1, 2.5, 5, 10, 25, 50, 100, and
200 mm/second +1%X.

(4) Frequency ZF8000: Flat within 1 dB to 50 Hz 40 mm. Flat
Response: to 1 dB at 10 divisions or 8 mm peak-to-peak
at 100 Hz. HP 741BA: Flat within +0.5 dB
from dc to 50 Hz. Down less than 3 dB at 100

Hz.
(5) Event Two (2). Missile Lift-Off (MLO) 1 and 2. CT
Marker: Recorders 1 and 2 only.

3.4.6 POWER

The FMS is equipped with 115 Vac commercial power and a 115 Vac 65 kW
standby generator for use in the event of a commercial power failure. The
generator operates automatically and provides all site requirements except air
conditioning (including heating). Equipment high voltage restoration time is
approximately two minutes when the standby generator is used.

3.5 RECORDS AND OPERATIONAL DOCUMENTATION

The FMS produces and maintains, for a 30-day period, records and
operational documentation which are available to authorized agencies for
correlation and analysis purposes. These include, but are not limited to, the
following:

a. Datly schedules.

b. Monitoring and operational logs.

c. Stripcharts of monitored CT functions (180 days for 1launch
operations).

d. Magnetic tapes of receiver audio.

e. Operational Checklist (OCL).
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SECTION 4
FCA MOBILE VANS
4.1 RF_MEASUREMENT VAN

This mobile monitoring van, designated RF Measurement Van No. 1, is
a 27-foct motor home type van. The system is equipped for field deployment,
and is completely self contained, having a motor generator to supply tech-
nical power, air corditicning, and heating. (See Figure 4-1).

WESTERAN TEST RANGE

ma s REOUB N T MY ATURPMENT S VAN

Figure 4-1. RF Measurement Van
The system is designed primarily to support field intensity measure-
ments, closed circuit frequency radiation leakage tests, path loss studies,
and radio frequency interference investigations. When not in use, the van is
normally stationed at the Vandenberg fCA facility, adjacent to Building 1559.

4.1.1 FUNCTIONS

RF Measurements Van is equipped to perform the following functions:

2 Spectrum Surveillance

0 Signal Analysis

o} Frequency Measurements and Monitoring
0 Recording
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(4.1.1 cont'd)

The system is capable of receiving, recording and analyzing AM/FfM
voice signal, CW, FSK, multiplexed signals, pulse-type signals, and telemetry
signals in the frequency range from 20 Hz to l8 GHz.

4.1.2 SPECIFICATIONS

FREQUENCY MEASUREMENT RANGE: 20 Hz to 18 GHz.

FREQUENCY MEASUREMENT ACCURACY:

a. + 1 count, + time base accuracy of HP Mode' £245L Electronic
Counter and associated models 52538, 5254A, and 5255A Frequency
Converters. Fregquency range from 150 kHz to 12.4 GHz.

b. Internal time base stability: Aging Rate: less than 3 parts
in 10° per 24 hours. Temperature: less than 10 + 2 parts in
10t°, -20 deg. C to +55 deg. C.

c. In the range of 100 Hz to 18 GHz, using the Hewlett-Packard
Model 8566A Spectrum Analyzer, the accuracy is + 1.2 percent of
frequency span.

NOISE & FIELD INTENSITY ANALYSIS: Range: 20 Hz to 1.0 GHz using
the combination of the Electro-metrics EMC10 the Ailtech Model
NM25T, NM7, NM 17/27 and NM37/57 EMI Receivers, and 1 to 18 GHz
using the Ailtech NM67 receiver.

SPECTRUM SURVEILLANCE: Range: 50 Hz to 18 GHz using the HP 8566
Spectrum Analyzer.

FM DEVIATION MEASUREMENTS: Frequency range: 14 kHz to 20 GHz.
Deviation to maximum of approx. 2 MHz depending upcn FM video input
from receiver,

RECORDERS: Various . -wlett-Packard Stripchart Recorders are
available for use for special requirements with any of the system
receivers, A time code generator 1is provided in the system,

permitting the recording of real-time or elapsed time events.

4.2 TRANSPONDER TEST VANS (TTV)

The RF Measurements Laboratory operates and maintains two mobile
"SHF-band" (5400-5900 MHz) transponder evaluation facilities, designated
Transponder Test Van #1 (TTV-1) and Transponder Test Van #2 (TTv-2). These
vans are wused for field testing and troubleshooting of range user
transponders. Such tests insure that transponders are in compliance with
range standards before being released for operational uses. Transponder
evaluations and compatibility tests can be performed on both non-coherent
(dual frequency) or coherent (single frequency) systems. Seventy-foot
portable towers are available for use in areas requiring an elevated and
unobstructed electronic view of specific VAFB launch and test facilities.
Tower erection time is approximately thirty minutes.
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4.2.1 TRANSPONDER TEST VAN #1 (Figure 4-2)

This van is fully operational, providing open and closed-loop field
testing of 5.4 GHz - 5.9 GHz beacons and transponders. In the open loop
configuration, the system's 10 watt output is capable of interrogating
transponders at a distance of several thousand yards. The system i{tself
consists of a multi-pulse generator, modulator, TWT amplifier, “SHF-band"
attenuator and frequency measuring unit, along with ancillary oscilloscopes,
digital counters, power meters and time interval counters. A three-foot
parabolic dish antenna is used during open-loop interrogation/reply measure-
ments.

Figure 4-2. Transponder Test Van #1

4.2.2 TRANSPONDER TEST VAN #2 (Figure 4-3)

This van is fully operational, providing essentially the same
services as provided by Transponder Test Van #1, the major difference being
its automated features. The automated system is controlled by a Hewlett-
Packard 9845B Desk Top Computer which 1limits the system operation to
automatic mode only. Tailored software drives the computer-ccatroller. The
operator activates the system by entering transponder parameter data and is
assisted by prompts from the software program.

The automated system consists of a time/frequency standard,
frequency synthesizer, regulated power supplies, low-power transmitter, wide
and narrow band receivers, pulse generator, bus-contrclled step-attenuators,
freguercy and tite ‘nteryal <ounters, phase correlator, velocity analysis
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4.2.2 (cont'd)

unit, peak power meter, spectrum analyzer, multi-meter, computer in%terfice
units, and & multi-programmer, all of which are IEEE-488 bus-controlled from
the 98458 Desk Top Computer terminal.

Pzwer 2utput for interrosation 5 Titited *o +32 8m (1.6 aat:)
output. A three-foot parabolic dish antenna or any of various standard gain
acrn antennas is J4sed during open loCp transporder testing.

Figure 4-3. Transponder T2s: .an #2

1.3 COMMAND QECEIVER TEST VAN (CRTV) (FIGURE 4-4)

Tra ZTz-mand Receiver Test Vanm {ZRTY) is availabla <7r €i2l4 -pstg con
range user command receivers and command receiver test sets as required by
ASMC Regulation 127-1. Tests are conducted in an RF closed 132p system mzde
~1t7 t2st sijrals applied to the comrard receivers *hrcugn =2 missile.npr-e
1mtanra system through use of an external' RF cab’e 1nd anter~r~3 “guplor,
rerformance characteristics of the command receivers are d'splayed and
cvyaluated within the Ccmmand Receiver Test Van itself., [f commard receiver
test stations are provided by the range user, RF Measurements cadoratory
personnel verify that these test stations operate within tne 1limits and
specifications acceptabie to Range Safety.




ra.3 conttd)
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Figure 4-4. Command Receiver Test Van

The system is uJesigned to operate 4t the range user facility or
otner designatsd dreas. [t is enclosed in a mobile, self-contained unit
capable of operating on commercial power or self-generating power. Alr
conditioning 1is provided for van cooling and blower motors for equipment
cooling.

The major components of the system are the encoder/decoder, command
interface unit, remote unit, and digital interface unit. The encoder/decoder
unit is used to set up and control testing cf the receiver under test. It
simutates a commard transmitter and sends command sequences to the receiver
under test and monitors the receiver response to the commands. The commands
transmitted by the encoder/decoder are monitored by the special purpose
receiver, which furnishes irputs to the encoder/decoder for command trans-
mission verification., The unit contains visual indicators for transmission,
verification, and receiver response.

4.4 RANGE SAFETY TEST VAN (RSTV) (Figure 4-5)

The Range Safety Test Van serves as a mobile shelter for the command
receiver and SHF transpcnder testing at remote locations on Vandenberg AFB
and at cther off bhase locations.

ine cormnang receiver and SHE transponder test sets are individually
housed in dual lightweight mcbile racks for easy off loading. The RSTV
supports bench level testing as well as prefiight testing. The van has
separate onbcard A generators for environmental services and
instrumentation. Wwhen r~t oroviding operational support, the RSTV is located
at Bidg. 7011.
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(4.4 cont'd)

WESTEAN TEST Rance
waied SASETY ST VAN

Figure 4-5. Range Safety Test Van
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SECTION 5
RADIO FREQUENCY MEASUREMENTS LABORATORY
5.1 GENERAL

Collocated with the FCAC in Building 7011, the Radio Frequency
Measurements Laboratory (RFML) is an integral unit of the FCA System. It
provides radio frequency engineering services that minimize or eliminate
problems of electromagnetic compatibility that cannot be controlled by
frequency assignment, scheduling, or coordination.

Unique RF measurements that cannot be provided by the fixed
monitoring station, specialized RF measurements, and analysis in the 100 Hz
to 18 GHz frequency range are among the capabilities of the Radio Frequency
Measurements Laboratory.

Additionally, the RF Measurements Laboratory provides a flight
gualified technical air crewman when required for periodic support abcard
government or leased aircraft during the conduct of airborne RF measurements
and range tests.

The workload of this section is monitored and coordinated by the
Range © -equency Management 8ranch of the Data Transfer Division. All work
assignments other than those directed by Operations Directives must be
dpproved by the Frequency Manager.

5.2 FUNCTIONS

The Radio Ffrequency Measurements Laboratory performs the following
specific functions in support of the Test Range:

o] Closed loop certification tests

0 Spectrum  signature and radiation data of radio/radar
transponders

0 RPange safety transponders confidence and performance tests

0 Command receiver confidence, performance, and certification
tests

Q RF emitter tests to IRIG and range standards

o} flectromagnetic interference location, identification, and
analysis.

o} Command transmitter confidence and certification tests for ICRS
support at the FMS (Bldg. 441) location.

o} Certification of user's command receiver test stations
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(5.2 cont'd)

0 Unique RF tests and measurements that may be required by range
and range user agencies

0 Operation and maintenance of all FCA vans

0 Range calibration and special test flight support including
design, configuration, calibration, and in-flight operation and
analysis functions.

Support functions rendered to the Center Technical Support
Contractor (CTSC) include, but are not limited to, the following:

0 RF system component tests of antennas, filter, preamplifiers,
receivers, coaxial cables, waveguides, multicouplers,
duplexers, and downconverters

0 RF system test and evaluation of system gain, noise figure,
pattern, attenuation, VSWR, merit figure, bandwidth, power
output and stability, frequency accuracy and stability,
deviation, and system delays

o} Time domain reflectometry tests of coaxial cables

0 Special projects: measurement methods, system requirements,
and component and system acceptance tests

0 Design and development of specialized antenna systems and
specialized measurement systems

0 System radio frequency interference and electromagnetic
interference tests, analysis, and resglution

Certification, tests, and evaluation which pertain to the specified
functions and have wide application will be described in brief detail in the
following subparagraphs.

5.2.1 CLOSED LOOP CERTIFICATION

Closed loop operation on the Test Range is defined as the operation
of an RF generating system with all radiating portions fully shielded. All
closed loop radiations are officially scheduled, as in open circuit opera-
tions, and are permitted only after the system has been cer*tified by the
Range Frequency Manager as meeting the required specifications. Any
detection of radiation automatically revokes the system's closed loop certi-
fication and re-certification of the system becomes necessary.

Refer to WSMC Regulation (WSMCR) 100-7 Chapter 10 for standards,
specification, and scheduling as applicable to closed loop certification.
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22 SHF -BAND TRANSPONDER EVALUATION

The Radic rrequenCy Measurements Laboratory maintains and operates a
tnreefold capability for test and evaluation of SHF transponders:

1.

A Laboratory Transponder Test System (LT7S) is located in a 100
dB screen room within Building 7011 to perform complete WSMC
Form B3 or Fform 189 evaluations on both coherent and non-
coherent transponders,

Tne LTTS provides essentially the same services as the 77v-¢
(Figqure 4-3) hut utilizes the facility power source criy. while
intended for testing purposes at the RF Measurements
L.incrdtcry, the racks couid be re.gcated to anotner facitity fo-
emergency use.

Figure 5-1. Lanoratory Transponder Test System
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{5.2.2 cornt'4d)
2.

Four portable radar simulators are available for
troubleshooting amd  testirg im iracressihle  greas, and  frp
transponder installations and cneckouts at remote Jlocatiors.
The units are transported by a general purpose RF Measurements
Laboratory Van, or mdy be hand-carried to the lccations where
they are to be used. Measurement accuracy is limited, but
adequate for the assigned tasks. See Figures 5-2 and 5-3 “ar a
view of two of the portable radar simulators.

Figqure 5-2. VEGA Model 616

Figure £-3. FEC Mo+el PTTS-5000
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3. The T7ransponder Test Vans (TTv) provide the range and range
users with a mobile field transponder check cut facility
tdving the same cdpabilities as tne fixed test 7acility io.ated
in Building 7011. See Secticon 4-2 for a complete description
of the TTV.

5.2.3 CCMMAND RECZIVER CERTIFICATICN

The R2adic *reguency Measurements Labaratory performs  ragtg  ~n
Tis3'ie~nor-e IIrmang receivers to assure compliance to IRIG, Parmce Savet,,
InT Mgty T _rie g o grecificgtiong, Tecet ar raractoristics If st Lo,
5tahitisy, bdrdwisth, decoder logic, ‘rput current, deviation sersitivity ird
cerpatinility, S50 curve, capture ratic, command function  Cutput  etay

Ioerrg, itroooTTann Sulpdt ovoitage orep ive o oecksd drd octfroog L

Aitnipognecitios to ararcas prior to reledse of tre recefvers for speritiongld
.se, Tro tegts are cerformed in conformance aitn military raguirem2nts «n
are va'‘a far 3 period cf 90 calendar days. Ccmmand receivers are o521
S0 ri,5 oroccr t) actual taunch. Tre o corrangd receivos fifgen Lo

caticn test  17:a s shown in Figure 35-4,

CEA e

Fiqure 5-4. {(ommand Receiver Test Verificaticn Facility 42

Non-rerurring acceptance or "type aporoval" testing of new command
~raivers i5 cccacisnally required.  The tesis perfo-med are extensive and,
‘n addition to trne 90 day certification tests, include: compatibility
testira, sgerating bandwidth, continuous wave (CW) bandpass charazteristics,
ing deviaticn sen,itivity with respect to supply voltage.
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(5.2.3 cont'd)

Type approval testing is performed with specialized test equipment
configurations within the command receiver flight verification test area.

The descriptions and requirements for missile flight termination
systems, including command conrtrol transmitters, may be found in WSMC
Regulation 127-1 as amended.

As an ancillary task to command receiver certification functions,
the RF Measurements Laboratory performs operational monitoring ard checkout
of command transmitters when using the Improved Command Receiver System
(TCRS) mode of operation. The task is perfcrmed at *he Freguency Monitirirg
(Building 441) facility, and requires the operation of an I[CRS receiver
during command transmitter readiness checks prior to and during taunch
count-down exercises.

The mobile Command Receiver Test Van provides field testing on range
user command receivers and command receiver test sets. Refer to Section 4.3
for a description of this facility.

5.2.4 RADIO FREQUENCY SPECTRUM ANALYSIS

As a part of the preoperational FCA System program, spectrum studies
dre made of range user transmitting equipment to evaluate the interference
potential of the transmitters and ascertain compliance with range frequency
stability and harmonic and spuricus suppression requirements. Reguirements
for spertrum analysis are not intended to be exhaustive studies of detaiied
operating characteristics.

Refer to Air Force Requlation AFR 700-14 (as revised), IRIG Document
106-86, and WSMC Regulation 100-7 for requirements and specifications as
applicable to radio frequency analysis.

5.2.5 OPERATIONAL SYSTEMS TEST FACILITY (OSTF)

The Operational Systems Test Facility (OSTF), located on north VAFB,
supports Minuteman and Peacekeeper operations involving UHF (2.2-2.29 GHz)
telemetry transmissions. Since the fixed monitoring station on south VAFB
cannot "see" all the launch facilities in the Minuteman coqplex, the OSTF
receives and records signal strength variations, center frequency drift of
tne UHF transmitters, and variations in phase deviations. This site is out
of tke launch corridor, ard provides FCA support as directed or scheduled in
range documentation.

Additionally, the OSTF supports Airborne Launch Controcl System
(ALCS) operations when scheduled. Field intensity of command signals
transmitted from aircraft are monitored, measured, and recorded as appro-
priate. The proximity of the OSTF site to the Minuteman areas plus the
specialized test equipment assures adequate support to range user require-
ments. See Figure 5-5 for an exterior view of the OSTF facility.
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Figure 5-5. (0STF Facility

2.6 ELETTROMAGNETIC INTERFERENCE AND COMPATIBILITY TEST rFACILiT

3
\
o

Tne Radio Frequency Measurements lLaboratory conducts Electrcmagreti=
t JEMI) ind Electromagretic Compatini'ity (IMC) testirg a3t the
ron JARB, suilding 1559, faciiity. The *test facility cccupies two rooms
trin tne high bay area of the building. The eguipment room measures 15 ft.
in dergth, 20 ft. in width, and 1l ft. in neight. The equipment rocm is
dijacent to the Arecraoic Chamber, whose walls and ceilings are covered witn
ivgorative myterias i order 10 roduce seCTnidry emissicrg Jurmorg oelectes
Tond et ey, oo pamber da1sc centdins twd Jd-ton overhtedd rac Teurle
electric cranes. Both the equipment room and chamber Aare "screen rcoms," and
~ive sault.t,oe intarference proof entrance doors.

[nterfaran -«
.
.

—. L)
3 et b

bl

2

FMToand EMD testing is performed withir the Anechc®s Crarbe-. Tast
equipment necessary for MIL-STD 461 testing is located in the equipment room.
instrumentation drd power cables dre fed tnrough an interference proir Dulk-
head wall parel.

ihe primary equioment used in EMI testing is the Ailtech NM7,
NM17727, KNM3T/87, a-d NMB7 field intensity receivers naving a frezuency
range from 20 Hz to 18 GHz.

Tne EM] test facility conducts EMI-EMC testing upon MIL-STD 461/362
Tethodnlogy. The basic testing covers four main areas: a) conducted emis-
sions, b) conducted susceptipbility, c) radiated emissions, and d) radiated
susceptibility.
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(5.2.6 cont'd)

Tests are also conducted on the reflective or absorptive character-
istics of various materials; e.g., paints, lacquers, etc. Other tests con-
ducted include gain and pattern measurements of standard antennas utilized by
other elements of the RF Measurements Laboratory. Refer to Figure 5-6 for
interior view of the EMI-EMC facility,
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Figure 5-6. Anechaic Chamber, EMI-EMC Facility
5.2.7 RADIATION HAZARD (RADHAZ) TESTING

Potential radiation hazards from CEM equipment are due to radio
fronuercy emanatiors and X-ray radiation (also referred to as rcn-ignizing
and ionizing radiation, respectively).

The RF Measurements Laboratory conducts RF power density
measurements for non-ionizing erergy in the 0.01 GHz - 26 GH:z frequency
spectrum upon direction of the Range Frequency Manager. These measurements
are mace wherever engineerirg changes cr modificaticrs are macde to higr power
range communications or instrumentation systems to insure that RF radiaticn
levels are within established tolerances and do not present a RADHAZ threat
to operating personnel. The NARDA Model 8608 Broadband Isotropic Radiation
Moritcr s used by lLahoratory persornel during the conduct of these radiation
measurements.

RADHAZ tests are conducted in accordance with the provisions of MIL-
R-96378, AFQSH STD 161-9, and 7.0. 317-10-4.




Ll LIGHT S e PORT

The =t Measurements Laboratory provides ejuicment, irsta..ati.n
services, dand filight-qualified personnel in support of such tasks as antenrd
rattern measuremerts, telemetry antenna testing and calibraticn, ragar systen
calibration, command receiver flight checks, and special tests: e.g., air-
borne feasibility studies for new programs and hardware. These tasks are
directed by the Tange freguency Mandgger in response to TANge Cr Tinid Ler

rejuirsments.,

15 conducted apoard leased aircraft staging -rom tne

rt
Promzoo, Lot fornd ‘rport. See Figura 5-7 for o a view ©F tna lazces zivoocac

Figure 5-/7. FCA Flignt Support Aircraft
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SRS AND TPERATIONAL DOCUMENTATION

ine F: Measurements Laboratory maintairs records, logs, cert:ficazisn

irfarmat iz~ and operaticnal deocumentition shich gre a,3ilante 4. i tkoeizsd
agencies for correlation and analysis purposes. Additionally, RF envirormental
frfoematiie dn gqutpict o tme FCA document MRPalip s ceiger s, Sogeoan, 3t e

ASMCT, 0dta produced in response to normal cperational requirements includes
neacon transconder evaluation and compatihility test rezorts, command *trans-
ToLler pen recCros, telemelry link evaiuaticn recerss, 1ogs and stripenarts, dand
A5 A/G sigral strength recordings and logs.

Fefor to WSMC Pequlation (WSMCR) 100-7 for information pertaining to
sprcitic rorms and  their uses, and Air force Regulation (AFR) J00-11 for
directive authority ant disposition.




SECTION 6
FREQUENCY MANAGEMENT SUPPORT SECTION (FMSS)

6.1 GENERAL

Frequency Management Support encompasses the following efforts:

0 Radio Frequency Plans, Predictons, and Engineering

o] Radio Frequency Research, Records, and Documentation

o Reports, Utilization, and Analysis

The FMSS supports the Range Freguency Manager in the frequency
management functions of allocation, application, assignment, control, and
coordination.

6.2 FUNCTIONS

Specific functions of the FMSS include, but are not limited to, the
following: A

0 Performs frequency engineering research as directed by the Range
Frequency Manager

o] Produces and maintains the Frequency Management Handbook
o] Produces and maintains the Radio Frequency Sources Document

0 Produces and maintains the Radio Frequency Authorization Docu-
ment

0 Produces high frequency (HF) propagation prediction charts and
reliability figures for the communications system and other
special programs

o] Maintains various frequency publications; collects, correlates
and stores for research purposes

o} Disseminates solar flux density measurements and solar disturb-
ance 1information to range and off-range instrumentation and
communication sites and users.

The major functions of the FMSS are briefly described in the
following subparagraphs:
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6.2.1 ELECTROMAGNETIC COMPATIBILITY ANALYSIS PROGRAM

DoD has established an agency to predict, in depth, potential inter-
ference, and to evaluate interference situations. This agency, located at
Annapolis, Maryland, 1is the Electromagnetic Compatibility Analysis Center
(ECAC). Duties of the ECAC include establishing a data base of information,
a rapid analysis capability to solve specific electromagnetic compatibility
problems, analysis of these problems, and providing assistance throughout the
technical management of the three military services.

To obtain and maintain valid equipment parameters, the ECAC reviews
requests for frequency allocations (refer to AF Regulation 700-14; WSMC
Regulation 100-7, for correct forms and their completion instructions) to
document equipment planned for future use by the requesting agency. Each
device capable of receiving or transmitting electromagnetic energy has a
unique identity number on file with the ECAC.

FMSS provides assistance to the Range Frequency Manager in the
review and submission of radio frequency allocation and application requests.

6.2.2 RADIO FREQUENCY SOURCES DOCUMENT

The document "Radio Frequency Sources at the WSMC" is a tabulation
of known RF sources within the Range area of operation and is prepared and
published by the FMSS. The compiled data can be used to make theoretical
calculations for determining power density from the radio frequency sources.
In that the RF environments are not fixed and are subject to change, it is
necessary to periodically review and update this data.

6.2.3 RADIO FREQUENCY AUTHORIZATION DOCUMENT

The Radio Frequency Authorization (RFA) is the primary reference
document for frequency management and reflects all currently assigned
frequencies authorized for use on the range. Single line entries reflect
frequency classification, frequency, location, agency, emission, power,
command application, authority and date of authorization, use, remarks, and
expiration date. The RFA is published by the FMSS and is updated at six-
month 1{intervals to assure that the entries are current and correct.

6.2.4 WSMC IONOSPHERIC PROPAGATION PROGRAM (IONPRO/HFMUFES-4)

The propagation conditions expected to be encountered over given
communications paths must be predicted in advance of operations in order to
plan communications circuit operation efficiently, and to ensure that an
adequate supply or complement of frequency assignments will be available to
support the scheduled operation. Most long-distance communications using
high frequency radio depend on the ability of the ionosphere to return the
radio signals back to the earth. The ionosphere has four principal regions
which affect the propagation of high frequency radio waves. Figure 6-1 shows
these regions. Refer to AFR 700-14 for a comprehensive study of the
ionosphere and its effect on radio propagation.
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Figure 6-1. Layers of the Atmosphere

The U.S. Department of Commerce, National Telecommunication Informa-
tion Agency, Institute for Telecommunication Sciences (NTIA ITS), offers iono-
spheric propagation data information (over selected paths) to military and
civil agencies on a world-wide basis. The data is obtained through a system
of numerical mappings of the ionosphere, using vertical incidence sounders.
Computer techniques provide prediction information in a rapid systematic
manner.

The Range lonospheric Propagation Program (IONPRQ/HFMUFES-4) is form-
ulated utilizing the NTIA/ITS data base as applied over range radio paths and
supplementary paths as dictated by scheduled operations. The data is used to
directly support range HF communications by providing optimum working frequen-
cies at any given time throughout a 24-hour period.

6.2.5 SOLAR AND GEOPHYSICAL ACTIVITY REPORTING

Solar and geophysical activity affects various military operations,
including satellite surveillance, communications, and research development
projects. Personnel working in these areas are concerned with the effects of
variations in solar and geophysical activity on their particular sphere of
operations and require periodic reports of current and estimated near-term
solar conditions.

Through a cooperating network of world-wide radio, optical, geo-
physical and satellite observatories, data is made available via shared
communications hub designated the "Continental Meteorological Data System
(COMEDS)." The USAF Space Environment Support Branch, Global Weather Central
at Offutt AFB, Nebraska, 1in association with the National Oceanic and
Atmospheric  Administration (NOAA), receives data from the various
observatories and makes it available to customer/agencies requiring this data
in their area of operations.




(6.2.% cont'd)

The Frequency Control & Analysis FMSS has a receive drop on the
COMEDS, and extracts, analyzes and disseminates the following data t- range
and selected off-range Communications Electronics (CE) facilities:

0 Radio propagation reports and forecasts

o Solar and geomagnetic disturbance reports

o] 2800 MH2z solar radio flux reports

o 1415 MHz solar radio flux reports

0 Immediate notification of solar disturbances affecting high
frequency radio communications

0 Special reports extracted from satellite observation data,
vertical incidence sounder data, etc.

6.3 RECORDS AND OPERATIONAL DOCUMENTAITON

The FMSS is responsible for maintaining frequency listings in
microfiche form, JANAPS, ACP's, ITU, USAF, AFSC, WSMC, and CTSC originated
documentation to support the research and analysis functions of the FCA
System.

A1l frequency records, documents, and related data originated or
collected, stored, and maintained {in support of range frequency management
are kept available for research and study. A communications storage unit
using [BM compatible "floppy discs" is available in the FMSS for storage and
recovery of radio frequency interference (RFI) and discrepancy information,
as well as for use in reviewing past FCA major operational support functions.
Interference data are available for the previous ten year perfod for the
Western Test Range.
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ACP
AFC

AGC

CE
CEM
COMEDS
cT
CTSC
CW
dB
dc
DoD
ECAC
EMI
FAS
FCA
FCAC
FCC
FM
FMS
FMSS
FSK

APPENDIX A
GLOSSARY OF ABBREVIATIONS

Ampere

Allied Communication Publication
Area Frequency Coordinator
Automatic Gain Control

Airborne Launch Control System
Amplitude Modulation
Communications Electronics
Communications Electronics Meteorological
Continental Meteorological Data System
Command Transmitter

Center Technical Support Contractor

Continuous Wave

Decibel

Direct Current

Department of Defense

Electromagnetic Compatibility Analysis Center
Electromagnetic Interference

frequency Assignment Subcommittee

Frequency Control and Analysis

Frequency Control and Analysis Center

Federal Communications Commission

Frequency Modulation

Frequehcy Monitoring Station

Frequency Management Support Section

Frequency Shift Keying
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GHz
HF
Hz
[F
IFR8
in/min
in/s
[RAR
IRIG
[Ty
JFP
kHz
kv
kVA
kW
LF

Max
MCEB
MCW
MHZz
min

Min

Gigahertz

High Frequency

Hertz

Intermediate Frequency

International Frequency Registration Board
[nch(s) per Minute

Inch(s) per Second

Inter-Department Radio Advisory Committee
Inter-Range Instrumentation Group
International Telecommunications Union
Joint Frequency Panel

Kilohertz

Kilovolt

Kilovoltampere

Kilowatt

Low Frequency

Milliampere

Max imum

Military Communication Electronics Board
Modulated Continuous Wave

Megahertz

Minute(s)

Minimum

millimeter
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mm/s Millimeter(s) per Second

mv/in Millivolt(s) per Inch

NASA National Aeronautical and Space Administration
NCC Network Control Center

NOAA National Oceanic and Atmospheric Administration
NTIA National Telecommunications and Information Agency
0D Operations Directive

OSTF Operational Systems Test Facility

P Pulsed Emissions

PAM Pulse Amplitude Modulation

PCM Pulse-Code Modulation

POM Pulse-Duration Modulation .
PEP Peak Envelope Power

PM Phase Modulation

ppSs Pulses per Second

RADHAZ Radiation Hazard

RCO Range Control Offficer

RF Radio Fregquency

RFA Radio Frequency Authorizaton

RFI Radio Frequency Interference

S Second

SAC Strategic Air Command

SCF Satellite Control Facility

SFC Solar forecast Center

SFDS WSMC Fregquency Management Office

SHF Super High Frequency
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UHF

Js

VAFB
Vac
vdc
VHF
V/in
VSWR
VTS

WAFC
WSMC
WTR

Ultra High frequency
Microsecond

Volt

Vandenberg Afir Force Base
Volt(s) Alternating Current
Volt(s) Otrect Current

Very High frequency

Volt(s) per Inch

Voltage Standing Wave Ratio
Vandenberg Tracking Station
Watt

Western Area frequency Coordinator

Western Space and Missile Center

Western Test Range
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APPENDIX B

GLOSSARY OF TERMS AND DEFINITIONS

The following is a partial

frequency management community.
TERM
APPARENT BANDWIDTH

ASSIGNED FREQUENCY

BANDWIDTH

BEACON

BEACON DELAY

BEACON DELAY VARIATION

BEACON, FREE RUNNING

1isting of terms commonly used in the

DEFINITION

The total visible signal observed on a
spectrum display unit at a
recetving/monitoring station, without
respect to transmitter radiated bandwidth,
power, or distance between transmitter
and receiver locations.

A specified frequency designated for use
by an authorized agency.

(1) The range of frequencies within which
gain of an amplifier system remains above
some certain fraction of © its maximum
value. (2) The range of frequencies
below the low and high 1limits at which
amplification or gain drops to a
specified fraction of its maximum.

(Transponder) Radio/radar transmitter
receiver which transmits identifiable
signals automatically when the proper
interrogation is received.

The fixed time delay between reception of
an interrogation and the transmission of
a reply to this interrogation.

The time difference of the beacon
transponder reply pulse caused by changing
levels of the interrogation signal.

Cyclic self-triggering of a beacon without

being interrogated by an external source
of RF energy.
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BEACON INTERROGATION
FREQUENCY
BEACON POWER OUTPUT

BEACON RANGE DELAY

BEACON TRANSPOND
FREQUENCY

CLOSED LOOP

CLOSED LOOP CERTIFICATION

CONTROLLED RADIATION

COMMAND CONTROL

DEVIATION

The frequency of maximum sensitivity, in
megahertz, at which the beacon receiver
is tuned.

The peak power of the beacon reply pulse,
measured at the beacon output terminals
and expressed in dBm.

The difference in distance, expressed in
microseconds, between the surveyed range
and the actual radar range as measured
at the interrogating source. Beacon
range delay will be measured at the
interrogate source and from the mean
power distribution point of the vreply
pulse; the transmit time of a radar wave
from the measuring device to the beacon
antenna and back to the measuring device
will then be subtracted.

The frequency in megahertz, to which the
beacon transmitter is tuned.

A circuit designed for instrumentation
checks that will reduce any RF radiation
to specified limits. for non-pulse
beacons and transmitters operating below
1 GHz, the 1limit is 46 dBuV/M (RMS).
For pulsed beacons and transmitters, the
level has been established at 46 dBuV/m.
These are measured at or corrected to a
reference distance of 300 feet from the
radiating source.

Authorization to conduct "closed 1loop"
test after the system has been verified
by an authorized agency. This certifi-
catfon does not preclude proper schedul-
ing of frequencies used for tests.

Frequency scheduling and control func-
tions used to limit or silence specific
radiating sources to afford protection to
RF sensitive CE equipment.

A system wherebv functions are performed
as the result of a transmitted signal.

The instantaneous variation of fregquency
from the unmodulated or center frequency.
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DEVIATION, DISTORTION

DEVIATION, FREQUENCY

OISTORTION, DELAY

FREQUENCY CLEARANCE

FREQUENCY PRCTECTION

FREQUENCY SHIFT KEYING

FREQUENCY SPECIFICATIONS

FREQUENCY SPECTRUM

RADIO FREQUENCY

RF SILENCE

Distortion in an FM receiver caused by
inadequate bandwidth, inadequate amplitude
modulation rejection, or inadequate dis-
criminator linearity.

The peak difference between the
instantaneous frequency of the modulated
wave and the carrier frequency. The
extent of deviation 1s proportional to the
amplituder of the modulating signal.
Normally expressed in degrees or radians.
(One radfan equaling 57.3 degrees.)

Distortion due to variation of the
propagation time of the system with
frequency.

Permission granted to radiate (transmit)
in support numbered or unnumbered range
tests or operations.

Frequency scheduling and control functions
which affords a range or range user's
receiver freedom from radio frequency
interference.

That form of frequency modulation in which
the modulating wave shifts the output
frequency between predetermined values,
and the output wave is coherent with no
phase discontinuity.

The technical parameters of aut.orized
frequency usage specified with each
frequency assignment, such as trans-mitter
power, emission bandwidth, modulation,
geographical limits, etc.

Total range of wavelength of electro-
magnetic radiations.

Includes the electromagnetic propagation
spectrum from 10 kHz to 300 GHz.

Frequency scheduling and control functions
used to silence all RF emitters on a
specific frequency over a specified period
of time. The term is used most frequently
in association with electromagnetic and
personnel RADHAZ requirements at the WSMC.
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WESTERN TEST RANGE
VANDENBERG AFB, CALIFGRNIA

RADIO FREQUENCY MONITORING/MEASUREMENT FACILITIES

WTR
FREQUENCY CONTROL & ANALYSIS CENTER
(FCAC;

The WTR FCAC is the operational focal point for all WTR Frequency Control anc
Analysis (FCA) facilities and support functions. This unit: interfaces with
range/range user aaencies; responds to interference reports; schedules
frequencies and forecasts potential cornflicts; schedules and directs the field
teams and mebile units.

WTR
RF MEASUREMENTS LAB
(RFML)

Performs diverse RF measurements for ranae and range user activities both in
the field, and withir a well equipped RF Measurements Lab. Tasks include
range safety certifications, spectrur signature definition, RADHAZ measure-
ment, closed loop certifications, range/range user calibration tests, RF
problem analysis and EMI/RFI measurements.

WTR
FREQUENCY MONITORING STATION
(FMS)

The Frequency Monitoring Station includes a wide variety of RF receivers and
supporting antenna <ystems covering the RF spectrum from 10 KMz to 25 GHz.
Acting under the direction of the FCAC, the monitoring station: maintains
surveillance of critical frequencies; monitors and measures range and range
user transmitters; performs signal analysis and direction finding; makes a
variety of audio and function recordings; participates in range/range user
systems tests; logs and records critical portions of the RF spectrum during
mission support periods.

WTR
FREQUENCY CONTROL AND ANALYSIS MOBILE UNITS

RF Measurements Van

Flexible unit for diverse/general RF field measurements and RF problem
solving.
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Transponder Test Van

Supports range safety and other range/range user test requirements tc¢ test,
reasure, analyze, documert, troubleshoot, the operational characteristics of
radar transponders.

Command Receiver Test Van

Supports range safety and other range/range user test requirements to test,
measure, analyze, document, troubleshoot, the operational characteristics of
range safety command receivers.

Range Safety lest Van

Developed and funded by ranae users who required precise pre-mission testing
and certification of range safety systems aboard aircraft and missiles ... at
locations remote from Vandenberg AFB.

Wik
AIRBORNE RF MEASUREMENTS

The RF Lab provides a wide variety of airborne RF measurements including
antenna patterns and radar, telemetry and command receiver verifications. Lab
equipment is installed in a twin-engine leased aircraft which operates out of
Lompoc Airport; the measuyrement equipment is operated bv flight certified RF
Lab personnel,
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DEPARTMENT OF THE ARMY
US ARMY WHITE SANDS MISSILE RANGE
White Sands Missile Range, New Mexico B88002-5032

WSMR Regqulation

28 June 1985

No. 105-11
Communications - Electronics
RADIOQ FREQUENCY ALLOCATION, ASSIGNMENT, AND UTILIZATION
Paragravh Pag¢

Ll oo et e b et iet e, 1 1
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Responsthilities. . .. e e e D Y 5
Procedures. .................. e e AU 5
Appendix A, Retor o(éS.L ..., e e e e P 2

R, Restriy:ted Racio FreouencCy Bands/0perations. . .. .....uiieeeneeeannencnnnnnasaasaB-1

C. Cemm Yy s saq-Aythorized Prowords......... e et aeeaeasa e C-1

T. Proreroc ATrranet and Pronunciation of Numerals.. ... bt erenaeaac e aaae e b-1

. Assoctaten Publirc Safety Communications Officers (APCO) Ten Signals...... P -1

FoooStandara frecuenrCy ACTION FOPMat. ... . ... irinrrevernoncooconasonsonenusansennaaaf=l
O A Y ottt e e e e eeee e Glossary |

1. Purpose. o prescribe responsibilities,
procedures, sierationg! contrnls, and
renuirements fnr 2% management and for RF
users,

2. Scope. “*pplicatlie . a. A1l Federal
sovernmert milita-, o’emertg Federal Govern-
ment nonmilitary elererts, ant erplcyees and
contractors there-r  ,crna P transmtters,
nther AE-emite - en apront ar other
equinment whisk 1o terartert ypor tre uyse of
the 9¢ spectruc~  * .rv o lands Migsile Range
WSMR) ., WSMEk-cormernTier re’ pctate and test
sites, and witi-tLace proests operating
within CONUS areas.

b. wWSHe peryorne’ anc craantzations
rlannina, developirc, or processing the above
defined equipment for use in the described
areas,

S. WOME projects conducting  surface or
inflignt £CM 1~ tre T1t3te of MNew Mexico or
other U.S. Terr:tory ~11"1n a ;5C-mile radius
of WSMR, plus tre areas <+ tah and Colorado
that lie soutr ~f &.° north latitude and
between (0L ang ..!° west lonaitude.

3. References. :ee appendix A,

4. fExplanation of Abbreviations and Terwms.
Abhreviations o SEectal terme used in

———

this requlation are explained 1n the
glossary and are applicable to RF
administration.

5. General. a. Effective radio frequency
management is necessary to achieve the
maximum-efficient usage of the limited
electromagnetic RF spectrum,

6. EMC analysis (including the control
of RF interference) extends from the incerp-
tice  of 1deas through investigation «cor
grscovery of research potentials; creaticr
and  testing of new or improved theories,
techniques, processes, materials, or items;
and evaluation and final acceptance
(procurement) or rejection of (-£ materie’
‘or use. Research and development cycles
required to produce new improved C-f materie!
will stress EMC to preclude costly fixes cr
retrofit (improvement) programs in production
items (also see 7¢ below).

c¢. Conditions and procedures have Dec~
directed or established to ensure that
adequate RF provisions will be available
for C-£ equipment prior to experimentation,
deveiopment, production, service testing,
procurement through military services, or the
direct procurement (off-the-shelt) trom
commerciai suppliers.

d. Radio freqguency information contained

*This renylatyor supersedes WSMRR 109-11, 21 September 1979,
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in .0S oublications is used by tre Operations
Stvision, US Army Information Systems Command
(SAISC)-Wn1te Sands for proviading guidance
and acvice to the project engineers and for

planninrg tre F  support which will te
nraviied Ml the WSMR-accepted projects.
sreification of program acceptance and
sucportability statements by WSMR  for YOS
ches not constitute am WA, i.e., statements
' needed radin ¢requencies or radio
froguency Sants n e TS are not “orsidered
formal requests for radio frequency
i1l'ccatien or ~3710 frequency assicnment;
senarate actians a-e rcequired {see 9a and b
nelow),

¢. Ia aztition to the requicements and
arnocedures stated herein, other snecific
suidance/directior  for the ute of (-t
aguipment at PR is establisred in
L SMRR 105-2  and  WS“RR 105-10. Mandatory
requirements far controlling personnel
mazarts from FF  leviZes are contained in
LTI 47-Q,
6. Objectives. The primary objective of RF
~inageneat is %0 satisfy all RF requirements
skegugh  uptimum utilizaticon  of  the RF
scectruc,  Tuhobjectives are:

1, T~ realize effective use of the Timited
Tt spectrum 13s5e%% Ny tre apportionment of

1vitlar'e raZis frequencies cr
arong the different requirements
iorpeting demands.

., 7o ensure that

spectrum space
ang

31) (-€ ecuipment users,

sParinc the sare 2nvicyameet and <f spectrum,
work clasel, tocether 1n order to resolve
mL*ual n~reta-g arctsing from the depencence
-f 3'' ysars n 2F sceltrum support from the
afe CCrrmon Rsourte,

TS firatsn technical juidarnce o)
s riearie, leve'~pmental, ans testing
L_tiyrties and T3 rake previsions 'n long-
ranne clarniry for future uses of the RF
SrecruT,

d. To or-rcte active participation and
intelliqent 3F spectrum planning, utili-
ration, ann zontrgl amang tesigners,

~anufaczurers, testers, and users.

7. Policies. a. Radi{o 4wequency management.
The task of the Operations Jivision (USAISC-
White Sands) (ASNC-TWS<0) s to serve the

ob‘ectives af the Federal Government and 000
trrcugh careful administration of WSMR's RF
atilization plans and equipment capabilities.
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~ust Dbhe responsive to the
Sf WSM2, wrile 2t the same
account dJue limitaticns, as
3f ~ther ysers of tre 2F

Tnis givision
entire 2fF neels
time taking into
well as t=e rign?
spectrum.
b. RF ;tora”con wnd F assignment.
i1y (-% ecuyignent, the cperalton of

which is “egencent upon tre use Oof the
electromagnatic spectrum on ralio frequencies
pelow 3,LC0 GHz, reauires Soth  an  RF
11'5cation and an ?F assignment, Iguipment,
cxcept as stated 1n paragraphs b and 14},
belnw, for wrich 2r 7F 3)llpcatron has not
neen granted or for wrilh an approgriate
wilver has not bLeen 1issued, ~'11 not be
authorized <F assignments,

tal 7a funds will not be release?
the contractiag officer for the develcpment,
purchase, ‘ease, or use of - eauipment
which 1is Jlependent upon the use of tre Rf
spectrum, until  ASM has bteen formally
igvised Ty A trat 2 Torm 1492
‘tgplicaticn  for Frequency Allocation,  fer
tre equirment ras Leen recelved arg trat the
2qyipment ras -sen Ceemed suitat'e 5y tre JF?
for frequercy allocation sudDport. Pricr to
any contractual oplicaticn for ¢ procure-
ment or levelgcrent of apy site wrich 1s
intended for use as a -t facility >r one
WPz will  rejuire  radnio  COCmunlactions,
yssurances that F  assignment sunnert s
available must 1is0 he obtairned. Similar
f,nds release rectricticns/polizres exist in
sir Force and tavy res.ations,

thl g ar ealoztrin GO 2, iLove,
Z-f equinment *to be used 17 support of WLUK
actIvities L0 Not reguire 2 S orang
frecuency allocatizn aprroval 1€ 1ts use w1l
~e confined to 2ne .52 gecgraphical area of
ccgnizance; thowever, the D Form 1334 wild
~oquire an  apIroval lstaterent  trit ke
praposed equtsrme~t 1y supportatle with radys
frequency assignments) Sy the C0D AFC, WSMR,
Jrior to the release of ZA funas. \As usea
rerein, the “LSMR jeographical 3rea  0°
cognizance” aoplies to (1)} on-ranzie projects
under the cognizance af the Te¢rriarcer, MR,
(2) off-range Army activitiec, w~riir re’ite
to D00 range yrojects, operatint «i1thin the
ijrea of responsidility of the ZI0 37, 52,
and (3) Fort B8liss and its rarces, n~ut only
if the equipmen® or DroJect 'nvc.vel 15 unler
the cognizance or  sponsorship 2f  the
Commander, WSMR. This stated exception dces
not apply to (-t eauipment interded to De

to

-t

ta
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deployed at W“SMR as one of several test sites
to be located elsewhere.)

{e) Procurements of industrial,
scientific, medical equipment, and ultrasonic

equipment as defined in AR 5-12, para-
qraph 4-6, are exempt from all requirements
ot lal and tb}, abcve. Incidental radiation

devices and

activate a
if

items »f material used solely to

fuse or detonator are also exempt
the operating agercy has agreed to elimi-
nate any harmfyl interference which may be
causecd to an authorized radio service.

'd] Tlectronic countermeasures equip-
ment 18 exerpted from the forral RF
allocation arproval process; however, a
completed NC irem 1464 must be submitted
through cammanr charnels per AR 5-12,
paraaqraph 4-3n12),

lel keccivers and antennas developed
independently i transmitting equipment do
not reauire an RF allocation; however, a

cormpleted DD Form 1434 submission is required
hefore undertaxing each of the various phases
nf the leveloprent and procurement cycle,

{4] Base nontactica’ radigs are
exempted from the formal RF allocation
approval process providec (1) the equipment
does no* have an assigned military nomencla-
ture, (2} tre eauipment will be operated
wit=in the United States and its possessions
within a 25 kH: channel in the 136-150.8,
162-174, or 406.1-42C ™H: Dbands; (3) the
transmitter output power to the antenna is

not more thar 100 watts; (4) the equipment is
FCC type accepted; and (5) the 00D AFC
certifies that sufficient radic frequency
assianments are available, {O0D AFC certi-

fication will be solicited by following those

procedures des.ribed in paragrap~  9al?l!
~elow).

[g) Lasers used for telecommi~
nicaticn an! rcntelecommunication purposes
must be reaistered (in addition to require-
ments in  wWSMRF  385-15) Dbefore  actual
emplsyment,

(21 AVl transmitting devices having an
tIRP of qgreater than 3.16 microwatts
1-25 dBmW) on therr fundamental freguency are

required to have an RFA,
{3) Requests fcr RF radiation on either
a scheduled basis or nonscheduled basis will

hbe approve! only for those users bhaving a
valid/current REA {see glossary for
definitions).

(4" fauipment for which conceptual

-t

#SMRR 105-11

experimental research (experimental),
exploratory development (developmental) RF
allocations, or RF assignments have been

obtained will not be afforded protection from
operations of other equipment for which
advanced or engineering development (1limited
operational) or operational RF allocation or
RF assignments have been authorized.

{5) LPD's such as cordless telephones
and wireless microphones operate at various
frequencies within the spectrum bands used by
military activities. Part 15 of FCC rules
an¢ requlations, supported by DA, states that
users of LPD's “must accept any interference
which may be caused by the operation of any
licensed station.” Frequency protection,
therefore, is not afforded LPD's nor is any
consideration given the devices by frequency

management personnel selecting specific
frequencies for use in support of military
communications requirements. Conversely, the

operation of LPD's must cease
RF1 to licensed stations.

{6} Permission to operate CB and
amateur equipment will generally be given;
however, operations in the 220-225, 420-453,
1215-1300, 5650-5925, and 10,000-10,500 MH:
hands may be severely restricted.

{a) Except for an emergency (see
glossary for definitions), neither amateur
nor CB eauipment will be authorized far use
in support of any WSMR project or operation.
Said equipment will not be utilized for or
considered as an extension or backup to any
Army communication system, Additionally,
users of said eguipment are prohibited from
divulging {including retransmitting) or using
information derived by intercepting police
radio messages not directed to them or not
intended for the general public.

if they cause

{6) Amateur equipment operating in
the 420-450MHz band at WSMR or n the
surrounding areas will be additionally

joverned by footnote US 7 to the U.S. Alloca-
tion Tables; equipment operators will comply
with this footnote. Amateur equipment
operating in the 220-225 MHz band is subject
to the prohibition of causing harmful inter-
ference to radio location services.

{c) Personnel (resident and non-
resident), after receipt of an FCC amateur
license (FCC CB licenses are no longer
issued), will obtain an ROP from ASNC-TWS-0
before making any transmissions at WSMR or in
WSMR off-range areas. (Refer to 9¢ below for
procedures for obtaining an ROP.)
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(d) Resigent
finate with and gootain
dSMR Directorate  for  Installation  Support
(STEwS-1S)  zefsre  erecting any station
intennas in the «S!"R housing area.

‘e Lirited operation cf a military
23  radio statian may be authorized as
lescribed in AR 1 5-4, paragraph 5. (Qpera-
tions will npe linited to one station in a
J1ven irea ind be operated under tre
1irection cf tre WSMR Commander. Normally,
the €8 station will be authorized to operate
on CB radio channel 9 (emergency channel) and
nne additional channel.)

. Jongrol ov o radio cmessions {tom space-
cuadt, (See 3'cssary for definition.) RF
usage in spacecraft will be such trat a
positive control sxists whereby ragio
emissions therefr:r :2p he discontinued when
required, Batery 'ife, bargcmetric switcres,
etc., ire not cons: lered positive; a command-
359 central ar maaual switch-off capability
15 required,

1. 1A o4 the feem "hentr.” (Tris s a
unis of ratio fretuency which is equivalent
*¢ one cyc’ per second.)

(1Y -ertz will be the only appropriate
term for tre unit of frequency to be used in
referencing radio freauencies or bands of
"-7 enuioment in all correscondence, recor-ts,

Tantar s, purItise lescriptions, procedures,
Lerer e rrts. and where  applicable, an
erarpment,

(7Y Apereve o taems, abbreviatinng, and
trotr eauivalents -re:

perscnnel will cCoor-
the approval of tne

Tquivalant °n

Tarm o ara 1tSpeviitton cycles rer Second
arss B e

< srpp: FENEY
“.larert: M PV
Giqahert: Pl 1o
“praherc: TR 1047

(3) Ratn frenquenzras will be expressed
in kdz neltw 27700 kMz, in MHz from 30 MH:z
0 .u* 1ot cncluding} 100,000 MHz; in Th:
trom LY e *9 {but not including)

LJ00 ¥z, and in THz at 3 THz and above.

(4) FF rand letter desicnations le.a.,

>0 L, S, £, X, «, N, and V) are a source of

confusion and ambiquity; they wil) not be
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usetd 1n official documents ar correspandence.
Actions will bDe taken to eliminate these band
letter designations in  new or revised
publications,

e. EMT control requitements,

{1) Standards covering the emission ang
susceptibility requirements and test limits
for electronic, electrical, ane? ealectro-
mechanical equipment, subsystems, and systems
are specified in MIL-STD 46l; tris standard
will be wused ian conjunction with ™[_-57D
188C, 4540, 462, 463A, and 469, Adherence
to these standards and specifications by
f-t materiel development, procurerent, and
leasing agencies is mandatory unless specifi-
cally waived by -eadquarters L.S. Army, Navy,
or Air Force, as appropriate.

(2) Telemetry transmitters, telemetry
receivers, and closed <circuit telemetry
systems myst possess and demonstrate ~F para-
~e%ers that meet itne requirements outlined in
ACM0Q 105-10,

(3} flectrcmagnetic compatitility, RFI,
21, or spectrum utilization characteristics/
i1fcrmation of all transmitting/receiving (-f
equipment used at wSMR will e proviied to
ASNC-TAS-0 upon recuest. ¥ tne regquested
information {s not availazle, <the subject
equipment will be made available for test,
analysis, and collection or recuired data.
Testing of equipment capable of emitting
potent1ally hazardous ‘evels <f RF‘~i1irowave
radiation will be coordinated with the WSMR
RELN
3. Electromagnelic counlimmeasites o3211-
toons. These operations will not te
suspended or curtavled by ASNC-TWS-0 unless
s.,ch action is absolutely umavoidable as 1n
the case of an emercency safety or flight
situation or necation of the operational use
~fF 1 faciltiey. The 00T AFZ will resolve
Thhge ~on-wSHP frecuer.
coordination conflicts which  transcenc  the
tperational scope of ASNC-TWS-9,

g. Radio iwquency TwandmiZlong puement.
This equipment will not be used for purposes
or services other than those identitied in
the initial {or modifiea; justifications for
?F  assignments or specified 1n  subsequent
RFA's, RF assignments are not transferrable
trem one QF uyser to another; organiations
having requirements to use transferred or
borrowed RF transmittine 2..iomen* cha}
responsible for
assignments and

ECM-ratated

sV be
obtatning their own RF
farlure to 4o so w11l be

[-5
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considered a viclation of this regulation,

. Viclateons. Violators of the require-
ments of this requlation, when an RFA or the
conditions of  FF assignment have been
4isregar-ied, or when transmitting systems are
operatel without in RFA, will receive a
tnrmal written nctification. kotifications
wi1! be sent Ly wSMR's Director of Informa-
tion Managerent (STSNS-IM) to the chiefs of
n5M2 organizat:iors, satellite activities, or
applicade wi'R range sponsors. Addressees
w1i' instiate corrective acticn and reply by
endoree-ent witrin 10 werkdays after receipt
nf rotreication, Nperations of CB, amateur,
ant  ather FCC-licensed ecuipment will  he
sucrented for 3% tays for the first offense;
s recnnn cffense will resuylt in a permanent
Luspensinn of operations at WSMR,

8. Responsibilities. a, Chief, ASNC-TWS-0
w1l

1Y Contro) the use of all RF's used at
WOMBL At 9Ty geed otf range Dy WSMR-based
preojects opera*trna on or over WSMR-leased or
-ownet real  ostate, and all other PRF'g
‘recardless of cecqraphical area usage! which
ars assianes to WOMD,

7 Taerdina te all WSMR actions
pertatmina  to RF coordination, management,
allncatior, and assianment, Foirmulate and
enforog requiations and directives to
3ccomplish assiared missions,

{3) Ensure cptimum spectrum utilization
and promote methods and techmigues to mini-
mize ¥f interfererce potentials

(4. Ensure proper and legal RF usage.

(5} Provige =f contrdl, analysis, and
surveillance serv-Zes in techrical support of
WSHR, tre DD AT, other Yederal Government
agencies, ind *re “reauenty Management Groul,
Range cmranders T ounci.

181 dperatyirally cocrdirate and
contrn’ 1ct v ties for the DU0 AFC who
executes *re interservice frecuency Ioordina-
tim resparsthiticeeg 35 directed by the MCES
n* the Jcint Crieots of Staff,

b. AVl orianizaticns operating in  the
referenced area and having overall responsi-
nility  far  the coordinaticn of Federal
hovernment nrocec*s’operaticns will:

iiY Secure an RF allrcation and an RF
assianment.

C Scrhedule or  obtain  the required
clearance for the use of a)! restricted RF's
associateg with their pro;ecti/operaticons
(see 9¢ nelzw.!

WSMRR 105-11

(3) Initiate forma) requests for
keeping their RF allocations and RF assign-
ments accurate and current,

(4) Provide ASNC-TWS-D with a copy of
the site coordination letter or site usage/
occupancy permit if requesting RF assignments
tor transmitters which will be located in
areas not controlled by WSMR. Site wuse
permit or coordination letter will be
obtained through STEWS-IS per WSMRR 405-!.

(5) Discontinue operations until
necessary measures have been taken to
eliminate RFI if possessing and using RF
radiating devices as described in 7b(I)(c!,
above, which cause RF! even though said
devices meet the radiation requirements.

(6) Provide ASNC-TWS-0 with specific
susceptibility criteria to substantiate their
recommended  RF silences or avoidances.
Silence and avoidance requirements will then
be validated, coordinated, and effected by
ASNC-TWS-0.

(7) Immediately report all MlJl (see
glossary for definitions) incidents directly
to the SCC, ASMNC-TWS-C.

{§) Comply with AR 40-583, WSMRR 40-9,
and WSMRR 385-15, before radiating
potentially hazardous levels of RF radiation.

¢. Purchasing and contracting officers are
responsible for ensuring FAR  paragraph
52.235-7004 is complied with in all contracts
involving electromagnetic radiating
devices. These FAR provisions specify that
o0 Form 1434 myst be furnished to the
contracting officer for any experimental,
development, or operations equipment for
which an RF allocation is required (reference
AR 5-12, para. 4-2d).

d. A1 persons and organizations desiring
to aperate (B, amateur, and cther Ffl-
Ticensed transmitters on WSMR will secure an
ROP from ASN(L-TWS-0. (See 7b(é], above).

9. Procedures. a, PRF allocations, (See
’b, above).
(1" Generwl.

(a) RF allocations fall into fon~
stages which support each distinct phase of
the L{MM,

1. Stage 1 (conceptual) allocation
is required before vreleasing funds for
studies or assembling “proof-of-concept” test
beds.

2. Stage 2 (experimental research
or exploratory development) allocation is re-
quired before the award of a research or

I-6
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111 recuire  the scheduling of spactyv: RF' ¢
and radration times with the <SL cr oLtarming
permission  from the  ASNC-TwS=fi  S(.  eop
operation on a nonscheduled haciy,

(?) "equirementy for authorizecd +f & o
ve usel on oy nronschetulet hasrs wrll . tole-
phone: to re U{C, 1t requ'rements .o
accimrndatel and 4o ngt conflict witr e
cotronal ranne schecule wnice e
precedence, e requester will e Lroviye
wlth an autrerization numper ar: CrLTer
necessary perational restraints, questers
w11 aiso notity tnhe SCO if therr ramiaiion
requirements  terminate  before  the  rc e

teerroapproved time block
30w ysers will employ clgcvi-circut
Syctemsy, ot eauipment  checkouts  whurever

practicable,

. 11 feporting - R(C: 0L luwm (D
“hee 'agcary tor detinitieons.

[ Any WUME user ot (-t materye’ W

cperiences ML wr )l
La, iemediately  report 00 aetat]
merdent o Mirectly o tree o T
direct repgrtityg o recyirenent et nat o oor

Tigte Gl aejuent user
rarce eletents which may be decne ne vegr,

AU Categorize the YT ang spedtty

1t 1t 1s  suspecte! as beinc hestile ar

A L

reper tine T ther

¢} Provide additional/specifrs ue-
tar'e a5 may  he required by the .. T

ati1sfy formal Myl renorting reguirenment..
.d) totify the SCO when the M1l
Clases,
12} Upon receipt of a MiJl rejere,
Crict, ASNC-TuS-0, will
‘1 Immediately use ERE o
ceeraticnal ST In 3 concentrates  effor:e
vttty ang tacate tre MlLD o souree T
Activites relating tc the resilatcon :
el W cropon=WSIh MOl anv iy
satety ot personnel or operations wiiio Tase
precedence aver alt uther £ wiil s
1ssianments activities 1nciuding .-
suppert.

(&) Evaluate the possibility ot
locally nenerated spurious signals ang Jther
technical Arvffrcul e which  minrt cave
caused  the n.oident. Evaluations w100
1nclude arn analysts of (-L systems collucate:
witr the yictim system anc those n contic-
uous Areqas,

e Keep the Ligl
adviced Sf  all actions  taker U
resalyve tre MILl protler

d  tonselitite all pertinent ath

Lo nte a4 torma)l

reporters
{vrct M-

intormaty oy
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o orr Sae

. rerorter
(SRR O B B te {rovigel with a4 opy ot the
Sowmal MUIT war e 0UONL Topm S

3 AT incidents wreretn tre Yisl
wds SUSPAT et 3§ neing rtrsttle  if the inter-
T2rerle sourle was "ot o t-aditty 1fentifier,
in1  these  representing  :n eieltromannetic

. morts st s, erndam s 0Tl e frragmed Ly
AChL - TN - o otre D AFT far rilsequert

Ttrin, 0 omicrtazticr, 2ttt lissemiration,
vlarty, 2t DT ancrdents wnicm involive
¥ oA elurent o 3r: o anstrer ~ititary  servi.e,
or were Setween any military servile and

3 Taverrpmert  acermilitary,  3r ncngcvernment
rTacr ot o A T e Forwartes Oy tre
TLUOART far antformatinn or action,

{4y &7 MIST reports, whick i1nyol,e RF
Lterg qt LMY r e (SR-controlled areas wro
32 v1nlarted srer- RF authorizaticns, will

e arg.ace: 5, ASNC-TWS-T and  forwarzed oy
TLLC-1 to the nief cf tre vinlater's orga-
TrIettr fop tiresztiye antion, See In
4 v

- -2 ar R T BRI ~r ""m7,-,.-w ~ 13
LOpCrtimrty,  Yrotelts 3t rrara -

FinT NS A laresrycy o T

in  thne

cast creralicn otrer than Trérr

2nTaIn wrrTT2n permyssior v
enT ImduCTing the operation,
TS Troothe testre 0 trals
Theetoocr o eprorTuracy e
UL Ustriute 3 fermyssioen, 4
v . hrs w? " tten R BTN NS 41 .- MR
ol ey o I O N TN
R U A S S AT R o
nrenctOn
e : SRR N L R R
rosures tor SLrarennn LY
Treanto, L TarrtIatiirs 3t Dol restriotled
freten, ‘eyritce are icecr o e
Lot E PR alol AN T ses e
-0 te s e ter 3 Tve, Ir
T s
T Trs trsmersing of o rerallic reope
shafs W ot *ras AN T -TRS D) te

,revited 1 Thpy ot the L Rf g autheorization

Vecael fremoema pertynect Tacar command req--

ooy lly, *re fyspensing ot

Vi roge wb1In 15 equasl %2, or areater

cmar . 308 ~eters in lenctr will reguire ke

£ tormally assume full resconsi-

4 for 50l dam3te 21 -asts that may be

1ncurred as 3 result f ~etallic rope chaff
1iraps.

T3 tvief ASNL-THO-N, will:

: t and control, n behalf
nf the TO0 AR agtnarized small- and larqe-
GLate - Speratterg n the areg, Lee
para 2.

Lareare

Rl

rarte 4ser

L RER

L0 hotrdy tre D00 AF L or the M
user 1f -onflicts are expected or exist with
critical wlR o sneritians.,

) lesue an ECM ST I 3uzzER” a0 f
actudl nterference 15 wxpercarceq from tre
£l operatitn;, trys OCD Arl delenated rascon-
sibility wi 1 ne :udicinusly apgfied,

A0 Gerform gtrer UM mctyfycatyics/
nordinations as may be rejutrel,

. lasetr wgaziuatonn,

(1" Telecemmunceation Ffascrs, TART
tration w111 te accomplisre: 'n a2 marrer
similar to that w.se? ‘or oGta'n'nqg an AF
assinnment, 1.e., SubTiScisp o Yorer 9c,
anue.,

(21 Nonfefecommunocaleon Fasiws. ‘re
following informaticn will te forwar-e?l tc
A00=TNE-D rar subsequent forwsrling tnrocugn
t~e 0O0 &F7 to tre IRAC:

"a; C(perating agency

td) Tate of planned activation
¢} Frecuency or frecuercy Tan: ¢
Speratiocn in Tz

U Tytnut rower: 2RAe Yo o T
em1ssiors, MIAN for continucus eorgzte, o0
V1T w3 Tth, TEIdwatts, or I15awdtis, as appro-
rriite.

L) Emvssian and bandwilitn: -
late wrether rydraticn 1S culsec o
cortinucus. Indizate ncrinad rachatea bhani-
wlith 1n ~eranertz zelow [,.L07 “rz ang an

Trarertz o2t L - roand atoye,

i< _ocatian: Indicate nare ot
RRE e gret e rgpryse! crovany it tor
cpechrfic Tacaty ris or define avead o Lse Ly
o Taraes R claes : e !
oeranytes, 1t oecropryace.
Y Yrestin toratvyien M

Jite the roryzontal aziouth v tte egmoon
warees from true nortr,
itrecticn af ramyaticr v ovartit e ang rpre-
rotabte, i

Wy
»f functicn angd furoose.

{¢«, Remarks: Provide 15y aac'ti.na’
vntormation deemed  useful N eva'uating
vaterference ootential from the notitiec ase
raotelecommunicatian yger Arerytoang,

. Putcnast 1wsnwplion  and suppeorlona
Jdocumenls. 150 WSMRR 707-4 and WSHRR J3-3.

(1) Tevelopers ot purchace ten:r'ptoans
for (-£ materrel will ensure trat adecuate
M0/ EM] centrol requirements  are fully
1dentified/documented trerein. (See para 506,
Telll, anc 7e!2) above.)

(2) In completinc para 5¢ ot Checklist
far  Purchase _escriptines  and Supporting
Tocuments (EWS Farm 10572, Part 1), the Thiet,
AONC~TwS-L, w1l consider the *fuil recuire-
ments of AR T-10,

wres:.  t2i5rt o T
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{a) !f the 1ter ta be procured s
ne that renutrres a forma! (FP RF allocation,
ALhC=THS-) will:

I. Conrur art  enter thre appro-

rrrate I/F number and date of the approval
actren {e.a.,  /F 12/2617/1, & Nov 85) in
raragraph 6, “emarvs, if the item has a valid

AF allccatiorn authorization.

2. Torcur and identify the Release
funds Concirrence ZocuTent in paragraph 6,
the item <oes nct yet have an RF alloca-
Ton autrorizaticn bu* 3 0D Form 1494 nas
heen submittes ang a Release of Funaes Concur-

~ance

~E

;¢

ras heen ygsyert,

3. MNanconcur ad¢ tra fallowing
‘n paracragr &: “4ote: Radio frequency al-
‘ocaticn {or a Release of Funds Concurrence)
recuest was submitted on {1ate); however, a
h"3s not yet been received. Upon re-
of appropriate rep'v, this nonconcur-
may be .ancelled ang *funds may then he
released.” 14 tha iter does not yet have an
29 allecation authorization and a Release ot
Funas oncurrence has heen requeste’ hut not
received, 0D Torm 1494 submission and sub-
sequert appraval (RF 1incation) or support-
atyiity statement are requireqd before
cshligation of turds. )

4. Nontoncur and enter the reason in
paraqraph 6, € an £f allocation or a Release
<* Funds Concurrence has not been reauested.

3nd

rerly

‘i

"t

RNC

{(bi If tre item to be procured is
rnoothat vs excertcd from the requirements
ter 2 tarmal 2F aliocatinn, hut for which a
completed LN Form 1394 qubmission ana a DOD
AT freegency suprortabrticy statement  are
ey e SINCSTW =T wedY enter: "Concur.
Cor o 14ag i frengency suppertability
ctatemers e et or "Lonconcur.
LU Fer= 1484 ce ranyect for frenuenc, supper-
3T, Ttetamant nue submitte’
“ppraven Ter nara 6.0 'b ., Idi,
anpg 14
‘rio I+ tre ater %~ be procured s
one trat Jow, not reauire a4 formal JFP RF
allocation, ASNC-TWS=N will enter:
"Concurs U7Y L2 actions o not apply"  in
paraarapr n. (%ee paragrapgh 7b'11'c)),
“diTE iy 15 not known whether an
item tc be oarocured has an RF allocation
autrorization and the pur-hase description is
structured so as tn require bidders to
identify the PF all-cation 2uthorization or
submit a completed OD Form 1494 for each
nrapased Ptem, ASKC-TW -0 will enter,
oarsncor Py nanconcurrence may be

-10

WSMRR 10¢-i1

cancelled and funds oblicated upon receint of
the KF allocation authorization 'ntormat:on
or upon receipt and a favorable response tg
the  subsequent processing of complered
DU Farm (494 "

j- Radeo procedures and call signs.

(1) RFA, among other things, specify
the assigred cal)l signs and unit call signs
for communications nets., Unless specific3tly
provided, local derivation of other .:1)
signs and uyse i< prohibited.

[2) RFA assignees are responsible fcor:

(@) Ensuring proper ca'l sign usage.

(b) Designating NCS.

(el Prominently displayina
the base transmitter and NCS of non
radio nets,

(d) Issuing/implementing an
net operations. Specifically, an S0° s
mandatory for fire, security n1uarg, militar,
police, transportation (:axi', motor poc:,
ang  CB radic  net  opera‘ions. (See
DARCOMR 105-11).

231 The

PRGNS

at
tai tical

SCP for

NCS, usually tre station
serving the highest Heacguarter: within a
net, has the responsibrility for matntaining
communications discipline within tre net and
exercising operational contro! over the net.
The NCS is responsible for:

{a. Cpening and closing the
controlling  transmissions ard clearing nes
traffic, and maintaining DA form 3045 Mjl,-
tary Police Padio log) or an eqguivalen:®
recard of net operatians,

(6) Transmitting the assiane:
s1qn 3t the beqinnina and enco ot
tion and at least hourly, preterally within
il minutes hetore to 1N minutes a‘ter tn
hour , as long as  the net dertifi-
camion !nes not interfere wilth exig*v~r
tratél

ne -t

nall
opera-

B
. Radiotelephony identytt_a%an
w111 be made by speaking  the prowors
tprocedure word) "THIS IS" followed 5y the
*ssigned call sign,

2. Radiotelegraphy identification
be made by sending, in international
morse code, the prosign "DE" followed by the
assigned call sign,

2, Radioteletype transmissions will
be t{dentified by transmitting the prosicn
"DE" followed by the assigned call sign 1n
teletype characters.

(4) Radio nets will not be used as a
routine substitute for communications alrea-.
provided by intercoms ar telsphones,

will
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(5} Tre following net coractices are
specifically forbiaden:

(1) Ciscussion of classifred 1nfor-
mation, except on secure nets,

& iclation of a radvo
wnen imposed dy the NCS.

{r) uncffizial conversation between
Jperators,

s1ience

© Ixcessdve tunirg and tesving.
i Transmytting the operator’'s per-
T nal osrap e oname,

(4) se of other than authorizeq
“rewords  and  unauthorized  use ¢ nlan
ioiagte cno27age af arpluaalte oroaie oty o
perating signals,

3; Prcfane,
‘anquace.

{6) Scme af the rore c¢cmmonly ysea/
1 .thorized croworss :re listed in arrencix C.
'Sroworis ars prenouncead’e wards ar orrases
~=*ch rave heen assiagred ~eanings “or <re
curcose of expeaitin~ ~messice han1’cna, oro-
miras (or ComhinatoIng) W10l nct e used 10
the textua! corponent  of 1 ~essaqe.}
Acditionit sutreorizec prowcrds 2re listel in
AP 126,

?

inr2cent, or  otscene

Tme authorized cncretic alphacet
an? tme accented orcnunziitiagn af  numerals
are Yisted in apren2is T,

§ Per CASCOMR LTi-il, APCD DL Saizera’s
“arpencdix L) will re used for intri-=av(
stasiin  cormunications anc  for agplizan’tef

ruterrtzed  lommunizaticrs witt o Tetera’,
State, anas Tecal Sivi) cuslic $3°ety
2€€-ialts wro have acepted tre A7)

Signals.”
I srezificocatt sigrs rase o

been formally assicred to 1 radio net, 2.1
MusSt  te  used;,  PTs Li5ists 0f  the wor

acMv ' rre zeoqrignizal  locatieon of cve
station o sceratiTn, L Rak the tLDe -t
sreryticn, o CAIMY L a- TR SANCY MITTLLE
AN Lo, -ALAR UIID NETLT
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k. fnewption o4 RF S«gnals, Certain/
unique situations or programs may reQuire the
oF transmissian of classified deferse
informaticn  such as telephony/voice, tele-
metry, etc. Ta safequard these typec
of radio signals trom compromise, encryption
(the conversion of plain text messages into
itsgursed/secuire  forms Sy  means of  an
approved <ryptosystem} may be recguired.

1417 plans relative o the develop-
ment, application, or irplementation ~f an
ancryptinn system will 5Se submitted ‘to tre
dSMR O Sienat Security  (SIGSED)  Soari  cor
review ana ipproval per WASMRR 2H0-§

N cers  of  encryntiIcn teviies  an
transmitters 3ire additionally resporsible
Troansuring that <neir encryption ~e<rcss
3ve sufficiently ccvere? in tre autrcrized
2r1ssians stated :n  treir “F autrer:-
z3tion, i.e., aytrerizeqd  emissions are
'1m1%ed %o the necessary hancwiath, %type of
mcgulation, ancd type of transmission autho-
rized, e.3.:

‘a’ 3FXE emission iesignator anly
cermits A 16 kHz necCessary Dandwidth, fre-
wency moculaticn, anc tre transmission  of
telephony/voice; this cesignator (.63l
wOouiZ not permt encryption, even if *re
recessary bHandwidth and the type f ~oluia-
tion remain uncranged, because the type of
transmission  would necessarily e niffe-
rent, In this example, a l4FlE emission
lesignater would have %0 e authorized %o
‘2ca’ize encryptes transmissiars.

“b1 Simviarly, and - tre cate of
totemetering, a B0OLE1TAN emissicr destinator
would only sermit a 600 k-: recessary bani-
wiltr, frequency modulatinn, and the “rinc-
missION c* camcostte elerents; thys tegia-
~2t0r would not permit encrypte? telemvtr. ¢
the encrypticn resulted  In a2 necessary
Tardwidtn o oxless ot BT wwzooar ¢ tre
resuiting tyre o Tino owds5 ctrer tran
frequency.

A
€
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FOR Tt COMMANDER:

TEEICTA VERNON E. EBERT

Colonel, GS
~, r~\

Chief of Staff
SHIETS, -

.

LR

utart Lsenera’

TETLIRTIAN .

TAr TECON, ATTND AMSTE-SG-A(L)

[
w

[-12 HOWPC 03501, PA-122
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References

Section I

Required Publications

AR 5-12

AP 40-583

AR 105-3

AP 1n6-4

AR 105-86

MIL=-STD JE97
Notice 1!

tLo-STE 6540

PIL-STD del

(Army Management of  the
Electromagnetic Spectrur). Cited
in paragraphs 7b{1)}{c) and (¢).

(Control of Potential hazards tc
Health From "icrowave ang Radio
Frequency Radiation). fited in
paragraph Lb(&),

(Feporting Meaconing, Intrusion,
Jarmina, and  Interference of

Electromanresic Systers). Cited
in paracrapt Qe{l)(u).
(Operatior ¢t (¥ Radio Eauip-
ment). Cited in paragraph
nle)(e).

(Perferrming Electronic (aunter-
measures in the S, anc
Canaaaj. Cited in paraarapr Gn.

(Sutsystem Desian/Ennine. r-
ing and Eruiprent Tecrrical

lesign Standarcs tor Lons hag?
Sane cf D1te [agital Microwave
Radic  Transriscicn . (ited ar
paraqgrank 7eil, .

(hienera) ERATTRR Y ok £4 tor
Flectronic Lusipmenpt: . Cites v

parasrapt Joi

(Electromant. g Hequirerents
for Contral of Interference).
Cited in pararraph J¢f]l:,

MIL-STU 462

MIL-STD 463A

MIL-STD 469

DARCOMR 105-11

WSHRP 40-9

WONFE 105-2

WSMER 105-10

WSMRE  38(-5

WSHMRR 105-11

Interference
Cited in

(EYectromagnetic
Characteristics).
paragraph 7e(l).

(Definitions and System of

Units, flectromagnetic
Interference and Electro-
magnetic Compatibility
Technology). Cited 1in para-
graph 7e{l).

(Radar Engineering Design
Requirements Electromagnetic
Compatibility). Cited in

pearagraph Te(l).

Fixed/Mobile Radio
Maintenance}.
Si(2) (43,

(Nontactical
operations  and
Cited in parzgreph
9jle).

(Contrel of Potentia) hazards to
Health Fror honionizinc Radia-
tion). Cited 1in paragraphs Se,
gpie., o

Interference te
Frequenzy Surveillance ang
Analysic Facilities). Cited 1in
paraarapr Se,

(Potential

(Telemetry Radic Freauency (F+ )
Spectrur tilization). {ited in
paragrapts fe, Te(2).

{(WSMR
Proqram},
qraph 9k (1}.

Information
Cited in

Lecurity
para-




wCUMRR 10841

afery Stzrding Operating
St tres Citer  in  rara-
LT 7:1"1_ ®

*aen ingd ‘any wrent
1o

Lirasrape Rrigs

WSURE 702-4

Federal
Accuisitian
Renulaticns

28 June 1985

Purirase Jescriptions and
Sutpore Locurents),

Cited 'n paragraphs eb{4;, 9i

7i%e1 n paragraph B¢,
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Section II

Related Publications

AR 10-12 (1S Army Communications Command) AR 530-7 . {Commurnication Security),
DA Pamphlet (Army Electromagnetic
11-13 Compatibility Program Guide).
AR 105-1 (Telecommunications Management) DOD Directive (Major Range and Test
3200.11 Facility Basej.
A2 135-24  (RT and (all Sicr Assignmerts
far Base Telecommurications- DUl Directive (Department ot Defense
Electronics Activities) 3222.3 Electromagnetic

Compatitility Progranm;.
AT 105-70 {Amateur Radic Operaticns! DOD Directive (Management and Use
465C.1 of the RF Spectrumj,
Marua v Cegulations and Procedurec for Radio Frequency Managemert hational Telecorrunications
ar? I~formation Administration (NTIA)
Perorantam of Understanding between (0F, USAWSER and (Uk, 7tr Signal Comrmana, USAIS(

cet=Terant Support Adreement betweer 0, USAWSME and CPE, UORTSC-White farc-«
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Appendix B

Restricted Radio Frequency Band/Operations

Radio Frequency Band (MHz)

T oS30 yE andd

1hyEo140n

]
14:5-1628

PAUE L

WSMRR 108-11

Operations

Yoice communications (A1 channels which are used on
300-3000 UHF a sharec basis and not assigned to a
specific project or for a specific purpose
Telemetry (A1l operations, even though scheculed,
will be on a ncrinterference basis to/from non-WSME
controlled emitters.)

Command control/destruct {including range safety)
Radars/Transponders

Telenetry

Scorer/M1l  systems {transportable and air-qround
data and video links)

Telemetry
Telemetry
Radars/Transponders

scorer/Mil Systems (transportable an¢ air-groun
data and videc links)

Radars/Transponders
Radars/Transponders

“lectronic counterrmeasures (all surface and 1in-
flignt £CM)

Any RFA in which a schedulinc requirement is stated
as a ¢ ndition of assignment
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Appendix C

Commonly Used-Authorized Prowords

Proword

28 June 1985

Explanation

BREAY

CORRECTION

DISPEGARD THIS TRANSMISSION

D NOT ANSWEPR

FIGURES

I READ BACH

1 SAY ACAIN
[ SPFLL

I VERIFY

OvVER

ROGER

SAY AGAIN

STLENCE

(Repeated three or
more times)

STLENCE LIFTED

1 hereby indicate the separation of the text from other
portions of the message.

An error has been made in this transmission, Transmission
will continue with the last word correctly transmitted. An
errcr has been made in this transmission (or message
indicated). The correct version is . That which
follows is a corrected version in answer to your request for
verification. .

This transmission is in error, Disregard it. (Tnis proword
will not be wused to cancel any message that has bheen
completely transmitted and for which receipt or acknowledge-
ment has been received.)

Stitions called are not to answer this call, receipt for this
messagc, or otherwise to transmit in connection with this
transmission. When this proword is employed, the transmission
will be ended with the proword "OUT."

Numerals or numbers follaw,

The following 1is my response to your instructions to read
back,

I am rereating transmission or portion indicated.
I will spell the rert word phonetically,

Trat which follows has been verified at your request and is
repeated. To be used only as a reply to VERIFY,

This is the end of my transmission to you and no answer is
requirec or expected,

Tris is tne end of my transmission to you and a response is
necessary. Go aread; transmit,

I have received your last transmission satisfactorily.
Repeat all of your last transmission.

identification data means "Repeat
indicated}."”

Followed by
{portion

Cease transmissions on this net immediately. Silence will
be maintained until 1lifted. {When an authentication system
is in force, the transmission posing silence 1is to be
authenticated.)

Silence is lifted. {When an authentication system is in

force, the transmission lifting silence is to be
authenticated.)

[-17
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Proword

WSHMRR 105-11

Explanation

THIS IS

This transmission 1{s from the station whose designator
immediately follows.

[ have received your message, uncerstand it, and will couply,
(Tc be used only ty the addressee. Since the meaning of ROGER
is included in that of WILID, the two prowords are never usect
together. )

Your last transmission was inccrrect, The correct version s
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Appendix D

Phonetic Alphabet and Pronunciation of Numerals

Phonetic Alphabet

Letter Phonetfc Spoken as
L ALFA ﬂL_FAH
8 BRAVO BRAH VOH
c CHARLIE CHAR LEE or
SHAR LEE
D DELTA DELL TAH
£ ECHO ECK O
F FOXTROT FOXS TROT
G GOLF GOLF
H HOTEL HOY TELL
I IRODTA ll DEE AM
J JULIETT JEV LEE ETT
J KILG FEY LOH
L LIMA Liﬁ_MA“
M MIFE MInE

Pronunciation of Numerals

hureral Spoken as
o ZE-RO
1 WUN
2 TOO
3 TREE
4 fFOu-ER

(NOTE: Syllables underlined carry the accent.)

Letter

Numera)

5

6

WSHRR 105-11

Phonetic Spoken as
NOVEMBER HO VEM BER
0SCAR 0SS CAH
PAPA PAH PAH
QUEBEC KEW BECY
ROMEO ROW ME OF
SIERRA SEE AIR RAi
TANGC TANG O
UNIFORM YOU NEE FOK . or

00 NEE FOR™
VICTOR VIF Thn
WHISKEY WISS ¥EY
XPAY ECKS RAY
YANKEL YANCG FLY
ULy 200 10C
Spoken as
FIFE
SIx
SEV-EN
ALT
NIN-ER
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Appendix E
Associated Public Safety Communications Officers (APCO) Ten Signal
Interpretation, where require., is indicated by wording in parentheses. (Blank numbers are not

t5 be used since r¢ desigrztions have been given to date by APCO. The numbers are reserved for
fature gse. !

1v-1 UYnable t- i1, - change 10-21 Call by
Tocatrer telephone
ez Signals o 10-22 Disregard
10-3 Ston trancmitting
10-23 Arrived at scene
10-4 Acknowle tnmor s
10-24 Assignment completed
10-5 Relay
10-25 Report in person to (meet)
10-¢€ Rusy - stanty unlesc
urger * 10-26 Detainina subject, expedite
i Nyt of crrvize frive 10-27 Drivers license information
locatier art tolephone
nur or 10-28 VYehicle registration infcr-
mation
NS In weryi o
10-29 Check records for wanted
101 Fepear

10-30 I1leqal use of radic
-1 Fryabe in proaress

10-31 Crire in progress
o=l Len oface Tirotlate nature,
VoL, rote, rat i, indured) 10-32 Man with gun (give
Tocation)
=iz Standr .
10-33 EMERGENCY
NEES S Weatre: o = o7 repart
0-18 Feprrt of jorowler (give 10~-34 Riot (give location)
Tocetion
10-35 Major crime alert {nature
1n-15 Civi) civturtance of crime)
16-1¢ Demewtr trogt le (give
location, 10-36 Correct time
1n-17 Mect corplainart {(alve 10-37 Investigate suspicious
Tocation! vehicle
10-18 Corpicty assicnrent quickly

10-38 Stopping suspicious vehicle
10-109 fet.re t¢ (give station complete
- description before Stop-

16-2¢ Locatier pina)




ENENITI

O]

=30
AR
Tyl M
1 .
1=
1n-ad

15

-47
v _an
MR
T-an
1026
15-51
10-352
17-53
1hong
17-55
10-56
(R ]
N z
1oagr
N

1900

Yreent - ouse liaht and
siren

silent run - no light
or siren

feginning tour ot Jduty
Ending tour ot duty
Information

Reauest pormission

to ledve patrol

ter

‘nimal carcass

in lane

it

Assist rotorist (Iive
location)

frergency road repairs
necded

“raftic standard needs
rerairs

‘raffic 'iapt out
Aczident - F-fatal,
“I-perscnal injuries,
TU-rreperty damane
Wrecker reedeld
Anbulance reededt

Ppas hlsowad

Jivectilc on highway
Intoxicated driver
Intecxicated pedestrian

4%t and run - F, PI,
#2 {give location)

Tirect traffic

Convoy or escort

=21

[EF AN

1y-1.4

10-65

10-eh

.

10-67
10-64
10-c0
10-72

10-71

12-78
10-79
10-°0
10-21
10-72

10-73

R LR B

Souad in vicinity
(give location)

rersonnel in arcs
venly to message

Prepare Uy ngke
wrttlen copy

Bemane tor local delivery
et messaqge assinnment
“Yessace ancellatioe

Clear to read net messane
Lsispatch information
Message received

Fire alarm (give Location)
Advise nature of fire
(size, type, an1

contents of building)

“eport progress ot
tire

‘~oke regort
Locative

in contact with
tn route

A lestimated tine
of arrival)

teed assistance

Notify coroner

Reserve loaging
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10-84

10-85
10-86

10-87

10-88

1G-89

11:-90

If meeting
advise ETA

Will be late

Pick up checks for
distribution

Advise present
telephone number
of

Bank alarm (give
locatior)

I-22

10-91
10-92
10-93
10-94
10-95
10-96
10-97
10-9¢

10-99

28 June 1985

Unnecessary use of radio

Blockade

Drag racing

Mental subject

Prison or jail break

Records indicated
wanted or stolen
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Appendix F

Standard Frequency Action Format

I tem
005
006
010
101

102

110

114
115

130

141
142
144
145
146
147

151

200

201

Designator
CLA

TYA
FID
SER
AUT
AUT
LSN
DLS, DLD
00C
FRQ, FRB
FBE

0PF

EMS
PHR
THE
RGC
(3 3)
REV
RTN
IFRB
TNK
INT

CRLC

AGEN

WSMRR 105-11

Remarks

SECURITY CLASSIFICATION
SECURITY CLASSIFICATION MOU
TYPE OF ACTION

FRRS ID

AGFNCY SERTAL NUMBER

IRAC DOCKET NUMBER
ASSIGNMENT AUTHORITY

LIST SERIAL NUMBER

SERIAL REPLACED, DELETE DATE
DOCKET NUMBERS OF OLDER AUTHORIZATIONM
FREQUENCY (1ES)

EXCLUDED FREQUENCY BAND
OPERATING FREQUENCY(IES)
STATION CLASS

EMISSION

POWER

TIME

REQUIRED DATE

EXPIRATION DATE

REVIEW DATE

IRAC RECORD INDICATOR, ROUTINE AGENDA ITEM
INTERNATIONAL REGISTRATION
DCS TRUNK ID

JOINT AGENCIES

"C" FOR CANADIAN COCRDINATION AND "M" FOR
MEXICAN COORDINATION, OR "B" FOR BOTH

RESPONSIBLE AGENCY

UNIFIED/SPECIFIED COMMAND

NOTE: This 1ist may also be used to cross reference DA Form 2212 items currently in overnment

master files.

[-23
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1tem Designator
202 --
203 BUR
204 --
N5 --
206 -~
2C7 XUNE
nos N
: xSC
! XAL
nQ XUNE, XRC
3 ALA, XLG
) XCL
1k MR
4 X08J
KN YIN
z XAE
37 xPE
13 xPD
3L3 XKR
321 SPO
. YT, T
341 NRM O SYS
343 JFA
3¢ TUN
(B POD
347 PRR
342 TYL, NFL
3c4 XAT(XAD)
358 XAK
156 XAD
87 XGN(XAD)

[-24
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Remarks

UNIFIED COMMAND SERVICE
AREA FMQ,BUREAU

COMMAND

SU3 COMMAND

SUB Sui COMIAND

OPERATING UNIT

USEQ NET/COCE

STATE, COUNTRY

ANTERNA LOCATION

STATION CONTROL

ANTENMA COGRDINATES

CALL SIGN

AUTHCRIZED MILEAGE RAGIUS
SDC OBJECT “UMBRER

£ UATOPIAL INCLINATION ANGLE
APOGEE {STATUTE MILES)
PLRIGEE (STATUTE MILES)
PERIOD OF DPBIT

NUMBER OF SATELLITES

POWER DENS]TY

EQUIOMENT NOMENCLATURE
NUMBER OF EQUIPMENT, SYSTEM NAME
EQUIPMENT ALLOCATION STATUS
RADAY TUNABILITY

PULSE DURATION

PULSE REPETITION RATE

TYPE OF LASER, NUMBER OF LASERS
ANTENNA NAME

ANTENNA NOMENCLATURE

ANTENNA DIMENSIONS

ANTENNA GAIN
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_Item Designator Remarks
358 XEL(XAD) ANTERNA ELEVATION
359 XAH(XAD) ANTENNA FEED POINT HEIGHT
36 ih ANTENNA BEAMWIDTH
362 A7 ANTENNA ORTENTATION
163 Y AKTERLA POLARIZATION
400 RSC STATE/COUNTRY
a0l RLOC, RAL ARTENNA LOCATION
402 -- RECETIVE: OPERATING UNIT
403 Ri A, RLG ANTENNA CCURDINATES
48 AC! CALL SIGN
Ang RMR AUTHORIZED MILEALE RADIUVS
47 PATH PATH LEMGTH
408 RET REPEATER IXNUICATOR
414 ROR. SOC OBJECT NUMBER
St N EQUATORIAC Qhr UIMATICH AKGLE
Zle RAT APGOLEE
L1y Ry PERIGET
40 e PERT( OF QERIT
4.0 e NUMBER 0 SATe{ DT
444 I EE EQUIFMEYN T KOMERCG AT YRS
a8 LA ECUTPSINT ALTOLAT IO CTaT
4+ AT (RS ANTENK A KAME
455 RA ANTENKEA KOMLNCLATURE
454 FA? ANTENNA DIMENSTON.
[ RGH {RA) ANTERLA GATY
334 REL (REM ANTERKA FLEOVATION
4EC RAH (RA. ! ANTENNA FEED POLINT HEIGHT
460 RBW ANTENLA BEAMWIDTH
LY RAZ ALTENNA DRTNTATION
403 RAP ANTENNA POLARIZATION
47 SNT SPACE STATION, RECEIVE NUISE -7 ikt

1-25
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item Desigrator Remarks
471 FaT EARTH STATION, RECEIVE SYSTEM NOISE
TEMPERATURE
Ve Shi EQUIVALERT SATELLITE LINK NOISE
TEMPERAT LRE
g LTS [RAC NOTES (uUS&P ONLY)
ol LWz NOTES: FREE TEXY
€2 prys DESCRIPTION OF REQUIREMENT
: A A5ENCr - FRE: TExT CUMMENTS
o LoP S PRPLEMENTAL DETAILS
58 ALTHERIZED AREAS
ASA ALTHORIZED STATES
ER YU CENCY ACTILY OFFICER
mr -- TENTOGL IREQUFST KUMBER
4 Tk Tvof OF StovICE (N7 LONGER yUSED.  SEf
[T 155,
TE .- SYSTEM IDENTITIER
T Loer NAYY CESIGHATAR
7°" B CINCPAC CCHPLEMENT NUMBEDQ

WA T COUNTRY DOCMET HJUMBER

T Tu ACQONAUTICBL SERVIZE RANGT AND SERVICE
SELIKET

e RN ARFA FUNLTIOY NUMBER

Tie vav TUANSMITTER ARFA MKF. NUMBER

716 -- FRIORITY CODE (EUROPE ONLY)

a ! -- CONRLINATION DATA/RENARKS

i) ~- RT CESTER/CATE/REMARES

8®04 -- TUNING RANGE (EURCPE ONLY)

865 -- DATE FREQUENCIES ARE REQUIRED (FOR EURQPE
ONLY) IDENTIFICATION IF WQOST

ROE -- NOMINATIONS ARE ACCEPTABLE (FCR FURQCPE
ONLY)

Ry .- FREQUENCIES TO Bf DELETED (FOR FURQOPE
ONLY)

1-26
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Glossary
Section |
Abbreviations
ALK Allied Communication kbz kilohertz
pPublication
LCMM life cycle management model
AP Area Frequency Coordinator
LP limited production
APCO Associated Public Safety
Communications Officer LPD Yow power devices
r citizens band LRIP low rate initial production
- (ommunications-Electronics Mces Military Communications-
flecironic Board
cp cardiac ;~cemakers
MKz meqgahert2z
DA Department of the Army
MIJI meaconing, intrusion,
nop Department of Defense jamming, and interference
£ electronic countermedsures MIPR military interdepartmental
purchase request
LED clectro~explosive devices
NCS net control stations
P electronic device
NTIA National Telecommunications ang
plee equivalent isotropi- Information Administration
cally radiated power
0 ordnance
e electromaqnetic compatibility
P personnel
1l electruagnetic to.erference
PVl positive voice identitication
cAr Federal Acquisitian Pecalations
bt fecera! Communication: RADHAZ radiation hazard
(ommission
S full-scale production RF radio trequency
[ frequerzy surveillance RFA radio frequency authorization
stations
GHz gigahertz RF1 radro frequency interference
W2z Hertz ROP radio operator permit
[RA Interdepartment Radio
Advisory Committee RPO radiation protection otticer
JFP Joint Frequency Panel RR radio regulations

[-27
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ksC Pange Scheduling (ommttee

SO0 Systems Contro} Office

Lo AT station frequency action format

SILSEE s1gnal securaty

S <tanting operating procedure
terrhert?

o st rversal documentation system

' 4itra hian trequency

.- valatidle tels

[ very miqr freaquency
Section 11
“erms

Carenthe i gl capressions;  following  certan
Lbipr sy ng are 1ndicative of  the source from

Wttlh taker oo, RR [Radio Requlations), NT!A
Latreng) Tole.crmgrications  and  Intormation
Creapr ety e A® (All1ed Temmunicatien

ub e tren |

Allocated (verd)

Teooprocess cf autaliisting radro freauency (R}

ands v specitic RF's for  the performance of
w ks f o tieng or services; frequently this

sarludes *re designation of specific equipment

© pertora tne function,

Allocation {(noun)
b orans eor spyecific RF's and any associated
~syticrs or 1mriatiens, designated to perforn
1 specific functicr by the act of allocation, as
tor allocated. (Note: An RF allocation authc-
~1:ation “nes not cenvey authority to actualiy
cperate transmitting equipment; an RF assignment
required annt a reguest for same can be prc-
crsser nnly after an allocation authorization
ras been consummated.)

Assign (vorb)

The comnand process of authorizing 8 specific RF
-r an RF hand, to be used at a ce~tain station,
under specified conditinons of operation.

Assigned frequency
‘e _enter of the RE hand assiqned to & station

[-28
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(\), Tne frequency coinciding with the center
nt the frequency band in which the station 1
aLthprized to work. The assigned frequency docs
not mecessartly correspond to any frequencCy in
an emission. (ACP 167)

Assigned frequency bamnd

Tne trequency band the center of whisn coincaides
with the frejuency assigned to the station and
the width of which equals the necessary band-
width plus twice the absolute value of the
frequency tolerance. (RR).

Assignment (noun)

Tne RF band or specific RF and any assdcrated
conditions or limitatiors, authorized for use at
a Siver station Ly the act of assignnent, as tor
verb assign.

Authorized bandwidth

The necessary bandwidth {bandwidth required
for transmission and reception of intellinence.
and does not include allowance for tranami tter
drift or doppler shift, (NTIA)

Commumications-electronics (C-E)

The discipline which embraces design,
development, installation, operation, and main-
tenance ot electronics and electromechanical
systems, subsystems, equipment anAd devices
associlated with alt torms ot mih oy
communice ty‘nns,




WSMRR 105-11

C-E environment

A description, actual or estimated, of C-E
materiel characteristics, units t> which the
materiel s assigned, and the way the C-t
materiel is distributed and used within a
military operation typical of the time frame
under consideration,

C-£ materiel

AY electrica?l and electronic systems,
subsystems, and equipment which are dependent
apon, or have an impact on, the use of the
electro-maagnetic spectrum.

Characteristic Frequency

A frequency which can be easily identified and
measured in a given emission, (RR) (See
detinition for RF.)

Closed-Circuit system

An RF transmitter systcm in which the RF energy
from the transmitter is intentionally dissipated
‘v a dummy load or othcr type of power-ahsorbing
device, a system in whicr the RF energy is con-
taired within a shielded enclosure; a system
use! to check out transmitter performance
without intentional radiation of RS energy.

Electromagnetic compatibility (EMC)

The ability of C-f equipment, subsystem, and
systems, tcaether with electromechanical devices
{for example; venicles, enaine qenerators, and
clectrical toels), te operate in their intendcd
operatizral environments without suffering ' r
cansinn  upancectahle  degradation because «of
unwante olectromacnetic racdiation or responst
Electromaanetic competitiiity e¢ntraces be*n
susceptibility and vulnerabiiity. kRadio
frequency intertercuce reducticn i3 an older
term for electromangre: corpatibitity and ‘s
.onsidered te be syronymcus with the newer tere,
electromacnc tic compe titility, which 15
preferrec.

Electromagnetic compatibility analysis
Ar investigatinon of the EMC of (-E materiel cr
concepts within their intended C-£ ernvironment.

Electromagnetic environment

“re  power  flux  dersity, enerdy  spectral
“istributien, or pcwer spectral distributicrn,
eitter actual or estimated, as a function of
three space coordinates, time and frequency,

Emergency

A situetion af temporary duration resulting
directly or indirectly from a national catas-
trophe or other occurrence that seriously
affects the welfare of a community or of an area
to the extent of endangerina human life and
property witk which special communication
facilities are required temporarily, (NTIA)
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frequency Management (or spectrum management)
The control of the Rf spectrum through th
process of RF allocation; RF assignment; FR°
surveillance anc¢ analysis of equipment research,
development, test evaluation and cperation; an
RF records administration.

Frequency tolerance

The maximum permissible departure by the center
frequency of the frequency band occupied by ar
emission from the assigned freguency, or by ths
characteristic freguency of an emission from the
reference frequency. The frequency tolerance i:
expressed in parts in 1U* (parts per million) or
in hertz. (RR)

Hertz (Hz)
A unit of Rf which is equivalent to one cycle
per second. (NTIA) -

Interference

Any harmful vradiation, the source of whicr
cannot be positively identified as locally
generated spurious signals or technical diffi-
culties, cr other readily identifiable and
easily correctanle sources. For MIJI evaluztion
purposes,interference 1is any electromagnetic
emission causing undesiratle responses whick
degrade, disturt, or disrupt the design function
of devices or systems which employ electro-
magnetic eneray. (AF 10£-3) (Feor frequency
management purposes, the tera "harafyl
interference” (in additien to that defined for
interference, harmful) is alsc used to denote
that type of 1nterference which actually ceoudses
circuit outage on an RF as opposed to irter-
ference which is purely a source of anncyarni. i

Interference analysis

The engineering techniques utilized to determine
the locatior and identity of KF interference
sources and to select the best means of
eliminating or reducinae their impact.

Interference, harmful

Any emission, racration, or induction whigt
endangers the functioning of a radic navigatior
service or of other safety services, <«
seriously degrades, obstructs, c¢r vrepeatell,
interrupts a radiocomrunication service. (k]

Intrusion

The intentional insertion of electromaguetro
energy into transmission paths in any manner
with the aobjective of deceiving operators or of
causing confusion. (AR 105-3)

Jamming

The deliberate radiation, reradiation, or
reflection of electro-magnetic energy with the
object of impairing the wuse of electronic
devices, equipment, or systems being uscd bLy ar
enemy. (AR 105-3)




< June ades

Meaconing

A system of transmitting actual or simulated

radio navigation sianals for the purpose Oof
confusing navigation, for example: Meaconing
statigns caer cauce inaccurate bearings to be
Ltbtained by air.raft, ships, or ground
stations. (AR 10¢-1)

Necessary bandwidth

ro3 piwen _lats of emission (see hote below),
sre mir:mym ya'ue of tre crcupied bandwidth
P R L A L tra transrission  of
irsarmation 4t ¢k rate an with tre quality
e et o ognan oy Tgyedd,  ander  spe-
Vet ety g t-1gsions useful for the

[T SN R 2 B R B

raetying equipment as,
corresponding to the

crp
for pxarole, the o emiciacn

~f

Larrior radgcoc careiar gystems, will Te
e e oy Sy ncmiAth, .
T re 4.,crorccec etission will pe limited

- L KT S A R type o° rmodu-

Yytiee, snt o cL .t otripsrisscon authorized. for
cawpter Ac i emsosion designator (amplituce
clatoran crp trarsmissicn of telephony/

LY e - . T.ie authority for any other

rere v sr.oimisgren such o oas TWiAD),  tone
PR eTerag VA2, ar ercrypted

S lapran, Lo AL

Met (communications)

AnooTratizatt e ¢+ cratrans  Lipable of Jdirect

Semmrrzationg r 3 Lammon crannel nr

reneny . PR

Net contro! station (NCS)

Aostatt ‘wglnpaten ta comtrel  traffic and
Ve At vsrrTire wtthinoa jtven nel.
REE

Net, directed

APt Yn wttIr oo 3*aticn atror than the ret

_optrl statiops ma, ccmmunicate with eny other

cration, ea_oct throtre transmission of urgent

©R5A50 0, T first ohtaininc the permission
et mat statron, (AP In7)

Net, free

A net in whi:zh any station may communicate with

any other station in tre same net without first
obtairine ocermission from the net control
statica %o 4o so,  (ACP? 167

Noninterference basis (NIB)
4 (enciitian oF RF assfanment, wherein an RF user
must azcent a1l interference caused by an estab-
.cer a~4 is fu~ther subject to silencing
crauls estatT1shed users experfience ‘nterference

trerefr.—,

Tigred

Nonscheduled basts

Ratio frequency users’ specific RF and radiation
time reauirements which do not appear on the
-éf1cial Ranqe Schedule but which have  been

authorizes . tme Svstems Control Office (SCO)
Sreraticrs Tigision, USAISC-white Sands).
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Occupied bandwidth

The frequency bandwidth such that, telow its
lower and above its upper freguency limits,
the mean powers radiated are each equal to

0.5 percent of the tota! mean power raciated by
a given emission. In some cases, for example,
multi-channel frequency/division systems, the
percentage of 0.5 may lead to certain diffi-
culties in the practical applicatior ot the
definitions of occupied and necessary bandwidth;
in such cases, a different percentije ray prove

useful. (PR) (Maximum etforts will be made 1in
enquipment desiar and operations o maintain
the occupied bandwidth of emissions of an
transmission as closely as possitle to  the
necessary bandwidth.)

Power-equivalent isotropically radiated power
(EIRP)

Tre protuct of the power of an emission as
supplied tc an antenna the antenna 7fain In 2
given Jirection relative to  an  isotropic
antenna. (RR)

Radio frequency authorization (RFA)
The document or cower f{authority:
Tegalizes tre assignment of RF or ~f's,

which

Radio frequency (RF) or radio waves (Hertzian
vaves)

“lectromagnetic waves of frecuencies lewer tran

3,000 f-z, propagated in space withoul arti-
ficial guide. (R)

Radio frequency silence

4 period during whkichk a1l or certatn &f
~quipment  capeble  of radiation iy kept
inoperative. (AClP 167)

Reference frequency

% frecuency havine a fixed and specified
position with respect to the assigned fre-

quency. Tre displacenent of this frequency with
respect to the assigned freguency has the same
absolute value and sign that the displacement
of the characteristic frequency has with
respect to the center of the kF band occupied by
the emission. (See Characteristic Frequency.)
(RR)

Scheduled basis

Radio frecuency users who have coordinated and
documented their proposed operations, including
specific RF usage and reguired raviaticn time,
with the kRange Scheduling Committee,

Spacecraft

Any type of space vehicle, including drones,
balloons, earth satellites and deep-space
probes, intended to go beyond the major
portion of the earth's atmosphere. Deep-space
encompasses distances from the earth a;/. ox)-
mately egual to or greater than *» jistance
betwern the earth and the moon., (RR)




Spectrum management (or frequency management)
Tne contryl of  the RF O spectrum  through the
Srue s f PE allocatinn; RF assignment, RF
surveitiance and analysis of eqguipment research,
development, test evaluation, and operation; and
2t records administration.

Spurious emission
tmission on a frequency or frequencies which are

[-31

outside the necessdary band, and the level ot
which may bLe reduced without affecting wm
corresponding transmission of information.
Spurious emissionrs include hkarmonic emissione,
parasitic emissions and intermodultation  pro
ducts, but exclude emissions 1n the immediate
vicinity of the necessary band which adre =
result of the modulation process for the
transmission of information. (RR)
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P. 1. wama PG Frequency Management Offi{ce (FMO) has very limited Frequency
monttoring and surveillance capabilities. The FMO at YPG is using one IFR
1500 AM/*M monitoring system, Bearcat 300 scanner, and Regency MX5000 monitor.
Additionally one vertical (Folded -5B omni II - Dipole VHF/UHF continuous
coverage from (30 - 960 MHZ) {s used with the IFR 1500. The receiver has the
option of passing the signal thru 0-35 DB variable gain RF (40-900 MHZ)
amplifier. A high output 20 db amp can be selected on the transmit side if so
desired.

2. The IFR 1500 i{s composed of a signal generator, receiver, programmable
audio tune gencrator, sweep generator, spectrum analyzer and duplex
capablilities.

a. SIGNAL GENERATOR: The FM/AM-1500 signal generator is capable of
generating modulated or unmodulated carrier signals within a range of 100 KHz
to 999.9999 MHz (in 100 Hz steps), at the output level which is continuously
vartiable from O* to -128 dBm. The generator carrier signal may be AM or FM
modulation signals originating from one or both of the FM/AM-1500 tone
generators or by external sources applied through front panel modulation input
connectors. The generator may also be voice modulated and keyed through the
front panel microphone i1 put connector.

All of the above described modulation sources, or any combination thereof,
may be simultanecusly applied to the carrier signal.

b. RECEIVER: The FM/AM-1500 receiver is a sensitive 2 uV guadruple
conversion super—heterodyne receiver, capable of monitoring communications
signals within a range of 300 KHz to 999.9999 MHz, in 100 Hz steps. Signals
may be received "off-the-air” using an external antenna or by direct cable
connection through the front panel TRANS/-40 dB duplex connector.

Associated receiver monitoring circuits inciude a frequency error meter,
modulation meter, power meter, sinad meter, signal strength meter, frequency
error and demodulated audio counters, spectrum analyzer and a 1 MHz
oscilloscope.

c. PROGRAMMABLE AUDIO TONE GENERATORS: The FM/AM-1500 has two
independently controlled variable tone generators which are capable of
generating modulation signals with a range of 2 Hz to 30 KHz (in 0.1 Hz
increments from 2 Hz to 9999.9 Hz and 1.0 Hz Increments from 10 KHz to 30
KHz). The frequencies of both generators are keyboard selected and are
displayed in the Tone 1 and Tone 2 data flelds of the front panel LC.

In manual mode, the output level and modulation mode of each tone
generator can be individually controlled by the associated Tone | and Tone 2
controls, while the modulation levels can he similtaneously monitored on the
CRT or wndulation meter.
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Under menu control, the tone generator frequency amplitude and duration
are all automatically controlled.

d. SWEEP GENERATOR: The FM/AM-1500 sweep function can be used to sweep
RF and IF systems up through the full range of 1 to 1000 MHz, enabling the
frequency response characteristics to be displayed on the FM/AM-1500
oscilloscope. The sweep generator function is also useful for aligning the
amplifier IF and demodulator circuits, by applying the swept RF output to the
UUT injection point and applying the demodulated output to the FM/AM-1500
scope/sinad connector.

e. SPECTRUM ANALYZER: Incorporated in the FM/AM-1500 is a unique full
scan 1 to 1000 MHz spectrum analyzer which includes a minimum scan position of
1 KHz per division with a 300 Hz bandwidth. The FM/AM-1500 spectrum analyzer
has eleven calibrated dispersion selections with bandwidths automatically
selected with the analyzer dispersion setting. The center of the analyzer is
always phase—locked to the receiver center frequency making it possible to
positively identify displayed signals at a glance.

The FM/AM-1500 receiver remains fully functional for scan widths up
through 1 MHz per division.

f. DUPLEX CAPABILITIES: In the duplex mode, the FM/AM-1500 has the
capability of generating and receiving signals simultaneously. While the
receiver section of the FM/AM-1500 is monitoring incoming signals transmitted
via antenna, the FM/AM-1500 signal generator is simultaneously generating
signals to stimulate the receiver section. The frequency of the generated
signal from the FM/AM-1500 can be offset up to +49.99 MHz from the received
frequency, in 10 KHz steps.

Three methods of duplex testing are available to the FM/AM-1500 user:
. Duplex testing using separate transmit/receive lines.
2. Duplex testing using 1 common receive/transmit line.

3. "Off the air” duplex testing.

3. To augment the IFR we emplov a regency MX-5000 receiver which can scan
continuously from, 25-560 MHz or manually enter frequency up to 999 MHz,

4, The above three monitoring system provide just a fraction of what is
really needed at YPG, as the Range utilizes frequencies from .5 MHz to 40 GHz.

5. Additionally, the Bearcat 300 scanner a stand alone system allows us to
monitor many civilian band frequencies and some military bands.

J-3
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APPENDIX K
NASA/WALLOPS FLIGHT FACILITY

‘ WALLOPS ISLAND, VIRGINIA
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3.2 FREQUENCY MONITORING AND INTERFERENCE CONTROL

The purpose of frequency monitoring and {interference control
(FMIC) 1s to fnsure finterference-free operations, to supply
‘information on possible interfering transmitting sources, to
monitor and report the operational characteristics of vehicle and
ground support transmitters, and to investigate and compare the
effects on AM, SSB, CW, and FM radio signals at varfous frequen-
cies from the standpoint of both efficient use of the frequency
spectrum and possible interference with test operations, and to
determine that the Wallops operational frequency assfignments and
schedules are mafntained within their limits. Interference
control finvolves the location and {dentificatfion of sources of
electromagnetic radiation for the elimination or reduction of such
interference to further safeguard range operations.

Frequency monitoring and interference control facilities
consist of a station located in the Telecommunfications
Buflding, N-162, The station contains
radio frequency f{nstrumentation and appropriate omnidirectional
and unidirectional antennas with antenna rotators and mounts to
cover the frequency spectrum of 200 KHz to 12 GHz. See Figures
l1-1, 1-2, 2-15, and 3-1, and Tables 3-1 and 3-2.

FMIC operations
are being enhanced at GSFC/WFF and equipment shown on Tables 3-1
and 3-2 is subject to change as new equipment {is added.

K-2
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Figure 3-1. Frequency Monitoring & Interference Control
Antenna Arrays (Near Building N-162)
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TABLE 3-1
List of Equipment: FMIC

Equipment Company
BCR~55 UHF Receiver and 8CD-29 Babcock Electronics
Audio Frequency Decoder Corp.

Type 5-124A Recording Oscillo- Consolidated

graph Electrodynamics
Corporation

Model 8718 HF Tunable Receiver Watkins-Jenkins

RS-111-1B-12B Receiving System Collins Radio Co.

7580 Transfer Oscillator Beckman Instruments

Spectrum Analyzer 855A RF and Hewlett-Packard
85528 IF

901 VHF Tunable Receiver Communications
Electronics, Inc.

WJ-8617 B VHF/UHF Tunable Watkins~-Johnson

Receiver

SM-9310B Signal Monitor Communications

Electronics, Inc.

MSR 904A Microwave Receiver Micro-Tel Corp.
with FCS-904 Frequency

Counter Synthestzer

TABLE 3-2
List of Antenna Systems: FMIC

Equipment Company
WJ-9872A DF Antenna with Watkins-Johnson
WJ-8971A-7 Direction Finder Co.
CSC2 Antenna Type 202180-1 TECOM Industries,
with Type 203009 Rotator and Inc.

Type 203011 Controller

K-4
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TABLE 3-1 (CON'T)
LIST OF EQUIPMENT: FMIC

EQUIPMENT COMPANY

Direction Finding Processor, Watkins-Johnson
WJ-8971A with Direction Finding
Antenna, WJ-9872A

Digitally Refreshed CRT, Micro-Tel Corp.
DC904 (used with MSR 904A
Receiver)




3.2.1 Range Signal Analysis

In the Range Signal Analysis operation, range signals are
analyzed wusing primarily those antennas with omnidirectional
coverage. The outputs of the receivers are analyzed to determine
the quality of signals emitting from range i{nstrumentation and to
assist in identifying electromagnetic radiation which interferes
with range operation.

Frequency measurements are obtained by heterodyning a stable
CW signal source with the received signal and providing direct
counter frequency readout of the signal source, accurate to less
than 3 parts in 1010, The CW source ifs injected by a sampler
probe into the RF transmission line simultaneous with the recefved

signal to be measured. A means is provided to continuously vary
the signal source output level for optimum heterodyning.

Patch panels are used to afford maximum flexibility of the re-
cording units. Magnetic tape and graphic recorders are used with
both range signal analysis and interference control portions of
the spectrum surveillance system,

3.2.2 Interference Control

Interference control uses unidirectional antennas, receivers,
and recerders to locate the signal source. Received signals are
preamplified and distributed to patch panels in the interference
control system for receiver selection based on requirements, and
analysfis and recording.
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1 FREQUENCY
MOMITORING
ANTENNAS

HF LOG PERIODIC

Figure 1-2. Communications Receiver Facility
(Bldg. N-162) Antennas
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114, BUILDING N-162
no scale

AN

—

-

COMMAND
/RECEWERS,
MONITORING € RECORDING

FREQUENCY MON|TORING STAT |QN———

—SPARE RECEIVER RACK

COMMAND/DESTRUCT
RECEIVERS CHECKOUT

=—SPARE RECEIVER RACK

- UMF RECEIVERS

—WF RECEIVERS

W RECEIVERS

ANTENNA PATCHING §
CONTROLS, & INTERCOMMS .
[~VOICE-LOGGING CASSETTE TAPE RECORDERS s

~10-CHANNEL VOICE TAPE RECORDERS (2)

Lvoncs ATTENUATORS, LEVEL CONTROLS, & MONITORING
VOICE PATCHING, LINE AMPLIF!ERS, §& BRIDGES

. e —

Figure 2-15. Communications Receiver Facility

Equipment Location Plan
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Reference Source: Instrumentation Handbook Volume 1!V,
Communications Facilities and
Systems, NASA/WFF, August 1979.

C.6 WJ-8718 HF RECEIVER, WATKINS, JOHNSON CO.

The WJ-8718 HF receiver is designed to receive AM, FM, CW,
uss, LSB, and 1SB emissions over the frequency range of 5 kHz to
29.99999 MHz. The receiver provides manual control, with remote
control and remote monitoring being optional. In the manual mode,
operating parameters are selected by pressing appropriate push-
button/indicators. The depressed button indicates the selection
of the operator by the appearance of a brightly colored display
behind the clear front surface. Seven digits composed of 1light
emitting diodes (LED'S) indicate the tuned frequency to a resolu-
tion of 10 Hz. The large tuning knob and four tuning rate push-
buttons provide frequency tuning capability.

Specifications:

Tuning Range: 5 kHz to 29.99999 MH:z

Tuning Resolution: 10 Hz
Antenna Conducted Os~

cillator Radiation: ~-87 dBm, maximum

Input Impedance: 50 ohms, unbalanced, nominal

IF Bandwidth (3 dB): Standard: 0.3, 1, 3.2, 6 and 16 kHz
Detection Modes: Standard: AM, FM, CW

Optional: LSB, uSB, ISB

Frequency Display: 7 digit LED's

Frequency Resolution/

Readout: 10 Hz

Frequency Stability: 6 x 10-8 per day, 2 x 10-6 per year
Frequency Control: Manual or Remote options




Synthesizer Lock-Up Time: 3 ms, typical; 10 ms, maximum

Synthesized BFO:
IF Rejection:
Image Rejection:

Audio Distortion:

Audio Frequency Response:

Final IF Qutput:

Sensitivity:

300 kHz Bandwidth:

20 kHz Bandwidth:

Audio Output Power:
Audio Response:

Video Output:

Video Response:

Signal Monitor Qutput:

OQutput Stability With
AGC:

8FO:

Power Input:

455 kHz +8.9 kHz in 100 Hz steps
Greater than 90 d8

Greater than 90 d8

Less than 5% at rated audio output

+1.5 dB from 100 Hz to 8 kHz, 1 kHz
reference frequency

20 millivolts, minimum, into 50 ohms
for input signals greater than 3.0
microvolts

AM: 4 microvolt input, modulated
50% produces 11 dB S+N/N, minimum
FM: 4 microvolt input, modulated at
1 kHz with 100 kHz deviation, pro-
duces 21 dB S+N/N, minimum

AM: 2 microvolt input, modulated
50%, produces 17 dB S+N/N, minimum

FM: 2 microvolt input, modulated at
1 kHz with 7 kHz deviation, produces
20 dB8 S+N/N, minimum

100 milliwatts, minimum

100 Hz to 40 kHz at 3 dB points

5 volts rms across 10 K-ohm un-
balanced load

50 Hz to 500 kHz at 3 dB points

21.4 MHz center frequency IF signal
output

FM: Output varies less than 2 dB
AM: Output varies less than 15 dB

21.4 MHz center frequency, variable
+20 kHz

115 VAC, 50-400 Hz




Power Consumption: 40 watts, maximum

Weight: 8.4 kg (18.5 1bs)

Size: 48 x 9 x 39.4 cm (19 x 3-1/2 x 15-
1/2 inch)

Reference Source: Instrumentation Handbook Volume 1V,
Communications Facilities and

Systems, NASA/WFF, August 1979,

C.7 SR-209/AFC TUNABLE VHF/UHF RECEIVER, APPLIED COMMUNICATIONS

The SR-209/AFC performs the requirement for general HF/UHF/VHF
communications receiver applications. It is completely solid
state and features plug-in modules and printed circuit assemblies
for the highest degree of versatility. Plug-in modules are avail-

able in electr swept heads covering 30 to 1000 MHz, in tuning
heads coveri 12,000 MHz, in signal units for panoramic and
signal analysi a8 frequency readout to display tuned frequency

and in a battery pack which will supply power for field and emer-
gency operation,.

Characteristics are:

Frequency Tuning Range:

Tuning Heads: o 12,000 MHz
Electronic Swept
Heads: 30 to 1000 MHz
Type of Reception: FM, AM, CW and PAM (pulse)
If Frequency: 21.4 MH:2
Input Impedance: 50 ohms nominal, wunbalanced to
ground

Stability:

AM: Better than & dB from rated AM
sensitivity (10 dB S+N/N) to -23 dBm




Reference Source: Instruction Manual for WJ-8733 Re-

ceiver and Instruction Manual for
DRO-333A Frequency Counter, Watkins-
Johnson Company

C.10 BCR-55 UHF RECEIVER AND BCD-29 AUDIQ FREQUENCY DECODER,
BABCOCK ELECTRONICS CORPORATION
The Receiver, Radio BCR-55 is a monitoring receiver for UHF FM
radio control signals in the frequency range of 406 to 549.5 mega-
cycles having carrier deviation up to +300 kilocycles. The BCR-
55 provides indications of modulation deviation, signal level, and
center frequency error for received signals. Detected audio sig-

nals are available for application to external decoding and moni-
toring equipment.

The Receiver, Radio BCR-55 contains an RF assembly, an IF
assembly, and a power supply and audio assembly.

The RF assembly receives the RF carrier signal having a level
of 5 to 100,000 microvolts at the input receptacle and passes it
through the attenuators into an amplifier and mixer. The RF sig-
nal heterodynes in the mixer with another signal from the local
crystal-controlled oscillator. The resultant IF signal from the
mixer is fed to the IF assembly. A built-in noise generator pro-
vides a signal source for tuning purposes. A meter selector
switch and meter provide monitor and tuning indications. The IF
assembly provides ampli. catton, limiting, and detection for the
received signal. The demodulated signal from the discriminator is
coupled into the audio assembly. Two additional signals from the
first and second limiter circuits are also used in the audio
assembly. After the carrier signal is demodulated, it is coupled
to the audio assembly where the audio signals are amplified and
dppear at three audio output receptacles. The monitor circuits
use differential amplifiers and meters to measure and indicate, on
the front panel, the parameters mentioned above. A relay circuit
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detects the presence or absence of a carrier signal at the input
receptacle and indicates this condition with lights on the front
panel. The power supply circuits consist of two regqgulated +28
volts dc supplies, one 12.6 volts ac supply, one 6.3 volts ac

supply, and one regulated +108 volts dc supply. The inputs of all
of these power supply circuits are to a common primary input.

The BCD-29 Audio Frequency Decoder is used with the BCR-55
receiver. :

The Decoder, Audio Frequency BCD-29 20-channel, audio fre-
quency decoder. The BCD-29 will decode 20 standard IRIG channels
with a minimum input of 0.125 VRMS for operation of six channels
simultaneously. Front panel indicator lamps indicate which of the
20 channels are active and which inactive. In addition, relay
connections indicating the active and inactive audio channels are
available for external connection to remote indicating or control
equipment.

The Decoder, Audio Frequency BCD-29 contains a power supply,
an audio amplifier, and AGC circuit, 20 decoder channels, and
channel indicator lamps.

The power supply operates on 115 volts ac, producing the
following output voltages: +200 volts dc, 6.3 volts ac, -22 volts
dc, and +28 volts dc.

The audio amplifier and AGC circuit amplifies the input audio
command signal and maintains the constant output level necessary
for the decoder channels.
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The 20 decoder channels consist of the following: a filter,
tuned to the desired frequency; a relay amplifier for energizing
or de-energizing an internal control relay; an internal control
relay which controls indicator lamps and an external control relay
for that channel; and the external control relay which provides
externally available relay contacts. Each channel filter is tuned
to a different frequency, providing for the selection of the 20
IRIG channels. If the proper audio signal is present, the filter
for that frequency will detect it, causing the corresponding relay
amplifier to conduct, thus energizing the internal control relay.
The internal control relay will, in turn, operate the ON indicator ’
lamp for that channel and also energize the external control re-
lay. The external control relay will provide the external contact
closures for remote indicating or control equipment. All channel:
will normally be de-energized when a command is not present, and
therefore indicate an OFF condition until the proper command
signals are present. Recording is normally by an oscillograph.

The BCR-55 Receiver and BCD-29 Audio Frequency Decoder are
rock mounted. Specifications for the BCR-55 Receiver and 8CD-29
Audio Frequency Decoder are:

BCR-55 Receiver

Physical

Dimensions:

Length: 23-27/32 inches

Width: 19 inches

Height: 12-7/32 inches
Weight: 80 pounds




Electrical
Input Power:
Voltage:
Frequency:

Total Power
Consumption:

RF Assembly:
Sensitivity:

Frequency Modulation:

Frequency Range:
Frequency Stability:

Preset RF
Frequencies:

Image Response:
1F Frequency:

Audio OQutput
Frequency Range:

Qutput Impedance:

103 to 126 VAC
55 to 65 cps

250 watts

5 to 100,000 microvolts
To +300 kilocycles

406 to 549.5 megacycles
+0.005 percent

Six (selected from plug-in crystals)
60 dB less than desired signal

33.5 megacycles

0.300-100 kc *3 db

2 outputs nominal S00 ohms
1 output nomina) 50 ohms

BCD-29 Audio Frequency Decoder

Physical

Dimensions:
Length:
Width:
Height:

Weight:

22-3/4 inches
19 inches
8-3/4 inches

60 pounds




Electrical

~Decoder Channel
Frequencies:

Channel 1: 7,500 cps +1%

Channel 2: 8,460 cps *1%
Channel 3: 9,540 cps *13%
Channel 4: 10,760 cps *1%
Channel 5: 12,140 cps +1%
Channel 6: 13,700 cps +1%
Channel 7: 15,450 cps *1%
Channel 8: 17,430 cps *1%
Channel 9: 19,660 cps +1%
Channel 10: 22,170 cps *1%
Channel 11: 25,010 cps +1%
Channel 12: 28,210 cps +1%
Channel 13: 31,830 cps *1%
Channel 14: 35,900 cps *1%
Channel 15: 40,490 cps *1%
Channel 16: 45,680 cps *1%
Channel 17: 51,520 cps *1%
Channel 18: 58,120 cps *+1%
Channel 19: 65,560 cps +1%
Channel 20: 73,950 cps *1%

Decoder Channel

Indicator Lamps: 20 red colored lamps indicate in-
active channels and 20 green colored
lamps indicate active channels.




Externally Available

Relay Contacts: 20 DPDOT relay contact connections,
each capable of conducting 2 amperes
at 28 volts dc, resistive, are
available at the rear panel connec-
tor.

Input Audio Sensitivity: .125 volts rms for 6 channel opera-

tion.
Input Power:
Voltage Limits: 102 to 126 VAC
Frequency Limits: 55 to 65 cps
Power Consumption: 150 watts
Input Impedance: 5,000 ohms (approx.)
Reference Source: Handbook of Operation and.Mainte—

nance Instruction for Receiver Radio
BCR~-55, BEC RPT-1092, July 1, 1962,
Babcock Electronics Corp. and Hand-
book of Operation and Maintenance
Instructions for Decoder Audio Fre-
quency BCD-24, BEC-RPT 1082, July 1,
1962, Babcock Electronics Corp.

C.11 RS-111-18-128 RECEIVING SYSTEM, COLLINS RADIO CO.

The receiving system provides AM, FM and CW reception over the
30-1000 MHz frequency range in four bands. A built-in signal
monitor provides a visual display of signal activity over a fre-
quency range of up to 1.5 MHz on both sides of the tuned fre-
quency. The sweep width of the display is continuously variable
by means of a front-panel control up to 3-MHz maximum dispersion.

Specifications for this receiver are:

Type of Reception: AM, FM, CW
fFrequency Range: 30-1000 MHz in four bands: Band A,

30-60 MHz, Band B, 60-300 MHz, Band
C, 235-500 MHz, Band D, 490-1000 MHz
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Input Impedance:

Nqise Figure:

Image Rejection:

IF Rejection:

IF Bandwidths:

Band A and B8 Output
Stability:

2 MHz Bandwidth:

Band C and D Output
Stability:
20/75/300-kHz Bandwidths

2 MHz Bandwidth:

To operate from 50-ohm source

Band A, 4 dB max; Band B,
max.
Band C, 10 dB max; Band D,
max.
Band A, 60 dB min; Band B,
min.
Band C, 65 dB min; Band D,
min.,
Band A, 54 dB min; Band 8,
min.
Band C, 80 dB min; Band D,
min.
Four total, two operating

taneously;

6.5
12

47
75

80
90

dB
dB

|
\

dB
ds

ds
ds

simul-

2 MMz and either 20 kHz,

or 300 kHz selectable from front

panel

AM: Output varies less than 3 dB
for input range of 2 to 10,000
microvolt

FM: Output varies less than 2 dB
for input range of 1.5 to 10,000
microvolt

AM: Output varies less than 4 dB
for input range of 4 to 10,000
microvolt

FM: Output varies less than 4 dB
for 1input range of 4 to 10,000
microvolt

AM: Output varies less than 4 d8
for input range of 4 to 10,000
microvolt

FM: Output varies less than 2 dB
for input range of 3 to 10,000
microvolt

AM: Output varies less than 4 d8B
for 1{nput range of 8 to 10,000
microvolt




FM: Output varies less than 4 d8
for input range of 8 to 10,000

microvolt
Power Input: 115/230 VAC, +10%, 48-420 Hz
Power Consumption: 51 watts, approximately
Weight: 35 I1bs. approximately
Stze: 5.25 inches high, 19 inches wide,

15.5 inches deep

Reference Source: Instruction Manual for Type RS-111-
18-12B Receiving System, M/200/10/-
75/GH, Watkins Johnson Company

C.12 901 RECEIVER, COMMUNICATIONS ELECTRONICS, INC.

The type 901 Receiver is an FM-AM-CW superheterodyne receiver
covering the frequency range 30 to 300 MHz in two bands, 30-60 MH2z
and 600-300 MHz. The receiver uses single conversion to a 21.4
MHz IF. The IF bandwidth can be set to either 20 kHz or 300 kHz.
The input impedance is suitable for a 50-ohm source. The audio
output impedance is 600 ohms. The video output impedance is
suitable for a 10 K-ohm, unbalanced load.

Specifications for the 901 Receiver are:
Type of Reception: AM-FM-CHW

Frequency Range: 30-300 MHz in two bands
Low-band: 30-60 MHz
High-band: 60~300 MHz

Inputs: Two BNC type connectors, one with
coaxial switch, permitting operation
across full frequency range with
single antenna or operation with
separate antennas for each band

Input Impedance: Suitable for 50-ohm source
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Noise Figure: Low band: 4 dB, maximum
High band: 6.5 d8 maximum

Image Rejection: Low band: 60 dB, minimum
High band: 50 dB, minimum
IF Frequency: 21.4 MH:z
IF Bandwidths: 300 kHz or 20 kHz, selectable from

front panel

IF Rejection: Low band: above 40 MHz, 75 dB,
minimum below 40 MHz,

54 dB, minimum
High band: greater than 100 d8

Oscillator to Antenna Low band: 15 microvolts, maximum
Conduction: High band: below 260 MHz, 15 micro-
volts, maximum
above 260 MHz, 25 micro-
volts, maximum

Reference Source: Instrumentation Handbook Volume IV,
Communications Facilities and
Systems, NASA/WFF, August 1979,

C.13 WJ-86178 VHF/UHF RECEIVER, WATKINS-JOHNSON COMPANY

The WJ-86178 VHF/UHF Receiver is a fully synthesized, digi-
tally controlled receiver, designed to operate in the VHF/UHF
frequency range. It receives AM, FM, CW and Pulse emissions over
a frequency range of 20 to 500 MHz. The standard receiver is
capable of manual operation, utilizing the front panel controls
and automatic operation, utilizing the built-in microprocessor and
16 channel memory. Remote control capabilities can also be incor-
porated, utilizing an optional IEEE-488 bus or RS-232 interface.
During the manual operating mode, all receiver functions are
controlled by the front panel controls. The operating parameters
are selected by depressing the appropriate front panel push-
buttons. When depressed, an illuminated LED on the buttons in-
dicate the selection.
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Specifications are:

Frequency Range:

Detection Modes:

Tuning Scheme:

Phase Noise:

Reference Accuracy:

Tuning Resolution:

Synthesizer Tuning Speed:

Input Impedance:

Input VSWR:

Noise Figure:

Third Order Intercept

Point:

Second Order Intercept

Point:

Preselection:

LO Radiation:
Image Rejection:
IF Rejection:

Internal Spurious:

Reciprocal Mixing:

20-500 MHz (20-1100 MHz optional)

AM, FM, CW, and PULSE standard. SS8
and LOG optional

Frequency synthesized local oscilla-
tors locked to internal reference

95 dBc/Hz, 10 kHz away from carrier
typical

1 part in 10-7 or external 1 MHz
100 Hz

10 msec maximum, 3 msec typical
50 ohm nominal

2.5:1, 20 - 300 MHz
3.0:1, 300 - 1100 MHz

11 dB, maximum
+8 dBm typical; +3 dBm, minimum
(20 - 500 kHz)

+50 dBm, minimum

Automatically switched, suboctave
bandpass filters

-90 dBm maximum
90 dB8 minimum

90 dB minimum

Equivalent to -115 dBm maximum at
the RF input

With an input signal at a rated
sensitivity level; an out-of-band
signal removed seven times the 50
kHz IF bandwidth, at a level 70 dB
above rated sensitivity, will not
degrade the desired output signal

ratio (S+N)/N by more than 3 dB.
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IF Bandwidths:

5 IF bandwidth capability. Standard

.available bandwidths, shape factor,

and rated sensitivity are as follows
on Table 1:

Jable 1 - Availahle Bandwidths and Rated Sensitivity
Bandwidth kHz Shape Factor (min) Sensitivity (d8m)

3.2 3.0:1 -109

6.4 3.0:1 -106

10 3.0:1 -104

15 3.0:1 ~-103

20 3.0:1 -101

25 3.0:1 -100

30 3.0:1 -100

50 3.0:1 -97

75 3.0:1 -95

100 3.0:1 -94

250 4.0:1 -90

300 4.0:1 -89

500 4.0:1 -87
1,000 4.0:1 -84
2,000 4.0:1 -81
4,000 4.0:1 -78
6,000 N/A -76
8,000 N/A ~75

Final IF: 21.4 MH2z

AM Stability:

Switched Video Output:

IF Outputs:

Switched IF Output:

Wideband IF Output:

6 dB maximum from AGC threshold to a
level 100 dB above AGC threshold
(-50 dBm maximum CW input)

Volt feak -to-peak, nominal, into

91 ohm load for FM Signals with a
eak deviation at 30% of the IF
andwidth and AM with 50% modula-

tion. DC coupled for FM and AM.

-30 +3 dBm at rated sensitivity
level

20 d8 above RF input minimum
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Wideband IF Qutput

(optional): -30 +3 dBm, minimum, with a -76 dBm
RF input. Minimum bandwidth of 4
MHz (6 MHz BW optional).

FM Monitor: DC coupled FM output, 1 volt peak-
to-peak minimum, into 91 ohms, with
peak deviation equal 30% of to the
selected IF bandwidth

Video Amplifier Frequency

Response: 0C to 1/2 IF bandwidth for FM moni-
tor; DC to 1/2 I!F bandwidth for
AM/FM Switched Video OQutput

Audio Output: 10 mW, with less than 5% harmonic
distortion, into 600 ohms for 50% AM
or FM peak frequency deviation
equivalent to 30% of the IF band-
width

COR/Squelch: Adjustable from noise level to
approximately 40 dB above noise.
COR provides 100 mA current sink-
to-ground for switching; +24 Vdc
maximum external voltage

Signal Monitor: (optional)

Sweep Width: 0-4 MHz continuously adjustable
Resolution: 10 kHz

Sweep Rate: Adjustable from 15 to 25 Hz

Marker: Center frequency (locked to receiver

frequency standard)
Display Lin/Log:
CRT: 1 x 3 inches nominal dimensions
PAN: Provides pan display during Scan/-

Step modes with optional Digitally
Refreshed Display

Power Requirement: 110, 120, 220, 240 VAC; 47-400 Hz;
100 watts
Dimensions: 19-inch rack mount, 18-inch depth

(excluding connectors and handles),
and 5.25 inch panel height
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Weight: 50 pounds, approximately

Reference Source: Information Manual for Type WJ-86178B

VHF /UHF  Receiver, 7/83, Watkins-
Johnson Company

C.14 MSR 904A MICROWAVE RECEIVER WITH FCS-904 FREQUENCY COUNTER
SYNTHESIZER, MICRO TEL CORP,

The MSR-904A Microwave Receiver is a compact heterodyne recei-
ver with overall frequency coverage from 0.50 to 18.0 GHz in its
standard form, with fundamental mixing. The FCS-904 Frequency
Counter/Synthesizer is an accessory device which allows precise
digital control of frequency when operating with the MSR-904A
Receiver. Together the synthesizer and MSR-904A form a precise
microwave system with accurate frequency control and exceptional
stability and spectral purity.

MSR 904A Specifications:
RF Section:

Frequency Coverage: 0.5-18 GHz

RF Bands: .5-2, 2-4, 4-8, 8-12, 12-18 GHz,
.5-18, 18-26.5, 26.5-40 GHz

Frequency Indicator: 5 digit LED display indicates true
RF center frequency to an accuracy
of 1% +1 count, in the “CW" mode.

Displays marker frequency in "BAND"
or “F1-F2" mode, according to F1/F2-
/F0 push-button selection.

Band Overlap: 10 MHz minimum

First Image Rejection: 0.5-12 GHz, 70 dB minimum
12~18 GH2, 65 dB minimum

Preselection: .5-18 GHz automatically tracked in
all tuning modes.

RF Input Impedance: 50 ohms nominal, unbalanced to
ground.
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Noise Fiqgure (dB):
Residual FM:

Frequency Stability
(Short Term)

(Long Term)

Frequency Pulling:

250 MHz IF QUTPUT
Bandwidth at 3 dB:

IF Gain from First
Mixer:

1 dB Compression Point:

Impedance:

21.4 MHz IF OUTPUT
Bandwidth at 3 dB:

Output Level:

20 dB typical, 23 dB maximum

RF Band: Max Residual FM:
.03-4.0 GHz: 20 kHz p-p
4.0-8.0 GHz: 40 kHz p-p
8.0-12.0 GHz: 75 kHz p-p

12-18 GHz: 100 kHz p-p

1 part in 10”° of RF, maximum, drift
per second. With 5 minute warm-up,
at 25°C ambient

5 parts in 10°° of RF, maximum,
drift per 3 minute interval, After
30 minute warm~up at 25°C ambient,
at fixed RF frequency

1 part in 10°% of RF, maximum with
either (a) input VSWR change from
1.0 to (b) in-band Rf signal of ~20
dBm.

28 MHz minimum, limited only by the
YIG preselector.

20 +3 dB, with IF GAIN at maximum
setting, IF attenuator set for 0 dB.
~10 dBm minimum

50 ohms nominal, unbalanced to
ground

8 MHz, nominal

Gain is automatically controlled to
provide an output level of ~-20 +2
dBm for an input level of 0 dBm;
output reduces by 5 dB maximum when
input is reached by 50 dB
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IF SELECTIVITY AND IMAGE
IF Selectivity:

Image Rejection:

AM VIDEQ OUTPUT

1) 100 +10 kHz @ - 3 dB

2) 1.0 #0.2 MHz @ -3 dB

3) 5.0 MHz + 1 MHz at -3 d8B
4) 30 MHz + 2 MHz at -3 dB

Second IF images, and all subsequent
IF images, are at least 50 dB down

Linear or logarithmic video output is available at the rear
panel; selection is made at the front panel.

Output Impedance:
Amplitude:

Baseband:

Video Filter:

Logarithmic Range:
Logarithmic Accuracy:

Linear Gain Control:

FM VIDEO OUTPUT
Output Impedance:
Amplitude:

Baseband:

AM Rejection:

50 ohm unbalanced to ground
0.2 to 4.0V maximum, unloaded

One half the selected IF bandwidth,
DC coupled

Switchable from the front panel;
reduces baseband to 50 kHz in all IF
bandwidths

70 dB minimum
+2 d8

60 d8 minimum, front panel con-
trollable

50 ohm unbalanced to ground

2.0 VPP minimum, wunloaded, with
tnput at -40 dB and frequency
deviation of +0.5 times selected IF
bandwidth

Dc to 0.5 times selected IF band-
width, minimum

20 dB minimum




SPURIOUS AND RESIDUAL RESPONSES

Spurious:

Residual:

1) Due to out-of-band signals above
0.5 GHz: 5 d8 rejection, mini~
mum.

2) Due to out-of-band signals below
0.5 GHz (including all IF fre-
quencies): 70 dB rejection,
minimum.

3) Due to two in-band signals,
spaced by 10 MHz, with ampli-
tudes of -30 dBm: all inter-mod
products are at least 20 dB
down, with IF GAIN adjusted for
no larger than full scale dis-
play at AM VIDEO output.

With 50 ohm termination of
ANTENNA input, internally gene-
rated residual responses do not
exceed -90 dBm equivalent fnput,
at any RF frequency.

AUDIO QUTPUT (at phone jack)

Output Level:

Sensitivity:

Response:

+0.40V maximum output capabilit{ in-
To 600 ohms unbalanced load, without
clipping. '

With passive 50 ohm termination on
ANTENNA jack, audio noise level at
all RF frequencies is 0.1 milliwatts
minimum into 600 ohm load in all
signal modulation modes, with IF
GAIN and AUDIO GAIN maximum.

+3 dB, 250 Hz to 10 kHz

DRIVE CIRCUITRY FOR PANCRAMIC DISPLAY

Sweep Widths:

BAND mode: Fixed sweep of the en-
tire width of the RF band selected.

F1-F2 Mode: Fixed sweep of the en-
tire range selected. -
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Display Shift:

Sweep Rate:

Horizontal Qutput:

Hor.zontal Linearity:

RF Marker:

Blarking:

FO mode: Sweep width variable from
0 to +15% of width of RF band selec-
ted. Calibration
accuracy +20% or better,

MAN mode: Same width as VAR-SCAN
mode, but sweep mode is manual.

In FO mode, shift of center fre-
quency of display is less than 1% of
width of RF band selected, as sweep
width is varied from maximum to
minimum.

In BAND, F1-F2 and FO modes, vari-
able over the range of 0.1 Hz or
less to 30 Hz or greater.

+5 volts dc coupled and centered at
U volts dc, with 2000 ohms minimum
load impedance. Sweep amplitude is
fndependent of actual frequency
range swept. Positive-going sweep
voltage (negative going flyback)
corresponds to increasing RF fre-
quency on all RF bands.

5% maximum

In BAND and F1-F2 modes, negative
marker pulse of 0.1 voits amplitude
and 0.5 millisecond nominal duration
1s added to the vertical output
signal.

+10 volt retrace blanking pulse is
applied in BAND, F1-F2 and FO modes.

POWER SOURCE SPECIFICATIONS

Line Frequency:
Line Voltage:
Period of Operation:

Power Consumption:

50-400 Hz

115 or 230 volts, switch selectable

Indefinite

120 watts nominal
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WEIGHT

Total receiver weight is
45 pounds.

FCS-904 Frequency Counter Synthesizer Specifications:

Frequency Range:

Resolution:

Phase Noise:

Incidental FM:

Switching Time (Maximum):

Display:

Tuning:

Size:
Weight:

Reference Source:

30 MHz-18 GHz

10 kHz standard

5 MHz REF OSC Stability:
3x10-9/24 Hr. Long-term stability
3x10-10/Sec. Short-term stability

70 dBc at 10 kHz removed from the
carrier in a 1 Hz bandwidth

100 Hz rms

50 ms: Typically less than 5 ms
when a band change {is not
required.

16 character-16 segment alpha nume-
ric display

Keyboard
IEEE-488 Interface
Optical Encoder

31/2 x 17 x 19 1/2 inches
32 pounds

Operating and Maintenance Manual for
MSR - 904A Microwave Receiver, May
1984, and Operating and Maintenance
Manual for FCS-904 Frequency Counter
Synthesizer, June 1983, MICRO-TEL
Corporation.
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0.9 5-124A RECORDING OSCILLOGRAPH, CONSOLIDATED ELECTRODYNAMICS
CORP.,

The recording oscillograph is an instrument capable of making
a record of any dynamic phenomenon which is convertible to an ana-
log voltage. Sensing of these phenomena is usually accomplished
with low voltage output transducers, which translate mechanical

variations into electrical impulses. Electrical impulses produced
by the transducers may be fed into an amplifier or bridge balance

where the signal is conditioned before being introduced into the
oscillograph. Light from a mercury arc lamp is reflected by the

galvanometer mirror through a simple optical system which produces
a spot of light on a moving strip of photographic material, By
using various combinaticns of light intensity and record speed,
clear legible records are obtainable over a wide range of appli-
cations.

Characteristics of this recording oscillograph are:

Recording Channels:

Trace Capacity: 18 active data channels
Galvanometers: CEC Series 7

Frequency Response: 300 Hz to 13 kHz

Trace Identification: Sequential trace interruption

Paper Transport System:

Paper Transport Speeds: 0.635, 2.54, 10.2, 40.64, 163 cm
(0.25, 1, 4, 16 and 64") per second

Record Width: 17.8 ¢cm (7") paper, full width re-
cording capability

Record Length: 7.6 ¢cm (3*) diameter supply roll,

max; 61 meters (200 ft) thin base
paper, max
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Recording Paper:

Optical System:

Galvanometer Light
Source:

Galvanometer Light
Intensity:

Optical Arm:
Writing Speed:

Trace Width:

Grid Lines:

Front Panel Controls:

Power:

ODrive Motor:

Record Speed Selection:

Lamp Inteansity Control:

Paper Supply Indicator:

Remote Operation:

Electrical:

Physical:
Height:

DATA FLASH 54, 55 and 46 and all

other CEC approved direct-print type
papers

Mercury arc lamp compatible with
printout paper in spectral output
and intensity

Control of front panel

29.2 c¢m (11.5%) at zero deflection

1270 mps (50,000 1ips) attainable
using CED approved printout paper

0.03 cm (0.012") minimum static
trace

0.254 cm (1/10") and metric

Main Power ON-OFF Switch
ON-OFF push-button switch

0.25, 1, 4, 16 and 64 IPS are se-
lectable by push-button switches

Continuously variable intensity
control knob

9, 1/4, 1/2, 3/4 and FULL indicator

Remote control receptacle connector
attached to instrument and mating
connector supplied for remote opera-
tion of drive motor.

Operates from a 105-132 VAC, 50/60

Hz source. Maximum of 500 watts
required.

19.4 ¢cm (7-5/8") including rubber
feet
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Width:

Length:
Weight:

Reference Source:

33 cm (13%)
39.4 cm (15-1/2") including controls

18 kg (40 1bs), not including paper
or accessories

Operations and Maintenance Manual,
Type 5-124A Recording Oscillograph,
992169-0012, Consolidated Electro-
dynamics Corporation.
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Oscillator Frequencies:

lst Local Oscillator:

2nd Local Oscillator:

Sensitivity:

Gain Control Range:
Crystal Marker:
Frequency:

Tolerance:

735 kHz +1/2 sweep width
320 kH2

5 mv input at 500 kHz produces at
least one-inch deflection on the CRT

60 dB, minimum

500 kHz
.01%

Crystal Marker

Radiation: The radiation of the crystal marker
oscillator through the input connec-
tor is not more than 10 mv

Size: 9 cm (3-1/2")H x 48 cm (19")W x 38
cm (15")0

Weight: Approximately 8.2 kg (18 1bs)

Reference Source: Instrumentation Handbook, Volume 1V

Communications Facilities and
Systems, NASA/WFF, August 1979.

'F.8 SM-9310B SIGNAL MONITOR, COMMUNICATIONS ELECTRONICS, INC.

The SM-93108 Signal Monitor is used with an appropriate re-
ceiver to provide a visual display of signals present about the
frequency to which the receiver is tuned. Such a display is an
atd in analyzing signals intercepted by the receiver, and can be
used to determine such things as the amplitude and type of modu-
lation of the signals. The signal monitor is designed for use
with a receiver having an IF frequency of 21.4 MHz. The sensi-
tivity of the unit is such that a 10-microvolt signal at the input
will result in a one-inch vertical deflection of the signal trace
of the screen of the CRT. Resolution is such that two signals 20
kHz apart appear on the screen as separate traces with a 6-dB

valley between them.
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Number of Inputs:

Input Impedance:

Input Center Frequency:

Sweepwidth:

Range of Center Frequency

Control:

Flatness of Response:

Resolution:

Sensftivity:

Sweep Rate:

First IF Frequency:

Second IF Frequency:

Image Rejection:
IF Rejection:
Power Input:

Power Consumption:

Overall Dimensions:

Reference Source:

Its technical characteristics are:

One, BNC type
50 ohms
21.4 MHz

0-3 MHz, continuously variable

+200 kHz
3 MHz +2 d8

Using approximately 100 kHz swee?-
width, two signals 20 kHz apart will
be displayed with at least a 6 dB
valley between the peaks

10 mv input at 21.4 MHz produces ﬁt
least one-inch deflection of signal
trace

30 +6 Hz

4.3 MRz

950 kHz

50 d8

70 d8

115 v, 50-400 Hz

17 w, approximately

9 cm (3.5")H, 48 cm (19")W, and 43
cm (16.9*)D

Instrumentation Handbook Volume 1V
Communications Facilities and
Systems, NASA/WFF, August 1979.
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Internal
Basic Frequency: 36495 360 Hz

Basic Frequency Drift: +1 part in 10 per year
T+36.5Hz per year)

Paper Speed: 0.663 inches per minute print

1.326 inches per minute feed out
Stylus Speed: 44.88 inches per second
Reference Source: UPI Instruction Manual, UNIFAX 1]

Newspaper Receiver, GOES Series,
Volume 1, Undated

F.15 7580 TRANSFER OSCILLATOR, BECKMAN INSTRUMENTS, INC.

The Model 7580 Transfer Oscillator is designed to measure fre-

quencies ranging from dc to 12,000 MHz. The instrument will ac-
commodate several types of RF signals, including continuous fixed

frequency signals with or without amplitude modulation, frequency-
modulated signals and pulsed RF signals. All signals may contain
considerable noise without affecting the ease or accuracy of mea-

surement.

The transfer oscillator generates a fundamental frequency
which may be varied within two ranges: from 7.5 to 15 MHz and
from 75 to 150 MHz. It also generates all harmonics of this
fundamental up to and beyond the 80th. To measure the frequency
of an input signal, the fundamental is adjusted to the point where.
one of its harmonics has the same frequency as the input signal.
This is done by beating the harmonic against the input signal and
varying its frequency until the difference frequency as observed
on a built-in oscilloscope, is zero. Then, a frequency equal to
the fundamental divided by a power of 10 is fed to the counter.
Now, if the counter counted each cycle of this signal for .01, 0.1
and/or 1 second the fundamental frequency would be displayed. To
find the input frequency, then, we would multiply this indication
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by the harmonic number, N,

To avoid this calculation, the count-

ing period is expanded to N times the usual decimal period, with
the result that the input frequency appears directly in decimal
digits on the face of the counter,

Specifications for this transfer oscillator are:

Entire System (transfer oscillator plus frequency counter):

Frequency Measuring
Range:

Type of Input Signal:

Required Input Amplitude:
Transfer Oscillator:
Frequency:
Frequency Stability:
Dial Catibration:

Accuracy of Dial
Setting:

Repeatability of Dial
Setting:

Electrical Vernier:

Harmonic Signal:

Sfgnal to Counter:

Beat frequency
Ampiifier:

Bandwidth:

Qutput Signal:

0C to 12,000 MH2

Continvous, fixed-frequency signals,
FM signals, pulsed RF signals

Never more than 100 mv ras

7.5~15 MHz and 75~-150 MH2
.001% per minute
Increments of 1 kHz on 7.5-15 MH2z

range. Increments of 10 kHz on
75~150 MHz range

0.1% of fundamental frequency

.005%

Yaries fundamenta' frequency appro-
ximately +.015%

A1l harmonics through the 80th are
usable

Frequency: 0.75-1.5 MH:z

Amplitude: 1 volt rms
Output Impedance: 1000 ohms

1 kHz to 1 MN:z

1 volts rms out of 1000 ohms
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Built-In Oscilloscope
for Displaying Beat
Frequency:

Size:
Internal Sweep:

Power Requirements:

Dimensions:

Reference Source:

F.16 SPECTRUM ANALYZER 8555A RF AND 85528,

5 cm (2*) in diameter
60 Hz sine wave with phase control
117 v +10%, 50-60 Hz, 175 w

22.2 cm (8-3/4")H, 48 cm (19")W, 46

cm (18")D

Instrumentation Handbook Volume 1V
Communications Facilities and
Systems, NASA/WFF, August 1979.

IF, HEWLETT~-PACKARD

The analyzer RF and IF secttions form a super-heterodyne re-
cefver with spectrum scanning capabilities over the frequency

range of 10 MHz to 40 GHz in 14 frequency bands.
presents a calibrated CRT display up to 2 GHz wide.

The analyzer
Absolute

calibration accuracy is maintained from 10 MHz to 18.0 GHz in 10

frequency bands, using internal mixing.

The frequency range from

12.4 GHz to 40 GHz {is covered in 4 frequency bands through the use

of external mixers.

Specifications:

Tuning Range:

With Internal Mixer:

With External Mixer:

Frequency Accuracy:

Dial Accuracy:

Scan Accuracy:

0.01 - 18.00 GHz
12.4 - 40 GHz

n x (+15 MHz) where n is the mixing
mode

Frequency error between two points
on the display is less than 11 of
the indicated separation
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Resolution:

Bandwidth Ranges:

Bandwidth Accuracy:

Frequency Range
(GHz):

Frequency Range:

Input Attenuator Range:

Reference Source:

1f bandwidths of 0.10 to 300 kHz
provided in a 1.3 sequence

Individual IF bandwidth 3 db points
calibrated to +20%

0.01 - 18 GHz with external wave-
guide mixer and appropriate wave-
guide tapers

12.4 - 40 GHz
0-50 dB in 19 dB steps
Instrumentazion Handbook Volume 1V

Communications fFacilities and
Systems, NASA/MNFF, August 1379.
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ELECTROMAGNETIC INTERFERENCE (EMI) VAN SYSTEM

1. INTRODUCTION. The Electromagnetic Interference (EMI) Van System is
support equipment for the Range Measuring System (RMS) which is part of the
Radio Frequency Instrumentation Systems (RFIS) per Task Assignment #564.01,
Systems Engineering for the RFIS.

2. PURPOSE. This report describes the EMI Van instrumentation system,
subsystems and related accessories. The Systems Engineering support require-
ments to operate and maintain the EMI Van System are identified and delin-
eated.

3. SCOPE.

a. This report is limited to the review and evaluation of the EMI
Van System documentation for completeness and deficiencies. A technical
survey of Scientific Support Laboratory (SSL) Engineering Division Branch
and Group Leaders, Project Managers, and Systems Engineers was conducted to
identify improvements and enhancements that will add to the overall capabil-
ity and versatility of the system.

b. This limitation is due to the fact that the EMI Van System was
designed, developed and assembled by a government agency under an inter-
service support agreement. The original system design requirements and
specifications are not immediately available. Also, systems engineering
has had limited access to the van and Combat Developments Experimentation
Center (CDEC) is currently unable to deploy the van due to a shortage of
personnel,

4, BACKGROUND. The EMI van System is used to perform EMI frequencies
surveillance and direction finding at Fort Hunter Liggett (FHL). It is
also used to monitor authorized and assigned radio frequencies at FHL.




a. Contracting Agency. The Institute of Telecommunication Sciences
(17S), Department of Commerce, Boulder, Colorado facility was given an Inter-
service Support Agreement contract in late 1977 to develop an EMI vVan for
support of CDEC experiments, Acceptance tests were performed on the EMI
Van System from 11 through 15 February 1980 at ITS, Boulder, Colorado. The
van was delivered to CDEC, FHL on 29 February 1980.

b. Operation and Maintenance. The EMI Van System has been operated
and maintained by Army personnel since its arrival at FHL. Scientific Sup-
port Laboratory (SSL) contractor has performed vehicle maintenance and pro-
vided engineering support upon request from the Frequency Management Branch
(ATEC-E-EFM).

5. DESCRIPTION.

a. Vehicle Configuration., The EMI Van is a 1979 Ford, Econoline
model, 1 1/2 ton cargo van, with four-wheel drive, 460 Cubic Inches Displace-
ment (CID) engine and air-conditioning, Figures 1 and 2 are photographs of

the van.

(1) Four-Wheel Drive. Vehicle Engineering and Manufacturing

Company (VEMCO), Fort Wayne, Indiana, designed and installed the Vx4 four-
wheel drive. The front suspension system was reinforced by the SSL contract-
or because the front tires were continuously wearing out.

(2) Cargo Van Body. The steel cargo body is 12 feet long with
540 cubic feet of usable space. The entire cargo body was modified and

instrumented by ITS.

(3) van Mechanical Layout. Interior walls and ceiling were foam

insulated and paneled. Indoor/outdoor carpet is installed over a plywood
floor. Three table top work areas, two windows, and two storage cabinets
are installed. There is no mechanical layout drawing of the cargo van.
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(4) Subsystem Installations. An air-conditioner and heating

unit, alternating current power distribution system and lighting were in-
stalled. EM] measurement equipment is rack-mounted in two 19" wide, ceiling-
to-floor racks. Antennas for EMI frequencies measurement and communications
are installed on the top, sides, and rear door of the van,

b. EMI Systems. The EM] systems are essentially two spectrum analyz-
ers with preamplifiers, limiters, and switch selectable filters and antennas.
The two manually-operated systems have a combined EMI surveillance frequency
range of 100 hertz (Hz) to 18 gigahertz (GHz).

(1) EMI System I. The frequency range_ , \§ysteqll‘js 100
Hz to 1.5 GHz for EMI surveillance, and 30 ﬁgah% to- 1.5 GHz for
direction finding., Six switch selectable band-pass filters are used to
cover the 30 MHz to 1.5 GHz frequency range for direction finding. Figure

3 (EMI System I Block Diagram) depicts the switching between antennas, noise
dioae, filters, preamplifiers and spectrum analyzer. In Figure 3, the ap-
propriate antenna, or diode, is selected from the switching chassis at the
operator's station. The output of the selected antenna or noise diode can
be fed directly to the spectrum analyzer or via appropriate filter, limiter
and preamplifier. The noise diode is used for system calibration. The
System I Spectrum Analyzer is a Hewlett Packard (HP) 8568A, with an HP85680A
Radio Frequency (RF) section, and an HP85662A display section. Figure 4
shows the HP8568A with the HP85662A display section. The HP85680A RF sec-
tion is located behind the HP8568A analyzer shown in Figure 4.

(a) Antennas. EMI System I has a low and high frequency
set of antennas, as shown in Figure 3. The low frequency antenna set con-
sists of the omniranging, square loop and 918 MHz sntennas. The two 918
MHz antennas are a single custom-designed microstrip direction finding an-
tenna with a sum (I ) and difference (& ) output. Emphasis is placed on
the 918 MHz frequency of the Range Measuring System (RMS) at FHL. The loop
antenna is a custom-designed, 35-200 MHz square loop, directional finaing
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antenna. The 30-200 MHz omniranging discone antenna was designed by ITS.
The high frequency antenna set consists of four cavity back planar spiral
antennas, with constant gain over the .2 - 4.0 GHz frequency band. Each
cavity back spiral planar antenna covers the entire .2 - 4.0 GHz frequency
band and 1s used for direction fimding. The “omni" switch position may be
used to connect another omniranging antenna or any type of antenna within
the system frequency range. Note that only one antenna can be connected to
the spectrum analyzer whether the low or high frequency antenna set is se-
lected.

(b) Filters. The six switch selectable band-pass filters,
with a frequency range of 31 MHz to 2.0 GHz (shown in Figure 3) are custom-
designed, manually tuned filters. The six tunable band-pass filters are
mounted on a separate 19" panel above the switching chassis at the operator's
station. The 918 MHz band-pass filter has a 910 MHz to 926 MHz bandwiath.
The 35 MHz and 918 MHz filters are mounted on the switching chassis.

(c) Limiter. The limiter (shown in Figure 3) is an HP11693A
bidirectional, solid-state, passive device, with a frequency range of 0.1
GHz to 12.4 GHz. The limiting threshold is 5 milliwatts, with a maximum of
one watt continuous average input power,

(d) Amplifier. The 5 MHz to 1,500 MMz amplifier (shown in
Figure 3) is a custom-designed amplifier, with a minimum gain of 20 decibels
(dB) ana + 0.5 dB gain flatness. The amplifier is mounted on the switching
chassis.

(2) EMI System II. The frequency range for EMI System II is 1.5
GHz to 18 GHz for EMI surveillance and direction finding. Three switch
selectable band-pass preamplifiers are used to cover the 1.5 GHz to 18 GHz
frequency range for EMI surveillance and direction finding. Figure 5 (EMI

System II Block Diagram) depicts the switching between antennas, noise diode,
preselector, amplifiers ana spectrum amalyzer. In Figure 5, the appropriate




antenna or noise diode is selected from the switching chassis at the opera-
tor's station. The output of the selected antenna, or noise diode, is
switched through the preselector to the spectrum analyzer via the appropri-
ate band-pass preamplifier. The noise diode is used for system calibration.
Figure 6 is a photograph of the System Il HP8555A Spectrum Analyzer RF sec-
tion, and HP8552B IF section, with the HP141T display section. The HP8555A
Spectrum Analyzer frequency range is .01 GHz to 18 GHz.

(a) Antennas. 1In Figure 5, the "omni"™ antenna switch posi-
tion may be used to connect an omniranging antenna or any type of antenna
with a bandwidth within the system frequency range. The remaining four
antennas are cavity back planar spiral antennas, with a frequency range
from 2.0 to beyond 20 GHz.

(b) Preselector. The HP8445B preselector (shown in Figure
5) functions as a fixea-frequency, low-pass Yittrium-Iron-Garnet (YIG) fil-
ter for Direct Current (DC) to 1.8 GHz frequency range. The preselector
functions as a voltage-tuned filter, from 1.8 GHz to 18 GHz. When the
HP8555A Spectrum Analyzer is in the swept mode, the preselector functions
as a swept selective tracking filter. The preselector may be electronically,
or manually tuned.

(c) Preamplifiers. The three bandpass preamplifiers (shown
in Figure 5) are high impedance, solid-state amplifiers, with constant gain
over their frequency bandawidth., The 2.0 GHz - 4.0 GHz preamplifier has 20
dB minimum small signal gain. The 4.0 GHz to 8.0 GHz preamplifier small
signal gain is 19 daB. Sixteen daB is the minimum small signal gain for the
8.0 GHz to 18.0 GHz preamplifier. The preamplifiers are mounted on the
switching chassis.

(3) EMI van Subsystems Description. See Appendix A for a com-
plete inventory list of EMI Van equipment,
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(a) Alternating Current (AC) Power Distribution. AC power
for the EMI measurement equipment and van lighting is supplied by two Onan
Model 6.5 NH-3CR recreational vehicle electric generating sets. Each gener-
ator set consists of a two-cylinder, four-cycle, air-cooled, gasoline engine,
with remote start and 12 volt motorized alternator cranking. The four-
pole, revolving armature alternator produces 120 volts, 54.2 amperes, 60
hertz, single phase AC at 6,500 watts rated output. A schematic of the AC
power distribution system is shown in Figure 7. The shore power receptacle
shown in Figure 7 provides external AC power to the van when it is parked.
The generator sets have separate fused battery charging circuits and start-
stop controls. A block schematic and photograph of the circuit breaker
panel load center for the generator sets are shown in Figure 8.

(b) Fuel System. The fuel system consists of two 18 gallon
gas tanks for the generator sets and van engine. The fuel tanks are located
on the left side of the van and the fuel indicators are switch selectable
from the vehicle operator's console, Figure 9 is a block diagram of the
fuel distribution system.

(c) Switching Chassis. The switching chassis front panel
functions as the operator's control panel for configuring EMI Systems I and
II. Figures 10 and 11 are switching block diagrams of EMI Systems I and
II, respectively. Both systems are depicted on the front panel of the switch-
ing chassis. The pushbutton switch assemblies control radio frequency coax
switches with indicator lamps which interconnect the system components.

Figure 12 is a schematic of coax switches, numbers 1 and 2, which select
the antennas for EMI System I. Figure 13 is a schematic of coax switch
Number 7, which selects the antennas for EMI System II. Also shown in Fig-
ure 13 is coax switch Number 10 which selects system I or II.

(d) Direct Current Power Supply Chassis. Figure 14 is a

wiring schematic of the Direct Current (DC) power supply chassis which is
mounted in the rear of the second 19" equipment rack, just aft of the King
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KR87 Automatic Direction Finder. The DC power supply chassis supplies DC
power to the switching chassis. The +5 volt power supply is used to power
the indicator lamps. The +12 volt and +15 volt power supp'ies are used to
power the solid state amplifiers and preamplifiers. The +28 volt power
supply is used to energize the coax switches. The DC power supply chassis
is controlled by the on-off switch on the switching chassis.

(e) Automatic Direction Finder. A King Radio, model KR87
Automatic Direction Finder (ADF), airborne type, with direction indicator
is mounted in the 19" equipment rack, just below System Il spectrum analyzer.
It will provide automatic direction finding and audio reception for sta-
tions located in the 200 KHz to 1799 KHz frequency range. ADF indicator
bearing accuracy is + 3 degrees when the KR87 is tuned to an ADF station at
a known magnetic heading.

(f) Communications Systems. Two tactical communication
systems provide two-way radio telephone communication. An Associated Indus-
tries Model RT-5001, military-type RT-524/VRC receiver-transmitter provide
communication in 30.00 MHz to 75.95 MHz range. RCA TAC100 communication
receiver-transmitter provides communication over preassigned frequencies for
FHL in the 138 MHz to 144 MHz government frequencies band.

(g) Scanning Receiver. Realistic Model PR0O-2002 is a pro-
grammable, Very High Frequency (VHF) and Ultra High Frequency (UHF) scanning
receiver. PR0-2002 can receive voice communications from Amplitude Modulat-
ed (AM) or Frequency Modulated (FM) stations. PR0-2002 receiver can be
programmed to monitor or scan up to 50 frequency channels continuously.

Also the PR0O-2002 can be programmed to search a given frequency band for
new stations. .

(h) Air Conditioning System. Instamatic Model IM24 air-
conditioner provides 9,400 BTU of cooling and heating for the van. It is
installed on the van roof with flush-mounted ceiling controls. The
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conditioner unit is powered from the AC power distribution circuit breaker
panel load center as shown in Figure 8.

(i) Vvideo Monitor, A Videotek Model RM-12 color monitor is
mounted in the 19" equipment rack above the system Il spectrum analyzer.
The 12" color monitor is used to monitor local and special video channels.
Also, the monitor can be used to support photo-optics field experiments.
The monitor is powered from the AC power distribution system.

6. DOCUMENTATION.

a. The documentation is insufficient to thoroughly know and maintain
the EMI van systems. Table 1 is a list of EMI van drawings which are most-
1y engineering sketches. A typical example is Figure 12, "Coax Switches
Numbers 1 and 2 Schematics". The drawings without an asterisk in Table 1
were developed for the report description section. The drawings with an
"+" were delivered with the EMI van.

b. Table 2 is a list of EMI van manuals and procedures. It is a
complete listing of Original Equipment Manufacturers (OEM) manuals for the
equipment installed in the van., Notice there is only one operating proced-
ure for the van which is the Army's "Vehicle Maintenance Standard Operating
Procedure". The general condition of existing documentation is good.

7. DEFICIENCIES. The EMI Van operation and mission capabilities are ser-
iously restricted because of the following:

a. Inoperative Equipment.

(1) The HPBA445B Preselector and HP8555A Spectrum Analyzer are
inoperative which precludes the EM] System Il from being used.
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NOTE:

TABLE 1. LIST OF EMI VAN DRAWINGS

EMI System I Block Diagram.

EMI System II Block Diagram.

AC Power Distribution System Schematic.

AC Circuit Breaker Panel Load Center Drawing.

Fuel Distribution System Drawings.

EMI System I Switching Block Diagram.

*Coax Switches Numbers 1 and 2 Schematic.

*Coax Switches Numbers 3 and 4 Schematic.

*Coax Switches Numbers 5 and 6 Schematic.

*Coax Switches Numbers 8 and 9 Schematic.

*Coax Switches Numbers 7 and 10 Schematic.

Direct Current Power Supply Chassis Schematic.

*Lark Engineering Filters Design Data Sheets and Sketches.
*Preamplifiers and Amplifiers Design Data Sheets and Sketches.
*Miscellaneous Antenna Beamwidth and Gain Patterns,
*Miscellaneous Historical Notes and Documents.

EMI System Il Switching Block Diagram.

The drawings preceded with an asterisk were delivered with the EMI
van.

M-27




TABLE 2. LIST OF EMI VAN MANUALS AND PROCEDURES

KING KR87 Automatic Direction Finder Manual.

Vehicle Maintenance Standard QOperating Procedure.

Hewlett-Packard Model 1332A X-Y Display Operation and Service Manual.
REALISTIC Model PRO-2002 Scanner Owners Manual.

Manual of Regulations and Procedures for Radio Frequency Management,
Tables of Frequency Allocations.

AN/VRC-12 Series of Radio Sets Handbook.

Hewlett-Packard Model 8445B Automatic Preselector Operating and
Service Manual.

Hewlett-Packard Model 1417 Display Section Operating and Service
Manual.

Hewlett-Packard Model 8555A Spectrum Analyzer, Radio Frequency Section
Operating Manual.

Hewlett-Packard Model 8552B Spectrum Analyzer, Intermediate Frequency
Section Operating and Service Manual.

Hewlett-Packard Model 8568A Spectrum Analyzer Operation and Service
Manual.

Videotek Model! RM-12 Color Monitor Service Manual, two each.
Vehicle Operator Preventive Maintenance Checksheet,

Onan Qperators Manual for R.V. Electric Generating Sets.
Onan Installation Guide for R.V. Electric Generating Sets.
Onan Instruction Sheet E218a.

VEMCO VX4 Four-Wheel Drive,
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(2) The Instamatic IM 24 air-conditioner cooling compressor is
defective. The cooling compressor has been ordered, but the delivery date
is not known. Lack of van air-conditioning could impact the EMI system
operator proficiency and induce operator fatigue. N il

(3) The forward 6.5 kilowatt generator frequency meter needs to
be wired electrically. The f{equency meter was not wired when the van was

delivered to FHL. w oo

(4) The Scientific-Atlanta Microwave Measurement Receiver is
inoperative (test equipment).

b. Operations.

(1) The EMI Van systems operators need to be trained in EMC prac-
tices, measurement, test, and analysis technigues.

(2) There are no system descriptions of the existing EMI van
systems.

(3) There are no EMI systems comprehensive technical operating
procedures, except those presented in Original Equipment Manufacturer's
(OEM) manuals.

(4) On-the-job-training (0JT) is the only training available for
the EMI van systems operators.

(5) The EMI Van operator's station has no work chair or stool.

(6) There are no EMI Van systems comprehensive managerial operat-
ing policies or procedures.

c. Maintainability. There are no specified spares requirements for
the EMI van. The critical maintenance items for the EMI van are:
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(1) VEMCO Four-Wheel Drive: There is no scheduled periodic main-
tenance procedure and VEMCO is no longer in business.

(2) The 30-200 MHz LA-20 Square Loop Direction Finding Antenna:
Dunn Technical Associates are no longer in business. Proprietary rights to
the antenna design were acquired by TECOM, Inc., Canoga Park, California.

(3) The 30-200 MHz Omniranging Discone Antenna (designed by 175):
The antenna design specifications could be lost due to personnel attrition,

(4) Spectrum Analyzers: There are no scheduled periodic calibra-
tion or maintenance procedures.

d. Missing Documentation. The list of missing documents shown in
Table 3 is a compilation of documentation that will be beneficial for future
van improvements, upgrades, maintenance and operations.

8. GROWTH RECOMMENDATIONS. The growth recommendations and improvements
listed in Table 4 were obtained from a memorandum questionnaire survey of
of Engineering Division Branch and Group Leaders, Project Managers, and
Systems Engineers. The survey question regarding growth recommendations is
given below:

) Functional additions that will add to overall capability and
versatility of the system.
° Improvements needed in existing functions.

9, CONCLUSIONS AND RECOMMENDATIONS.
a. Conclusions. The EMI Van can currently be used only to perform

EMI frequencies surveillance and direction finding in the 100 Hz to 1.5 GHz
frequency range. This limitation is due to EMI System ]l being inoperative.
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TABLE 3. LIST OF MISSING EMI VAN SYSTEM DOCUMENTS

EMI measurement equipment, ceiling to floor, 19° rack, electrical and
mechanical drawings.

Alternating current power distribution system drawings.
Direct current power distribution system drawings.

EMI van mechanical layout drawings.

Switching chassis electrical and mechanical drawings.
EMI Van Systems operational procedures.

Spare parts list.

Vehicle periodic maintenance schedule,

EMI measurement equipment periodic calibration and maintenance
schedule.

EMI Van Systems interface drawings.
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b. Recommendations,

(1) The electrical and EMI van systems interface drawings listed
in Table 3 be developed first and the remaining documents at a later date.

(2) Inoperative equipment deficiencies be corrected expeditiously.

(3) An EMI Van scheduled periodic maintenance procedure should
be developed and implemented.

(4) Scheduled periodic calibration and maintenance procedures
should be developed and implemented for the EMI van spectrum analyzer and
other identified equipment,

(5) A ruggedized navigation magnetic compass should be procured
and installed in the EMI van,

(6) An engineering study should be made to determine what type
of EMI noise suppression networks should be procurea and installed on the
van engine ignition system and 6.5 Kw generator sets.

(7) Field survey trips should be made to other testing ranges or
facilities to observe and study their Electromagnetic Compatibility (EMC)
programs,
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